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Introduction

Iran’s defense and aerospace industrial base must be approached during transition not as a single
monolithic sector, but as a set of interdependent subsectors that can be assessed, stabilized, and
rebuilt in manageable form. While integration across production chains, workforce systems,
logistics, technology, and national defense planning remains essential at the strategic level, the
immediate task of transitional management is different. The more urgent requirement is to break
this complex system into decision-ready domains so that policymakers, technical teams, investors,
and oversight bodies can understand where damage is concentrated, what capabilities still exist,
what can be restored quickly, and what must be redesigned over time.

This is especially important in a post-conflict setting. For planning purposes, this revitalization
effort assumes a transition environment in which war-related disruption, infrastructure damage,
sanctions legacy, institutional corruption, command fragmentation, interrupted imports, degraded
maintenance cycles, and the political collapse of ideologically controlled networks have all
weakened Iran’s defense and aerospace production base. Under such conditions, the first
responsibility of a transitional government is not to pursue prestige programs or externally
oriented military ambition. Its first responsibility is to restore lawful state capacity, preserve
essential industrial knowledge, prevent further breakdown of production and maintenance chains,
and rebuild national capabilities under transparent civilian authority.

The purpose of the present subsector papers is therefore practical and managerial. Each paper is
designed as a structured data-collection and descriptive-analytic instrument based on the original
industrial revitalization template. Each one identifies the current condition of a specific subsector,
the principal operational constraints, key assumptions for early transition, realistic options for
recovery, major resource requirements, policy actions, and a phased implementation path. This
allows each subsector to be reviewed independently by smaller domain-focused teams while still
remaining compatible with later system-wide integration.

This approach also reflects a deeper strategic principle. Iran’s future defense establishment should
be national, professional, technologically competent, financially transparent, and separated from
ideological domination. That means the industrial base supporting defense and aerospace must
also be transformed. It cannot remain organized around political patronage, opaque procurement,
coercive monopolies, sanctions evasion networks, or externally driven proxy priorities. It must be
reoriented toward national resilience, territorial defense, maintenance readiness, supply security,
engineering competence, research renewal, and selective international reintegration where
consistent with sovereignty and democratic legitimacy.

For that reason, these subsector papers are intentionally local in focus. They begin from the
condition of plants, suppliers, maintenance depots, machine capacity, skilled labor pools,
certification systems, repair bottlenecks, regulatory gaps, energy constraints, transport access, and
financing realities inside Iran. They ask what can be restarted, what can be repaired, what must be
replaced, and what should no longer be preserved. They also distinguish between urgent
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stabilization needs in the first months of transition and longer-horizon modernization goals such as
digital manufacturing, advanced materials, avionics, cybersecurity, autonomous systems, and
defense-oriented research ecosystems.

At the same time, the subsectors cannot be treated as isolated islands. Civil aviation maintenance
depends on electronics, logistics, materials, and controlled technical documentation. Aerospace
systems depend on advanced materials, precision manufacturing, software, testing infrastructure,
and secure supply chains. Defense sustainment depends on repair capacity, warehousing,
transport, standardization, and trained technical labor. Digital and electronics capability underpins
command systems, avionics, guidance, communications, and manufacturing automation. For that
reason, each stand-alone paper should identify not only its own condition, but also its upstream
and downstream dependencies. In this way, the subsector format serves short-term management
needs without losing sight of long-term industrial integration.

The methodology for these papers follows the template provided for industrial revitalization. Each
subsector will therefore present: a concise executive summary; an evidence-based current
overview; a revitalization strategy built around market reform, infrastructure, workforce,
technology, and partnership; an estimate of capital needs; enabling policy incentives; a phased
timeline; a risk analysis; and measurable indicators of success. What changes from one paper to
another is not the structure, but the substance: the damage profile, technical complexity, strategic
value, labor intensity, import dependence, and speed of recoverability.

The intended result is not merely a series of descriptive reports. It is a transition-ready portfolio of
management papers that can support cabinet-level prioritization, donor and investor engagement,
technical working groups, and later integration into a national defense and aerospace industrial
recovery plan. The Executive Integration Overview will sit above these papers and explain the logic
of the whole. But the operational value will come from the subsector documents themselves,
because they will give decision-makers a realistic picture of where to intervene first, where to
protect existing capability, where to mobilize diaspora expertise, where to invite private
participation, and where to impose strict oversight to prevent capture by legacy networks.

In that sense, this effort is both modest and foundational. It is modest because each paper limits
itself to one manageable domain. It is foundational because the restoration of a lawful and modern
defense-industrial base will depend on exactly this kind of disciplined decomposition. A future
Iranian state cannot rebuild security institutions responsibly without rebuilding the industrial and
technical systems that sustain them. These papers are meant to become the first organized step in
that process.
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Executive Integration Overview

Defense & Aerospace Industrial Revitalization — Transition Phase (Iran Prosperity Project)

1. Strategic Context

Iran’s defense and aerospace industrial base enters the transition period under conditions of
severe disruption. Recent military conflict, combined with decades of sanctions, institutional
fragmentation, and politicized control of industrial assets, has resulted in degraded production
capacity, interrupted supply chains, loss of technical continuity, and weakened maintenance
readiness across multiple domains.

The immediate objective of the transitional government is not expansion, but stabilization,
preservation, and lawful reconstitution of essential capabilities. This requires a disciplined
approach that prioritizes continuity of critical functions, protection of human capital, restoration of
operational supply chains, and gradual modernization under transparent civilian oversight.

To support decision-making, the industrial base has been decomposed into seven subsectors:
1. Civil Aviation / Aviation MRO
2. Dual-Use Manufacturing
3. Digital & Electronics
4. Logistics & Heavy Systems
5. Strategic Materials
6. Defense Sustainment / Controlled Industrial Base
7. Aerospace / Advanced Systems

Each subsector is treated as a standalone operational domain, while this overview identifies cross-
cutting priorities and immediate actions.

2. Current Condition Assessment (Post-Conflict Snapshot)
Across all subsectors, five systemic conditions define the starting point:

1. Physical and Operational Damage

Selective but significant damage to infrastructure, depots, transport nodes, and production
facilities has reduced operational capacity. Maintenance backlogs are growing due to lack of spare
parts and disrupted service cycles.
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2. Supply Chain Fragmentation

Import-dependent components—particularly in electronics, avionics, precision parts, and
materials—are constrained. Informal and sanctions-driven procurement networks are unreliable
and incompatible with transparent rebuilding.

3. Institutional Distortion

Large portions of the industrial base have been controlled by politically affiliated entities, limiting
efficiency, transparency, and private sector participation. Decision-making structures are
fragmented and non-standardized.

4. Workforce Risk

Highly skilled engineers, technicians, and operators remain a critical asset, but face uncertainty,
underutilization, and potential migration. Loss of this human capital would create long-term
capability gaps.

5. Financial and Energy Constraints

Liquidity shortages, damaged credit channels, and energy inefficiencies constrain production
restart. Prior resource allocation has not been aligned with national priorities or economic
sustainability.

3. Cross-Sector Critical Dependencies
Although treated separately for management purposes, the subsectors are tightly interconnected:

o Digital & Electronics underpins avionics, communications, control systems, and modern
manufacturing

Strategic Materials determine the viability of aerospace, heavy systems, and precision
manufacturing

Logistics & Heavy Systems enable movement, maintenance, and national distribution
capacity

Defense Sustainment connects operational readiness with industrial output
Dual-Use Manufacturing provides scalable industrial recovery pathways
Civil Aviation MRO offers rapid restoration potential and international interface capability

Aerospace Systems represent long-term strategic capability but depend on all upstream
sectors

Failure in any one of these domains will constrain recovery across the system.

4. First 180-Day National Priorities
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The transitional period requires focus on a limited number of high-impact actions:
1. Stabilize Critical Operations
o |dentify and secure key facilities across all subsectors
e Restore minimum operational capacity in maintenance, transport, and essential production
e Prevent further degradation of equipment and infrastructure
2. Preserve and Mobilize Human Capital
e Retain engineers, technicians, and skilled labor through immediate employment continuity
e Establish technical registries and rapid deployment teams
o Engage diaspora expertise in advisory and remote roles
3. Reconstitute Supply Chains
e Map critical dependencies (electronics, materials, spare parts)
o Establish emergency import channels with compliant international partners
o Replace informal procurement networks with transparent mechanisms
4. Establish Governance and Oversight

e Separate industrial management from political and military patronage structures

e Introduce interim regulatory frameworks for procurement, contracting, and quality control

e Ensure auditability and transparency in all major decisions
5. Enable Rapid Civilian-Linked Recovery
e Prioritize sectors with dual-use and economic spillover effects
e Restart aviation maintenance, logistics networks, and selected manufacturing lines

e Align early recovery with broader economic stabilization

5. Revitalization Approach
The revitalization strategy is built on five pillars:

A. Operational Continuity Before Expansion
Focus on restoring functionality and reliability before pursuing new production or advanced
programs.
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B. Civilian Oversight and Professionalization
Reorganize industrial control under accountable civilian institutions with clear lines of authority
and performance standards.

C. Selective Modernization
Introduce modern technologies—digital systems, automation, advanced materials—where they
directly improve efficiency and resilience.

D. Private Sector Activation
Gradually open non-sensitive domains to private participation, competition, and investment,
especially in dual-use and logistics sectors.

E. International Re-engagement (Targeted and Controlled)
Pursue technical cooperation, certification alignment, and supply agreements consistent with
national sovereignty and legal frameworks.

6. Resource Framework (High-Level)

While detailed estimates are provided within subsectors, overall resource needs fall into four
categories:

¢ Immediate Stabilization Funding: facility repair, workforce retention, emergency imports
Working Capital: restart of production lines and service operations

Infrastructure Investment: modernization of logistics, energy efficiency, and industrial
systems

¢ Technical Assistance: advisory support, training programs, and certification alignment

Funding sources may include state allocation, international financial support, private participation,
and structured partnerships.

7. Key Risks

1. Institutional Resistance
Entrenched networks may resist restructuring and transparency measures.

2. Talent Loss
Failure to secure workforce stability may lead to rapid emigration of skilled personnel.

3. Supply Disruptions
Delays in establishing reliable import channels could stall recovery.
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4. Fragmented Implementation
Lack of coordination across subsectors may lead to inefficiencies and duplication.

5. Political and Security Instability
Uncertainty during transition may delay investment and operational decisions.

8. Success Indicators (First Phase)
Progress should be measured through a limited set of indicators:
e Percentage of critical facilities returned to operation
Workforce retention rates in key technical roles
Reduction in maintenance backlog (aviation, equipment)
Restoration of logistics throughput capacity
Establishment of transparent procurement systems

Volume of compliant supply chain transactions

9. Conclusion

The recovery of Iran’s defense and aerospace industrial base is not a single project, but a
coordinated national effort requiring disciplined sequencing, institutional reform, and technical
focus. The subsector approach adopted in this package enables immediate action at the
operational level while preserving the foundation for long-term integration and modernization.

The success of this effort will depend on the ability of the transitional government to act quickly
where necessary, remain selective where resources are limited, and maintain a consistent
commitment to professionalism, transparency, and national interest.

Each of the following subsector papers provides a structured, actionable pathway to support this
objective.

4/23/2026




Subsector 1: Civil Aviation / Aviation MRO (Maintenance, Repair, Overhaul)

(Standalone Document — Can Be Extracted Independently)

Executive Summary

The Civil Aviation and Aviation Maintenance, Repair, and Overhaul (MRO) subsector represents one
of the fastest recoverable and highest-impact domains within Iran’s defense and aerospace
industrial base during the transition period. Despite years of sanctions, constrained access to parts,
and operational degradation, Iran retains a core base of skilled technicians, engineers, and
partially functional infrastructure.

In the post-conflict environment, this subsector faces immediate challenges including aircraft
grounding, spare parts shortages, certification gaps, damaged logistics networks, and institutional
fragmentation. However, unlike advanced aerospace manufacturing, Aviation MRO offers a near-
term pathway to restore national mobility, economic connectivity, and international
engagement.

The strategic objective in the first phase is to stabilize fleet operability, restore maintenance
capacity, and re-establish regulatory credibility. Over the medium term, the sector can evolve into
a regional MRO hub, leveraging Iran’s geographic position and technical workforce.

Key priorities include:
¢ Immediate restoration of maintenance operations for commercial and essential fleets
Establishment of internationally compliant aviation oversight and certification
Rebuilding spare parts supply chains through transparent channels
Protection and mobilization of skilled workforce
e Gradual re-entry into global aviation systems

This subsector is critical not only for transportation, but also for economic recovery, humanitarian
access, and international legitimacy.

1. Current Industry Overview

1.1 Structural Condition

Iran’s civil aviation sector enters the transition period with:
e A partially grounded commercial fleet due to maintenance backlog and parts shortages
o Aging aircraft with extended service life beyond standard global practices
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Limited access to OEM (Original Equipment Manufacturer) support
e Fragmented maintenance facilities operating under constrained conditions
e Weak or non-compliant regulatory oversight structures

Military-linked maintenance capacity exists but is not optimized for civilian aviation standards and
requires restructuring.

1.2 Operational Constraints
A. Maintenance Backlog
e Deferred inspections and overhauls
e Cannibalization of parts across aircraft
e Reduced safety margins
B. Supply Chain Disruption
e Lack of certified spare parts
e Reliance on informal procurement channels
e Incompatibility with international compliance standards
C. Certification and Compliance Gaps

e Loss of alignment with ICAO and international aviation authorities

e Limited recognition of Iranian maintenance certifications

D. Workforce Instability
o Skilled technicians present but underutilized
e Risk of migration due to uncertainty
E. Infrastructure Limitations
e Degraded hangars, tooling, and diagnostic systems

e Limited digital maintenance systems

1.3 Strategic Position
Despite constraints, Iran maintains:

o Alarge domestic aviation demand base
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e A geographically strategic location for transit and regional connectivity
e Atechnically capable workforce with decades of practical experience

This positions the sector for rapid recovery if properly managed.

2. Revitalization Strategy & Policy Actions
2.1 Strategic Objective

Restore safe, compliant, and sustainable aviation operations within 12—24 months, while building
the foundation for regional MRO capability.

2.2 Phase 1: Stabilization (0—6 Months)
Operational Actions
e Conduct rapid technical assessment of all commercial aircraft
e Prioritize airworthiness restoration for critical fleet segments
e Establish centralized maintenance command coordination
Workforce Actions
e Retain and contract all certified technicians and engineers
e Deploy emergency maintenance teams across major hubs
Supply Chain Actions
o Identify critical spare parts inventory gaps
e Establish emergency procurement channels with compliant international partners
Governance Actions
e Create interim Civil Aviation Authority (CAA) with technical independence

e Suspend non-compliant practices and enforce minimum safety standards

2.3 Phase 2: Recovery (6—18 Months)

Infrastructure
e Rehabilitate major MRO facilities and hangars

e Upgrade tooling, diagnostics, and maintenance systems
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Certification

e Align with ICAO standards

e Begin mutual recognition processes with international aviation authorities
Operations

e Reduce maintenance backlog

e Restore majority of grounded fleet
Private Sector Engagement

e Allow controlled private participation in MRO services

e Encourage joint ventures for technical transfer

2.4 Phase 3: Modernization (18-36 Months)
e Develop regional MRO service capability
¢ Introduce digital maintenance tracking systems
e Expand training and certification programs

e Attract international partnerships

3. Capital Requirements (High-Level)
Immediate (0-6 Months)

e Emergency maintenance funding

e Spare parts procurement

e Workforce retention funding
Medium-Term (6-18 Months)

¢ Facility rehabilitation

e Equipment upgrades

e Certification systems

Long-Term (18-36 Months)

o Digital systems
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e Training infrastructure
e Expansion for regional services
Funding sources:
e Government stabilization funds
¢ International aviation support mechanisms

e Private investment (targeted)

. Policy Incentives
o Temporary tax relief for aviation service providers
Fast-track licensing for compliant MRO operators
Legal protection for technical workforce retention
Incentives for diaspora aviation experts to return or contribute

Bilateral agreements for aviation technical cooperation

5. Implementation Timeline

Phase Timeline Focus

Phase 1 0—6 months  Stabilization & safety

Phase 2 6-18 months Recovery & certification

Phase 3 18-36 months Modernization & expansion

6. Risk Analysis
Key Risks
1. Safety Incidents
e Due to legacy maintenance backlog
2. Supply Chain Delays
e Limited access to certified parts

3. Talent Loss
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e Migration of skilled workforce
4. Regulatory Failure

o Delay in establishing credible aviation authority
5. Financial Constraints

¢ Insufficient early funding

Mitigation Measures
e Strict safety prioritization protocols
Early international technical engagement
Workforce retention incentives
Transparent regulatory framework

Phased funding allocation

7. Key Performance Indicators (KPlIs)

e Percentage of fleet returned to service
Reduction in maintenance backlog
Number of certified MRO facilities
Workforce retention rate
Compliance with ICAO benchmarks

Volume of safe flight operations restored

8. Conclusion

The Civil Aviation and Aviation MRO subsector offers one of the most immediate and visible
opportunities for national recovery. Its successful stabilization will not only restore transportation
capacity but also signal the return of operational competence, regulatory credibility, and
international engagement.

By focusing on safety, workforce preservation, and rapid restoration of maintenance capability, the
transitional government can achieve early wins while laying the foundation for long-term
modernization and regional competitiveness.
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Subsector 2: Dual-Use Manufacturing (Civil-Military Industrial Base)

(Standalone Document — Can Be Extracted Independently)

Executive Summary

The Dual-Use Manufacturing subsector represents the core industrial backbone of Iran’s defense
and aerospace ecosystem. It includes machine tools, precision fabrication, automotive-adjacent
production, industrial components, electronics assembly, and general manufacturing capacity that
supports both civilian and defense applications.

Following years of sanctions, state capture, and most recently conflict-related disruption, this
subsector is characterized by fragmented production, inefficient state-dominated ownership,
outdated machinery, and supply chain isolation. However, it retains a broad industrial footprint,
experienced workforce, and latent capacity that can be reactivated relatively quickly compared to
high-end aerospace systems.

The strategic importance of this subsector lies in its ability to:
e Provide scalable industrial recovery across the economy
e Support defense sustainment and logistics indirectly
¢ Enable import substitution in critical areas
e Serve as a bridge between civilian economic recovery and defense capability rebuilding

The transition strategy focuses on rapid reactivation of idle capacity, restructuring governance,
enabling private sector participation, and modernizing key production capabilities.

1. Current Industry Overview
1.1 Structural Condition
The dual-use manufacturing base includes:

e State-owned and semi-state industrial complexes
Automotive and heavy manufacturing plants
Machine shops and fabrication facilities
Electronics assembly units

e Small and medium-sized private manufacturers

Many of these entities have historically operated under:
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e Centralized control structures
¢ Non-competitive procurement systems

e Limited exposure to global standards

1.2 Key Challenges
A. Idle and Underutilized Capacity
e Many factories operating below 50% capacity
e Production lines halted due to parts shortages or demand distortion
B. Outdated Machinery and Technology
e Aging machine tools and production systems
e Limited automation and digital integration
C. Supply Chain Disruptions
e Dependency on imported intermediate goods
o Lack of standardized supplier networks
D. Institutional Inefficiency
e Political influence over production decisions
o Weak accountability and performance metrics
E. Financial Constraints
e Limited access to working capital

¢ Distorted pricing and subsidy structures

1.3 Strategic Role

This subsector is uniquely positioned to:

Restart industrial employment quickly
Support multiple subsectors simultaneously
Generate early economic momentum

Reduce dependence on imports in critical areas
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2. Revitalization Strategy & Policy Actions
2.1 Strategic Objective

Transform dual-use manufacturing into a flexible, market-responsive, and technologically capable
industrial base that supports both civilian growth and defense needs.

2.2 Phase 1: Stabilization (0—6 Months)
Operational Actions

e Conduct national audit of manufacturing facilities and capacities

e |dentify critical factories for immediate restart

¢ Resume production in essential sectors (transport, machinery, components)
Workforce Actions

e Retain skilled labor and technical staff

e Prevent layoffs in key industrial clusters
Supply Chain Actions

e Map critical inputs and dependencies

e Establish emergency import channels for raw materials and components
Governance Actions

e Freeze non-transparent contracts

¢ Introduce interim oversight for major industrial entities

2.3 Phase 2: Recovery (6—18 Months)
Industrial Reactivation

¢ Increase utilization rates across major plants

e Restart supply chains with domestic and international partners
Private Sector Enablement

e Open selected industries to private investment

e Encourage SMEs (small and medium enterprises) participation
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Technology Upgrades

e Introduce basic automation and process improvements

o Begin digital tracking of production and inventory
Market Reform

¢ Remove artificial pricing distortions

e Align production with actual demand

2.4 Phase 3: Modernization (18-36 Months)
Upgrade to advanced manufacturing technologies
Develop export-oriented production capacity
Integrate into regional supply chains

Expand high-precision and specialized manufacturing

3. Capital Requirements (High-Level)
Immediate (0-6 Months)
e Working capital for restarting operations
e Raw materials and input procurement
o Workforce retention
Medium-Term (6-18 Months)
¢ Equipment repair and replacement
e Supply chain development
e SME financing
Long-Term (18-36 Months)
e Automation and digital manufacturing systems
¢ Industrial modernization programs
e Export capacity development

Funding sources:
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Government stabilization programs
Domestic private capital

International development financing

4. Policy Incentives

Tax relief for reactivated industrial facilities
Credit lines for SMEs and manufacturers
Deregulation of non-strategic sectors

Incentives for joint ventures and foreign partnerships

Simplified import/export procedures for industrial inputs

5. Implementation Timeline

Phase Timeline Focus

Phase 1 0—6 months Stabilization & restart

Phase 2 6-18 months Recovery & restructuring

Phase 3 18-36 months Modernization & expansion

6. Risk Analysis

Key Risks

1. Institutional Resistance

State-linked entities resisting reform

2. Capital Shortage

Insufficient funding for restart

3. Supply Chain Instability

Delays in securing inputs

4. Workforce Displacement

Loss of skilled labor
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5. Market Distortion

e Continued inefficiencies due to legacy policies

Mitigation Measures
e Gradual restructuring rather than abrupt privatization
Targeted financial support
Transparent procurement systems
Workforce protection programs

Market-based policy adjustments

7. Key Performance Indicators (KPlIs)

o Capacity utilization rates across major industries
Number of reactivated manufacturing facilities
Growth in industrial output
SME participation levels
Reduction in import dependency for key components

Employment levels in manufacturing sector

8. Conclusion

Dual-Use Manufacturing is the engine of industrial recovery in the transition period. Its
revitalization will drive employment, stabilize supply chains, and support multiple sectors
simultaneously, including defense and aerospace.

By focusing on reactivation, governance reform, and gradual modernization, the transitional
government can transform this subsector into a resilient and productive industrial foundation that
supports both national security and economic growth.
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Subsector 3: Digital & Electronics (High Strategic Value)

(Standalone Document — Can Be Extracted Independently)

Executive Summary

The Digital & Electronics subsector constitutes the nervous system of Iran’s defense, aerospace,
and broader industrial base. It underpins command-and-control systems, avionics,
communications, sensors, manufacturing automation, cybersecurity, and modern logistics. No
meaningful recovery of defense or industrial capability is possible without stabilizing and
rebuilding this domain.

At present, the sector is characterized by fragmented capabilities, sanctions-induced isolation,
reliance on gray-market components, limited domestic semiconductor capacity, and weak
integration between civilian and defense technology ecosystems. However, Iran retains a
substantial base of engineers, software developers, academic institutions, and electronics
assembly capabilities that can be mobilized rapidly.

The transition strategy focuses on:
o Immediate stabilization of critical digital infrastructure
Reconstitution of trusted supply chains for electronics
Rebuilding of institutional and regulatory frameworks
Integration of civilian tech talent into national recovery
e Gradual development of indigenous capabilities in strategic domains

This subsector is not only foundational for defense—it is the primary enabler of modernization
across all other subsectors.

1. Current Industry Overview
1.1 Structural Condition
Iran’s digital and electronics ecosystem includes:
e Government-controlled communications and IT infrastructure
Defense-linked electronics development units
Civilian ICT companies and startups

Universities and research institutions
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e Assembly-level electronics manufacturing facilities

Despite fragmentation, the system contains pockets of high capability, especially in software,
embedded systems, and engineering talent.

1.2 Key Challenges
A. Supply Chain Dependence
¢ Heavy reliance on imported semiconductors and components
e Limited domestic fabrication capability
e Vulnerability to external supply disruptions
B. Technological Fragmentation
¢ Disconnection between civilian and defense technology sectors
¢ Redundant or isolated development efforts
C. Legacy Systems
e Outdated hardware in critical infrastructure
¢ Limited interoperability and scalability
D. Informal Procurement Channels

e Use of non-transparent, sanction-driven sourcing methods

e Lack of quality assurance and traceability

E. Cybersecurity Vulnerabilities
e Exposure to external cyber threats

e Inconsistent security standards across systems

1.3 Strategic Role

This subsector enables:
Command, control, communications, and intelligence systems (C4ISR)
Avionics and aerospace systems functionality
Industrial automation and smart manufacturing

Secure national communications infrastructure
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o Data-driven governance and logistics systems

Without a functional digital backbone, all other subsectors remain constrained.

2. Revitalization Strategy & Policy Actions
2.1 Strategic Objective

Establish a secure, reliable, and scalable digital and electronics ecosystem that supports national
recovery, defense capability, and economic modernization.

2.2 Phase 1: Stabilization (0-6 Months)
Critical Infrastructure Protection
e Secure national communication networks and data centers
o Stabilize power and connectivity for key facilities
Supply Chain Actions
o Identify critical electronic components for immediate needs
e Establish compliant import channels for high-priority items
Workforce Mobilization
e Register and retain key engineers, programmers, and technicians
e Create rapid-response technical teams
Governance Actions
e Centralize oversight of critical digital systems
e Suspend unreliable procurement practices
Cybersecurity Measures
e Conduct vulnerability assessments

e Implement baseline security protocols

2.3 Phase 2: Recovery (6—18 Months)

System Integration

e Integrate fragmented digital systems across sectors
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e Standardize platforms and protocols
Electronics Manufacturing

e Expand domestic assembly capacity

e Improve quality control and testing systems
Software Development

e Leverage domestic talent for system modernization

e Develop national platforms for logistics, maintenance, and operations
Institutional Reform

o Separate civilian digital economy from security-dominated structures

e Promote innovation and private sector participation

2.4 Phase 3: Modernization (18-36 Months)
Develop strategic capabilities in microelectronics design (not full fabrication initially)
Expand cybersecurity and cyber defense capacity
Introduce Al-driven analytics in logistics, manufacturing, and defense

Build partnerships for technology transfer and training

3. Capital Requirements (High-Level)

Immediate (0-6 Months)
e Emergency procurement of critical components
e Infrastructure stabilization
e Workforce retention
Medium-Term (6-18 Months)
e Systems integration investments
e Expansion of assembly and testing facilities
e Software development programs

Long-Term (18-36 Months)
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e R&D in electronics design

e Cybersecurity infrastructure

e Advanced digital platforms
Funding sources:

¢ Government technology funds

e Private tech sector participation

e International partnerships (targeted and compliant)

4. Policy Incentives
e Legal protection and incentives for tech workforce retention
Support for startups and innovation hubs
Tax incentives for electronics manufacturing and assembly
Simplified import procedures for certified components

Public-private partnerships in digital infrastructure

5. Implementation Timeline
Phase Timeline Focus

Phase 1 0—-6 months  Stabilization & security

Phase 2 6-18 months Integration & recovery

Phase 3 18-36 months Modernization & expansion

6. Risk Analysis
Key Risks
1. Technology Access Constraints
e Limited access to advanced components
2. Cyber Threats

¢ Increased vulnerability during transition
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3. Talent Drain

e Migration of skilled engineers
4. Institutional Overreach

e Excessive control limiting innovation
5. Fragmentation Persistence

e Failure to integrate systems

Mitigation Measures
o Diversified sourcing strategies
Strong cybersecurity framework
Workforce incentives and engagement
Clear separation of civilian and security domains

Centralized but flexible coordination

7. Key Performance Indicators (KPlIs)

e Stability of national digital infrastructure
Availability of critical electronic components
Number of integrated digital systems
Growth in domestic electronics production
Cybersecurity incident reduction

Workforce retention rates in tech sector

8. Conclusion

The Digital & Electronics subsector is the strategic enabler of national recovery. Its stabilization
and modernization will determine the effectiveness of defense systems, the efficiency of industrial
production, and the resilience of national infrastructure.

By prioritizing secure systems, workforce mobilization, and gradual technological advancement,
the transitional government can transform this sector into a pillar of long-term national strength
and innovation.
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Subsector 4: Logistics & Heavy Systems

(Standalone Document — Can Be Extracted Independently)

Executive Summary

The Logistics & Heavy Systems subsector is the physical backbone of defense and aerospace
recovery in the transition period. It includes heavy transport platforms, warehousing networks,
maintenance depots, industrial handling equipment, rail-linked movement systems, specialized
trucks, recovery vehicles, fuel movement assets, cranes, machine transport systems, and the
broader logistics architecture that enables production, sustainment, and deployment.

In post-conflict Iran, this subsector is expected to face infrastructure damage, fuel and parts
shortages, degraded fleet readiness, fragmented command over transport assets, weak
inventory visibility, and serious bottlenecks in heavy movement and distribution. Years of
sanctions, politicized procurement, and inefficient state control have already reduced resilience.
The recent war environment further increases disruption to roads, depots, ports, airports, rail
interfaces, and industrial transfer nodes.

Yet this subsector also presents one of the highest-value early recovery opportunities. Unlike
advanced aerospace manufacturing, logistics capacity can often be restored through focused
repair, reorganization, and disciplined management rather than long-cycle technological
development. If stabilized quickly, it can accelerate every other subsector by enabling spare-parts
movement, industrial restart, maintenance flows, humanitarian access, and national supply
continuity.

The strategic objective is to restore a reliable, transparent, and nationally coordinated logistics
and heavy systems base capable of supporting economic stabilization, industrial recovery, and
defense sustainment. Priority actions include: restoring heavy transport readiness, securing and
mapping depots and warehouses, reestablishing inventory control, repairing key logistics corridors,
and separating logistics management from politically controlled patronage systems.

This subsector is essential not only because it moves equipment, but because it determines the
speed, reliability, and credibility of national recovery itself.

1. Current Industry Overview

1.1 Structural Condition

Iran’s logistics and heavy systems base includes a mix of:
e State-controlled transport fleets

e Military-linked and para-state logistics entities
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Rail-connected industrial freight systems

Fuel and bulk movement networks

Heavy trucking and recovery fleets

Warehousing and depot infrastructure

Material-handling systems in ports, airports, factories, and industrial zones
e Maintenance and repair workshops for transport and support equipment

This structure has historically been shaped less by efficiency than by state control, opaque
contracting, and fragmented institutional ownership. As a result, many assets exist on paper but
are not fully mission capable, economically productive, or digitally tracked.

1.2 Major Functional Constraints

A. Fleet Readiness Degradation

Heavy trucks, transporters, loaders, cranes, tankers, and support vehicles are likely affected by
deferred maintenance, spare-part shortages, tire and engine wear, and low mission-capable rates.
Cannibalization and improvised maintenance may have preserved short-term operability while
undermining long-term reliability.

B. Depot and Warehouse Disorder

Storage facilities may contain large volumes of unverified inventory, obsolete equipment, missing
documentation, poor environmental controls, and weak accountability. Critical items may be
unavailable not because they do not exist, but because they cannot be found, verified, or moved
on time.

C. Corridor Disruption

Road, rail, and intermodal transport may be disrupted by physical damage, degraded security, poor
traffic management, fuel interruptions, and lack of coordinated prioritization. Conflict-related
damage to bridges, rail nodes, airports, and industrial transfer routes could multiply recovery
delays.

D. Fragmented Logistics Governance

Different ministries, military structures, semi-state entities, and politically connected networks may
control overlapping fleets and facilities. This creates duplication, corruption risk, unclear
responsibilities, and poor load balancing across the system.

E. Weak Information Systems

Inventory management, route planning, fleet maintenance records, and warehouse control may
rely on outdated, paper-heavy, or isolated systems. Without reliable logistics data, recovery
planning becomes slower, more expensive, and more error-prone.
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1.3 Labor Market and Human Capital
The subsector retains significant practical expertise in:
Fleet repair and maintenance
Transport dispatch and route execution
Heavy equipment handling
Warehouse operations
Fuel transport
Rail-linked industrial logistics
e Mechanical repair of support equipment
However, this workforce may face:
e Uncertain pay and benefits
Weak safety practices
Limited digital skills
Demoralization or migration risk
e Employment concentration in politically controlled entities

This makes workforce stabilization a first-order transition requirement.

1.4 Market Structure and Demand

Demand for logistics and heavy systems during transition will be immediate and intense, driven by:

e Industrial restart
Civil aviation support
Strategic materials movement
Fuel and power sector support
Humanitarian and emergency distribution
Repair of critical infrastructure

Redeployment of equipment from damaged or insecure sites
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Unlike some subsectors, demand will not need to be created. It will exist from day one. The
challenge is whether the subsector can meet it.

1.5 Strategic Importance

This subsector is critical because it enables:
Movement of spare parts and maintenance kits
Relocation of industrial machinery
Transfer of materials between factories and depots
Fuel continuity for operations and reconstruction
Distribution of emergency supplies
Readiness of defense sustainment systems

e Interconnection between all other subsectors

Without logistics and heavy systems, recovery remains theoretical.

2. Revitalization Strategy & Policy Actions
2.1 Strategic Objective

Restore a nationally coordinated logistics and heavy systems capability that can support transition-
era stabilization, industrial revitalization, and defense sustainment through transparent
governance, fleet readiness, depot discipline, and corridor reliability.

2.2 Revitalization Pillar One: Immediate Logistics Stabilization
The first priority is not optimization but control and continuity.
Key early actions include:

e Conduct a national rapid audit of heavy transport assets, depots, warehouse nodes, fuel
movement systems, and heavy handling equipment

Classify assets by condition: mission capable, repairable, non-recoverable

Identify critical logistics corridors linking ports, major industrial zones, rail hubs, airports,
and defense-related support depots

Designate priority transport routes for industrial and emergency use
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e Secure key depots and warehouse facilities against theft, sabotage, and uncontrolled
release of materials

e Centralize dispatch authority for nationally critical heavy movement missions

This first phase must aim to restore enough order that scarce assets are used deliberately rather
than reactively.

2.3 Revitalization Pillar Two: Fleet Recovery and Maintenance Reset

Heavy systems are only valuable if operable. The transition government should therefore establish
a Fleet Recovery Program focused on:

e Repair of trucks, tankers, transporters, loaders, forklifts, cranes, and recovery vehicles

Emergency procurement of tires, batteries, filters, lubricants, belts, and common
replacement parts

Reestablishment of preventive maintenance schedules
Standardization of maintenance records and inspection procedures
e Reactivation of regional repair workshops to support field-level readiness

Where possible, the government should prioritize recovery of platforms with broad civilian and
industrial utility, rather than overly specialized systems that cannot be sustained early in transition.

2.4 Revitalization Pillar Three: Depot and Inventory Discipline

Iran’s early transition will likely suffer more from logistics disorder than absolute material absence.
This makes depot reform essential.

Priority actions:
e Create an interim national depot and warehouse registry
Introduce barcode or basic digital tagging systems for critical inventory categories
Separate usable inventory from obsolete, unsafe, or politically controlled stock
Establish chain-of-custody standards for sensitive materials

Standardize storage protocols for fuel, lubricants, tools, electronics, high-value spares, and
hazardous items

e Assign accountable depot leadership with audit obligations

The goal is to turn hidden and degraded stock into visible and usable national inventory.
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2.5 Revitalization Pillar Four: Corridor and Intermodal Recovery
The logistics system should be rebuilt around corridor logic, not just individual assets.
This requires:

e Prioritizing repair of bridges, access roads, industrial rail spurs, and heavy-load transfer
points

Coordinating road, rail, and air cargo systems rather than managing them separately
Reopening industrial access routes to major manufacturing clusters
Ensuring fuel availability along designated strategic corridors

Creating temporary staging yards and transfer nodes where permanent infrastructure is
damaged

This corridor-based approach will increase throughput even before the full transport system is
modernized.

2.6 Revitalization Pillar Five: Governance Reform and Private Sector Enablement

Long-term improvement depends on reducing political capture and making logistics management
more professional.

Policy actions should include:
e Separating logistics management from ideologically controlled command channels

Establishing a lead civilian authority for national industrial and strategic logistics
coordination

Clarifying the roles of supporting ministries, provincial authorities, and industrial operators

Opening non-sensitive logistics activities to competitive private participation

Using framework contracts and performance-based service agreements rather than opaque
political allocation

Allowing domestic trucking, warehousing, and industrial service firms to scale under
transparent rules

This approach preserves national coordination without reproducing monopoly inefficiency.

Governance and Implementation Ownership
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Lead Institution

A Transitional National Logistics Coordination Authority, or equivalent interministerial logistics
command under civilian leadership, should oversee strategic prioritization, corridor restoration,
fleet recovery standards, and national asset visibility.

Supporting Institutions

Relevant ministries may include transport, industry, energy, defense support bodies, customs,
provincial authorities, railway entities, port operators, airport authorities, and emergency
management institutions.

Private Sector Role

Domestic transport firms, warehouse operators, industrial repair companies, diaspora logistics
experts, and equipment service providers should play a major implementation role, especially in
non-sensitive transport, depot modernization, and fleet maintenance.

Advisory Group Role

The advisory group should identify subsector bottlenecks, define performance metrics, prioritize
corridor restoration, and support transparent selection of technical contributors and service
providers.

3. Capital Requirements & Financial Resources
3.1 Major Expenditure Categories
Infrastructure Development

o Repair of depots, transfer yards, warehouse roofs, access roads, rail spurs, loading points,
and heavy-duty utility systems

¢ Rehabilitation of damaged material-handling areas in ports, airports, and industrial zones
Fleet Recovery

e Spare parts, tires, engines, transmissions, hydraulic systems, trailer repair, lifting equipment
restoration, and workshop rehabilitation

Workforce Development

o Safety training, dispatch modernization, maintenance retraining, warehouse control, and
digital inventory skills

Technology Integration

e Basic digital fleet management systems
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¢ Warehouse and inventory software
e Route planning and asset visibility tools
Market Liberalization and Business Environment Costs

e Regulatory redesign, procurement reform, contract system improvements, and customs
facilitation for critical logistics inputs

3.2 Funding Approach
Funding should come from a mix of:
e Transitional government stabilization funds
Emergency infrastructure repair allocations
Private investment in warehousing, fleet services, and trucking
Diaspora-backed industrial support mechanisms
e International reconstruction and development finance for transport-enabling infrastructure

In the first stage, the emphasis should be on working operability, not gold-plated modernization.

4. Policy Incentives and Business Environment Measures

4.1 Targeted Incentives

e Time-bound customs relief for import of heavy vehicle parts, industrial tires, lifting systems,
warehouse technology, and fleet repair materials

Temporary tax relief for private firms reactivating strategic transport and warehousing
capacity

Accelerated depreciation for industrial logistics equipment and warehouse modernization

Incentives for return or remote participation of diaspora specialists in logistics engineering,
fleet management, and supply chain optimization

4.2 Business Environment Reforms
Streamline licensing for trucking, industrial warehousing, and repair service providers

Remove legacy administrative barriers that delay transport permits and interprovincial
movement

Introduce commercial dispute resolution mechanisms for transport and service contracts
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¢ Simplify customs clearance for priority logistics inputs
4.3 Private-Sector Enablement

Encourage joint ventures in heavy maintenance, fleet modernization, warehouse systems,
and materials handling

Use transparent bidding for non-sensitive logistics service contracts
Provide temporary guarantees for firms serving national recovery corridors
¢ Avoid politically driven route allocation and monopolistic gatekeeping

4.4 Transition-Specific Measures

e Create a Strategic Corridor Protection and Continuity Program for the first year of transition

Establish temporary emergency fuel allocation for priority logistics missions

Use anti-corruption audit teams to monitor depot releases, transport contracts, and
corridor repair spending

Prevent stockpiling and diversion by politically connected intermediaries

5. Implementation Timeline
Phase 1: 0—6 Months
National logistics asset audit
Identification and securing of critical depots and corridors
Emergency repair of heavy transport fleets
Initial restoration of warehouse discipline and inventory visibility
Priority fuel continuity arrangements
e Temporary civilian logistics command structure established
Phase 2: 6-36 Months
Expansion of fleet readiness and workshop recovery
Corridor repair and intermodal integration
Warehouse modernization and regional depot rationalization
Deployment of digital dispatch and inventory systems
Increased private sector participation in strategic but non-sensitive services
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e Standardized national logistics operating procedures
Phase 3: 36+ Months
Full logistics network modernization
Smart warehousing and advanced fleet management systems
Export-supportive industrial logistics capacity
Integration into regional freight and industrial supply corridors

Long-term heavy systems renewal aligned with economic and defense planning

6. Risk Analysis & Mitigation
6.1 Key Risks

Economic Volatility
Inflation, fuel price instability, and exchange-rate shocks could raise the cost of fleet repair, spare
parts import, and infrastructure restoration.

Project Delays
Bridge repairs, depot rehabilitation, and fleet recovery could face delays due to contractor
weakness, procurement issues, or physical insecurity.

Corruption and Diversion

Transport contracts, fuel allocations, and warehouse releases are vulnerable to rent-seeking and
capture.

Infrastructure Fragility
Even restored corridors may remain vulnerable to overload, poor maintenance, or continued post-
conflict disruption.

Workforce Loss and Fatigue
If wages, safety, and employment continuity are not addressed, the sector could lose skilled
mechanics, dispatchers, and operators.

Fragmented Coordination
Competing authorities may continue to dispatch assets and manage depots independently,
reducing national efficiency.

6.2 Mitigation Measures

e Maintain a narrow set of nationally prioritized logistics missions in the first stage
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Use flexible contracting with backup providers for critical repairs and corridor services

Establish public audit trails for major depot releases and fleet contracts
Deploy independent inspection and performance monitoring teams

Stabilize pay and benefits for critical logistics personnel

Centralize mission prioritization while decentralizing execution where practical

Build redundancy into route planning and fuel access

7. Measuring Success & KPIs
Economic and Operational KPIs
e Percentage of heavy transport fleet returned to service
Capacity utilization of strategic depots and warehouses
Throughput volume on priority logistics corridors
Reduction in average time to move critical industrial cargo
Percentage of inventory digitally registered in priority depots
¢ Increase in industrial movement reliability across major corridors
Workforce KPls
e Retention rate of critical mechanics, dispatchers, and warehouse personnel
o Number of retrained logistics workers
¢ Reduction in accident rates and safety incidents
Governance KPIs
e Share of strategic contracts awarded through transparent procedures
e Number of depots under standardized audit and control systems
e Reduction in unaccounted stock loss and contract irregularities
System Resilience KPIs
e Fuel continuity rate for priority logistics missions
e Route availability across designated strategic corridors

e Recovery time after disruption at key transfer nodes
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8. Conclusion & Next Steps

The Logistics & Heavy Systems subsector is not merely a support function. It is the operational
backbone that determines whether national recovery can move at all. In a post-conflict transition,
the ability to lift, store, dispatch, repair, fuel, and move materials reliably is the difference between
a stalled reconstruction effort and a functioning national revitalization program.

Iran retains substantial latent capacity in transport assets, workshops, depots, and logistics labor.
But these assets must be reorganized, repaired, and placed under transparent civilian coordination
if they are to serve recovery rather than perpetuate disorder. The correct first move is not grand
redesign. It is disciplined stabilization—securing corridors, recovering fleets, restoring depot
control, and making the system visible again.

Once that baseline is achieved, this subsector can become a major accelerator for every other
recovery domain, including strategic materials, aviation, defense sustainment, and dual-use
manufacturing. Its revitalization should therefore be treated as an early national priority.

4/23/2026




Subsector 5: Strategic Materials

(Standalone Document — Can Be Extracted Independently)
Executive Summary

The Strategic Materials subsector forms the material foundation of Iran’s defense and aerospace
industrial recovery. It includes the extraction, refining, processing, and controlled distribution of
metals, alloys, specialty chemicals, composites, industrial gases, energetic-input-adjacent
materials, and other high-value inputs required for aviation maintenance, heavy systems,
electronics, machine production, and aerospace-related manufacturing.

In the transition environment, this subsector is expected to face a combination of war-related
disruption, sanctions legacy, degraded industrial controls, environmental damage, transport
bottlenecks, energy instability, and opaque ownership structures. Many strategic material chains in
Iran have historically operated under political patronage, semi-state control, and non-transparent
allocation practices. As a result, even where domestic reserves or production capacity exist, actual
usability may be constrained by weak quality assurance, poor refining discipline, damaged
facilities, stock misallocation, or lack of downstream integration.

Yet this subsector also offers one of the most important opportunities for national recovery. Iran
has a meaningful base in mining, metals, petrochemicals, industrial processing, and engineering
talent. With proper governance reform and targeted investment, strategic materials can serve as a
bridge between industrial stabilization and long-term sovereign capability. Unlike some highly
advanced sectors that require long development cycles, parts of the strategic materials base can be
restored in phased form through facility triage, standards enforcement, energy prioritization,
logistics repair, and integration with downstream users.

The immediate objective is to restore reliable access, quality control, and lawful allocation of
critical materials for national recovery. The medium-term goal is to rebuild a transparent,
economically viable, and technically competent material base that supports both industrial growth
and defense sustainment without reproducing monopoly capture or black-market dependency.

Key priorities include:
e Mapping critical strategic materials and bottleneck facilities
Securing and auditing extraction, refining, storage, and distribution nodes
Restoring energy, transport, and quality assurance for material flows
Prioritizing downstream allocation to high-value national recovery sectors
Reducing leakage, corruption, and politically driven diversion

Rebuilding testing, certification, and metallurgical competence
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This subsector matters because modern recovery is not built from policy alone. It is built from
materials that are available, certified, transportable, and fit for use.

1. Current Industry Overview

1.1 Structural Condition

Iran’s strategic materials base spans several layers:
Mining and raw extraction
Primary metals production
Alloying and specialty processing
Petrochemical and industrial chemical output
Industrial gases and treatment inputs
Composite precursor materials
Warehousing and controlled material storage
Testing laboratories and standards bodies

o Distribution networks serving heavy industry, aviation, electronics, and defense support

The sector likely contains both genuine capacity and serious distortion. Some facilities may still be
physically intact but functionally degraded. Others may have output capacity but produce material
below required standards. Still others may hold strategic stockpiles that are poorly documented or
improperly allocated.

1.2 Key Material Categories of Strategic Importance
For transition planning, the following classes should be treated as priority categories:

A. Structural Metals
Steel, aluminum, copper, titanium-adjacent inputs, and related industrial metals needed for
transport, aviation support, fabrication, and heavy systems.

B. Specialty Alloys
Heat-resistant, corrosion-resistant, lightweight, and high-strength materials required for aerospace,
precision machinery, and controlled industrial applications.

C. Industrial Chemicals
Processing chemicals, coatings, solvents, treatments, and feedstocks used in manufacturing,
electronics, maintenance, and industrial cleaning.
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D. Composites and Advanced Material Precursors
Materials relevant to airframes, protective systems, insulation, lightweight structures, and selected
advanced industrial uses.

E. Industrial Gases and Process Inputs
Oxygen, nitrogen, argon, hydrogen-adjacent industrial uses, and controlled gases needed for
welding, manufacturing, treatment, and specialized production.

F. Controlled Storage and Treatment Inputs
Lubricants, sealants, corrosion prevention materials, protective packaging, and condition-control
inputs necessary for preserving equipment and materials already in the system.

1.3 Major Constraints

A. Quality Inconsistency

A major transition risk is not only shortage, but unreliable material quality. Poor metallurgy,
contamination, weak process control, and absent certification can make domestically produced
inputs unsuitable for aviation, electronics, or advanced fabrication.

B. Energy Dependency
Strategic material production is highly energy intensive. Grid instability, fuel interruptions, and
politically distorted allocation may reduce output even where capacity exists.

C. Logistics and Storage Weakness
Materials may be trapped in the wrong location, degraded by poor storage, or delayed by transport
bottlenecks between mines, refineries, depots, and industrial users.

D. Opaque Ownership and Allocation

Semi-state or politically affiliated entities may dominate mines, smelters, warehouses, or contracts.
This creates high risk of preferential access, hidden stock movements, and anti-competitive
behavior.

E. Import Dependence in Niche Inputs
Even where Iran produces base materials, it may remain dependent on imports for high-purity
inputs, specialty additives, processing catalysts, control instruments, or advanced coatings.

F. Environmental and Safety Liabilities
War damage, neglected maintenance, and poor environmental practices may create
contamination, worker safety risks, and costly restart challenges.

1.4 Labor Market and Technical Capability

Iran retains meaningful expertise in:
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Metallurgy
Materials science
Mining operations
Smelting and treatment processes
Industrial chemistry
Mechanical and process engineering
e Quality control and lab testing
However, this technical base may be weakened by:
e Brain drain
Politicized appointments
Obsolete testing equipment
Underinvestment in process modernization
e Separation between academic knowledge and industrial production realities

A successful recovery requires preserving both plant operators and high-skill scientific personnel.

1.5 Market Structure and Demand
Demand for strategic materials will come immediately from:
e Aviation MRO
Dual-use manufacturing
Logistics and heavy systems repair
Power and infrastructure restoration
Defense sustainment
Construction and industrial rehabilitation
Electronics and controlled assembly processes

e Aerospace and advanced systems in later phases

This means material prioritization must be planned as a national allocation problem, not left to ad
hoc commercial competition in the first transition stage.
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2. Revitalization Strategy & Policy Actions
2.1 Strategic Objective

Restore a transparent, quality-controlled, and operationally reliable strategic materials base that
can support national recovery, critical industrial restart, and medium-term sovereign capability.

2.2 Revitalization Pillar One: Material Mapping and Prioritization
The first step is to make the sector visible.
Key actions:

e Conduct a national inventory of critical material chains, including extraction sites, refineries,
processing facilities, stockpiles, labs, and storage locations

Identify priority materials by recovery relevance, not only by market value

Map downstream dependencies for aviation, heavy systems, defense sustainment,
electronics, and industrial restart

Distinguish between available capacity, usable capacity, and certified capacity
o Create a Strategic Materials Priority List for the first 180 days and first 24 months

Without this mapping, allocation decisions will remain politicized and inefficient.

2.3 Revitalization Pillar Two: Restore Quality Assurance and Testing

A critical weakness in transition economies is the assumption that output volume equals usable
supply. In strategic materials, that is false.

Priority actions:
e Reestablish or rehabilitate materials testing laboratories
Standardize certification protocols for key metals, chemicals, and specialty inputs
Require traceability for high-priority material categories

Introduce independent technical verification for material lots serving aviation, heavy
systems, electronics, and sensitive fabrication

Reconnect universities, technical institutes, and industrial labs to applied material
validation

This pillar is essential because poor-quality materials can destroy downstream recovery.
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2.4 Revitalization Pillar Three: Facility Triage and Energy Prioritization

Not every plant should be restarted at once. Recovery should focus on facilities with the highest
recovery value.

Actions:
Classify facilities into immediate restart, repairable, strategic reserve, or non-viable

Prioritize facilities that produce high-demand materials for multiple subsectors

Guarantee energy access for selected strategic processing plants

Repair critical furnaces, treatment systems, safety controls, and environmental protections
where restart value is high

e Shut down hazardous or non-viable operations until proper remediation is possible

This staged approach avoids wasting scarce resources on politically favored but low-value assets.

2.5 Revitalization Pillar Four: Controlled Allocation and Anti-Diversion Mechanisms

In the first transition period, key materials must be protected from capture, speculation, and
diversion.

Actions:
e Establish an interim Strategic Materials Allocation Board or equivalent civilian mechanism

Prioritize supply to aviation, power restoration, industrial repair, logistics, and high-
employment sectors

Require documentation and approval for transfers of designated critical materials
Audit warehouses, processing stocks, and contract pipelines
e Prevent hoarding and politically driven insider access through transparent release criteria

This is especially important in the first year, when scarcity and uncertainty create strong incentives
for corruption.

2.6 Revitalization Pillar Five: Rebuild Downstream Integration
Materials policy must be linked to actual users.
Key steps:
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Align production and allocation with the needs of aviation MRO, dual-use manufacturing,
heavy systems repair, and defense sustainment

Create sector-specific material demand forecasts
Encourage contractual coordination between producers and downstream users

Reduce mismatches between available output and usable industrial specification
requirements

Support intermediate processors that translate raw or semi-finished materials into industry-
ready inputs

This prevents the common failure mode where upstream production rises but downstream users
still face shortage.

Governance and Implementation Ownership
Lead Institution

A civilian-led Strategic Materials Coordination Authority, or equivalent ministry-led body with
intersectoral authority, should oversee priority mapping, quality assurance standards, allocation
discipline, and restart sequencing.

Supporting Institutions

Relevant ministries and entities may include industry, mining, energy, transport, environment,
standards bodies, customs, scientific institutions, and transitional defense support authorities
where appropriate.

Private Sector Role

Domestic private processors, engineering firms, mining operators, industrial labs, logistics
providers, and diaspora experts should contribute strongly, especially in non-monopoly processing,
testing, and downstream conversion.

Advisory Group Role

The advisory group should help define material priorities, validate bottlenecks, recommend plant
sequencing, identify certification needs, and support transparent criteria for critical material
allocation.

3. Capital Requirements & Financial Resources

3.1 Major Expenditure Categories
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Infrastructure Development

e Repair of furnaces, processing lines, storage systems, industrial safety equipment, lab
facilities, and transport interfaces

o Utility restoration for energy-intensive material facilities
Workforce Development

¢ Retention of metallurgists, chemists, lab staff, plant operators, quality specialists, and
maintenance teams

e Refresher training in standards, process control, and safety
Technology Integration

e Testing and quality-control systems

e Process monitoring tools

¢ Inventory traceability systems

e Labinstrumentation and digital reporting capacity
Market Liberalization and Governance Reform

e Contract reform, anti-monopoly measures, independent testing access, and allocation
auditing mechanisms

3.2 Funding Sources
Potential funding sources include:
e Transitional public investment for critical facilities
Emergency industrial recovery funds
Private co-investment in commercially viable metal and chemical processing
International technical assistance for standards, safety, and environmental remediation

o Diaspora-supported industrial technology and lab modernization partnerships

The early funding emphasis should be on restoring usable output, not merely boosting gross
volume.

4. Policy Incentives and Business Environment Measures

4.1 Targeted Incentives
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Time-bound customs facilitation for critical specialty inputs, catalysts, testing equipment,
process-control tools, and industrial replacement parts

Temporary tax relief for plants producing priority strategic materials under transparent
standards

Incentives for reopening certified testing and quality-control facilities

Support for firms that convert raw or semi-finished stock into usable industrial inputs

4.2 Business Environment Reforms

Simplify permits for transport and storage of certified strategic materials under safe
conditions

Remove politically created access barriers for non-connected industrial users

Strengthen contract enforcement and dispute resolution for material supply agreements

Standardize technical specifications and public quality benchmarks for priority material
categories

4.3 Private-Sector Enablement

Encourage investment in intermediate processing and specialty treatment
Permit private lab services and third-party quality validation

Promote joint ventures in metal finishing, advanced treatment, coatings, specialty
chemicals, and controlled storage systems

Enable diaspora participation in materials engineering, lab design, and process
modernization

4.4 Transition-Specific Measures

Impose temporary transparency requirements on stock transfers of designated strategic
materials

Create anti-diversion inspection teams for warehouses and high-value processing sites
Use emergency energy prioritization for nationally critical materials plants

Establish protected supply channels to high-priority recovery sectors

5. Implementation Timeline

Phase 1: 0—-6 Months

National mapping of critical materials, stockpiles, and facilities
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Audit of quality, storage, and usability of available stocks
Identification of bottleneck plants and labs
Emergency energy and logistics prioritization for high-value facilities
Restart of selected testing and certification functions
e Temporary allocation controls for critical material categories
Phase 2: 6-36 Months
e Repair and restart of priority processing and treatment facilities
Expansion of independent quality assurance and lab certification
Improved integration with aviation, manufacturing, logistics, and sustainment sectors
Growth of intermediate processing and specification compliance
e Reduction of politically distorted allocation mechanisms
Phase 3: 36+ Months
e Advanced materials modernization

Regional competitiveness in selected material segments

Full industrial-lab-academic integration in material science and processing

Export-capable specialty processing where commercially justified

Long-term environmental and safety remediation of legacy sites

6. Risk Analysis & Mitigation
6.1 Key Risks

Energy Instability

Strategic materials production may fail to recover if power, gas, or industrial fuel access remains
unstable.

Quality Failure
Rushed production without testing could flood the system with unusable or dangerous inputs.

Stock Diversion and Corruption
High-value materials may be hidden, diverted, or sold through insider channels.

4/23/2026




Environmental and Safety Events
Damaged plants and neglected safety controls may create explosions, contamination, or
shutdowns.

Import Delays in Niche Inputs
Specialty additives, control systems, catalysts, or lab equipment may be difficult to source quickly.

Downstream Mismatch
Facilities may produce the wrong grades, purities, or formats for actual recovery needs.

6.2 Mitigation Measures
e Prioritize certified quality over nominal volume
Stabilize energy access to a narrow set of critical facilities
Require transparent documentation for strategic stock movement
Reactivate independent testing and inspection early
Use staged facility restart with technical validation checkpoints
Build user-driven demand planning into upstream production decisions

Deploy safety audits before major plant restart decisions

7. Measuring Success & KPIs
Operational and Economic KPIs
¢ Volume of certified priority materials restored to market
Percentage of critical facilities returned to operation
Reduction in downstream material shortages in aviation, logistics, and manufacturing
Share of strategic stock digitally recorded and auditable
e Lead time reduction for material delivery to priority industrial users
Quality KPIs
e Percentage of critical material lots independently tested

e Reduction in rejection rates from downstream users

¢ Number of functioning accredited labs and testing centers

Governance KPIs
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e Reduction in undocumented stock movements
e Share of critical material transfers executed under transparent allocation rules
o Number of facilities operating under audited standards
Workforce KPIs
¢ Retention of metallurgists, chemists, lab technicians, and plant specialists

e Number of personnel retrained in standards, safety, and process control

8. Conclusion & Next Steps

The Strategic Materials subsector is the hidden foundation of industrial recovery. Its importance
often becomes visible only when it fails—when aircraft cannot be repaired, heavy systems cannot
be restored, electronics cannot be assembled, or factories cannot meet specification. For post-
conflict Iran, the challenge is not merely to produce more material, but to produce and allocate the
right materials, at the right standard, to the right users, under lawful control.

Iran has the baseline assets to restore this sector, but not through old methods. Recovery requires
visibility, certification, energy discipline, and anti-diversion safeguards. If those are established
early, the strategic materials base can become a major enabler of both national reconstruction and
long-term sovereign capability.

This subsector should therefore be treated as a national priority closely linked to aviation, logistics,
dual-use manufacturing, defense sustainment, and advanced systems planning.
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Subsector 6: Defense Sustainment / Controlled Industrial Base

(Standalone Document — Can Be Extracted Independently)
Executive Summary

The Defense Sustainment / Controlled Industrial Base subsector encompasses the facilities, depots,
workshops, controlled suppliers, technical maintenance systems, and specialized production-
support capabilities required to keep national defense assets functioning during transition. It
includes repair and refurbishment infrastructure, controlled spare-parts pipelines, storage and
preservation systems, maintenance engineering, specialized tooling, technical documentation, and
selected state-managed industrial capacities that cannot immediately be exposed to fully open-
market conditions without risking disruption, leakage, or capture.

In a post-conflict Iranian transition, this subsector is expected to be under severe strain. Physical
damage, sanctions legacy, opaque procurement, politicized command chains, undocumented
stocks, parallel ownership structures, and institutional distrust will likely reduce readiness across
equipment, facilities, and technical support systems. At the same time, abrupt dismantling would
be dangerous. A newly forming state cannot defend borders, maintain order, or stabilize core
institutions if sustainment capacity collapses before replacement systems are ready.

For that reason, the transition strategy should not treat this subsector as a prestige military
project, nor as a structure to be preserved unchanged. It should be treated as a controlled
transitional capability whose purpose is limited, disciplined, and nationally bounded: preserve
essential readiness, prevent a security vacuum, support lawful national defense functions, and
enable eventual restructuring under democratic civilian authority.

The immediate objective is to establish visibility, custody, and technical continuity across defense-
relevant maintenance and controlled industrial support systems. The medium-term objective is to
convert an opaque and politically captured sustainment structure into a professional, auditable,
and security-disciplined industrial support base, aligned with national defense rather than
ideological or extraterritorial missions.

Key priorities include:
e Securing and auditing controlled depots, technical workshops, and maintenance facilities
Preserving technical records, engineering knowledge, and support personnel
Restoring readiness for nationally essential platforms and systems only

Replacing opaque procurement and diversion-prone contracting with controlled
transparency

Defining what must remain under temporary state control and what can gradually move to
competitive civilian industry
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e Establishing civilian oversight without disrupting critical sustainment functions

This subsector matters because transition governments rarely fail only from lack of vision. They fail
when essential systems cannot be maintained, repaired, supplied, or safely controlled.

1. Current Industry Overview
1.1 Structural Condition
The defense sustainment and controlled industrial base likely includes:
e Maintenance depots and overhaul workshops
Technical support centers for air, land, and maritime equipment

Controlled storage sites for spare parts, tools, support equipment, and preservation
materials

Calibration, testing, and diagnostic units

Specialized machine shops and refurbishment lines

State-linked suppliers for controlled components

Technical engineering teams responsible for life-extension, adaptation, and systems
integration

Documentation, manuals, drawings, and maintenance history archives
e Preservation and storage systems for mothballed or low-use equipment

Historically, these capacities may have existed across formal military channels, para-state networks,
politically affiliated industries, and compartmented procurement systems. This has likely created
duplication, secrecy without accountability, and uneven readiness.

1.2 Core Functional Constraints

A. Opaque Asset Visibility

Many sustainment systems may suffer from incomplete or unreliable inventory records. Spare
parts, tools, diagnostic systems, and support kits may exist but remain undocumented,
misclassified, or embedded in politically controlled channels.

B. Degraded Maintenance Cycles
Deferred maintenance, workarounds, parts cannibalization, and non-standard repairs may have
preserved short-term functionality while increasing long-term technical risk.
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C. Parallel and Politicized Structures
Overlapping support systems may have developed across army, security, para-state, or politically
connected institutions, reducing standardization and wasting resources.

D. Supplier Fragility
Some controlled suppliers may depend on scarce imported inputs, specialized technicians, or
single-site processes. Their disruption could create cascading readiness failures.

E. Technical Documentation Risk
Engineering drawings, manuals, repair procedures, modification histories, and maintenance data
may be dispersed, classified without discipline, or vulnerable to destruction, theft, or sabotage.

F. Trust and Workforce Instability
Many technically competent sustainment personnel may be uncertain about their future role. If
alienated or purged indiscriminately, the state could lose irreplaceable knowledge.

1.3 Labor Market and Human Capital
This subsector depends heavily on:
¢ Maintenance engineers
Diagnostic technicians
Depot planners
Tooling specialists
Refurbishment mechanics
Calibration experts
Inventory control personnel
Quality assurance staff
Technical archivists and documentation managers
e Specialized workshop supervisors

The key transition reality is that sustainment competence often resides not in senior commanders,
but in mid-level technical staff. Retaining, vetting, and properly supervising that layer is essential.

1.4 Market Structure and Controlled Nature

Unlike general manufacturing or civilian logistics, this subsector cannot be immediately liberalized
in full. Some portions involve controlled items, technical sensitivity, or national readiness
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dependencies that require temporary central custody. However, this does not justify secrecy
without oversight.

The correct transitional posture is a controlled but audited industrial base:
o controlled where national security and continuity require it
e transparent where procurement, budgeting, and performance oversight are concerned

e transitional rather than permanent in its exceptional mechanisms

1.5 Strategic Importance
This subsector underpins:
e essential equipment readiness
lifecycle maintenance and refurbishment
controlled spare parts management
preservation of high-value technical assets

national defense continuity during reform

o orderly transition from legacy military-industrial fragmentation to a lawful support system

Without defense sustainment, platforms degrade faster than they can be replaced, and
institutional reform loses operational credibility.

2. Revitalization Strategy & Policy Actions
2.1 Strategic Objective

Stabilize and reform Iran’s defense sustainment and controlled industrial base so that essential
national defense support functions remain operational during transition, while opaque and
politicized structures are progressively replaced by professional, auditable, and civilian-supervised
systems.

2.2 Revitalization Pillar One: Secure and Audit the Controlled Base
The first task is physical and administrative control.

Priority actions:
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Secure all known depots, controlled workshops, archives, diagnostic facilities, and
sustainment warehouses

Conduct rapid audits of spare parts, support equipment, special tools, maintenance kits,
and technical inventories

Freeze unauthorized transfers and disposal of controlled items
Establish chain-of-custody procedures for sensitive sustainment materials
e Create an interim National Controlled Sustainment Registry

The early aim is to prevent disappearance, sabotage, politically motivated redistribution, or
undocumented liquidation of strategic support assets.

2.3 Revitalization Pillar Two: Preserve Technical Continuity
A transition government should treat technical continuity as a national asset.
Actions:

Identify critical sustainment personnel across air, land, maritime, communications, and
support systems

Retain vetted mid-level technical staff under protected transitional employment terms
Preserve documentation, engineering records, maintenance histories, and repair libraries

Establish emergency archival protection for drawings, software, calibration data, manuals,
and depot records

e Prevent indiscriminate personnel removals that would destroy maintenance knowledge

This should be paired with legal and administrative screening to separate technical retention from
impunity for criminal conduct.

2.4 Revitalization Pillar Three: Prioritize Essential National Readiness

The sustainment system should not attempt to support everything. It should support what matters
most for transition stability.

Priority categories should include:
e border and territorial defense-related essentials
e transport, mobility, and engineering support systems

e command-support and communications sustainment
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¢ selected air and maritime safety-critical support functions
e emergency response and critical infrastructure support equipment

By contrast, structures associated with ideological projection, coercive internal repression, or non-
national missions should not receive priority sustainment support.

2.5 Revitalization Pillar Four: Replace Opaque Procurement with Controlled Transparency
This is one of the most important reforms.
Actions:

Halt non-transparent sole-source sustainment contracts unless emergency necessity is
documented

Create controlled procurement channels with audit trails
Introduce technical justification requirements for major support purchases
Establish segregated budgeting for sustainment, repair, and controlled industrial support

Require periodic civilian review of contract performance, inventory losses, and support
readiness metrics

This should protect security-sensitive procurement details where necessary, while still enabling
lawful oversight.

2.6 Revitalization Pillar Five: Define the Future Boundary Between State Control and Market
Participation

Some parts of the controlled base should remain under temporary direct state authority. Others
can be gradually migrated outward.

Recommended transitional distinction:
Remain under controlled state authority in early transition
e sensitive depots
e certain classified maintenance and diagnostic functions
o controlled archives and technical records
o readiness-critical spare management for essential national systems

Gradually open to regulated competitive participation
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general machining and refurbishment
non-sensitive parts manufacturing
selected testing and calibration services
vehicle and equipment maintenance support
industrial tool restoration
e warehousing technology and asset management software

This boundary should be revisited over time as institutions stabilize.

Governance and Implementation Ownership
Lead Institution

A civilian-supervised Transitional Defense Sustainment Authority, or equivalent body under the
Ministry of Defense or transitional executive authority, should manage controlled sustainment
stabilization, registry creation, and procurement reform.

Supporting Institutions

Relevant institutions may include defense ministries, national audit bodies, industrial ministries,
customs, standards agencies, archive authorities, logistics coordination bodies, and legal review
mechanisms for personnel vetting.

Private Sector Role

The private sector should support non-sensitive manufacturing, workshop restoration, calibration
services, industrial software, warehousing systems, and selected refurbishment activities under
controlled contracting and strict eligibility criteria.

Advisory Group Role

The advisory group should help define sustainment priorities, identify what requires temporary
state control, recommend procurement reforms, and establish readiness and audit KPlIs.

3. Capital Requirements & Financial Resources
3.1 Major Expenditure Categories
Infrastructure Development

o repair of depots, overhaul shops, test benches, secure storage, controlled archives, and
utility systems for sustainment facilities
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Workforce Development
e retention of technical staff
o refresher training in standardized maintenance practices
o retraining for quality assurance, documentation control, and civilian oversight compliance
Technology Integration
o digital inventory systems
maintenance history databases
technical archive digitization
asset condition monitoring tools
¢ calibration and diagnostic equipment restoration
Governance Reform Costs
e procurement system redesign
e audit mechanisms
e registry creation

e chain-of-custody and secure documentation systems

3.2 Funding Sources
Likely funding sources include:

e transitional government security stabilization funds
targeted public allocations for critical sustainment recovery
controlled technical assistance partnerships
domestic industrial contracting under regulated frameworks

selective international advisory support for maintenance systems, archives, logistics
visibility, and civilian oversight design

The priority is to restore control and technical integrity, not to fund expansive new platform
acquisition.

4. Policy Incentives and Business Environment Measures
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4.1 Targeted Incentives

o fast-track import facilitation for diagnostic tools, calibration systems, workshop equipment,
preservation materials, and designated spare categories

transitional retention incentives for critical technical staff

controlled tax or customs relief for approved non-sensitive contractors serving sustainment
recovery

incentives for diaspora specialists to advise on depot systems, maintenance engineering,
and archive restoration

4.2 Business Environment Reforms

o standardize licensing for approved sustainment-support vendors

e create controlled vendor qualification procedures

e improve contract enforcement for technical support agreements

e remove politically protected intermediaries from support contracting chains
4.3 Private-Sector Enablement Measures

e enable approved firms to perform non-sensitive overhaul, refurbishment, storage
modernization, and digital inventory support

e encourage joint ventures in diagnostics, calibration, and workshop tooling
e use framework contracts tied to measurable support outcomes
4.4 Transition-Specific Measures
e impose moratoriums on undocumented asset disposal
require emergency reporting of controlled stock movement

deploy anti-diversion teams to major depots

establish internal reporting channels for technical corruption, sabotage, or inventory
manipulation

protect whistleblowers and technical auditors

5. Implementation Timeline
Phase 1: 0—6 Months

e secure depots, archives, and workshops
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conduct inventory and personnel audits
freeze unauthorized stock movements
retain vetted technical personnel
classify readiness priorities
¢ launch controlled registry and initial procurement reforms
Phase 2: 6-36 Months
o restore workshop functionality and critical diagnostic systems
digitize inventory and maintenance records
standardize depot practices and support procedures
expand controlled but competitive non-sensitive industrial participation
e establish routine civilian audit and readiness review cycles
Phase 3: 36+ Months
e complete institutional separation from politicized legacy systems
redefine permanent state-control boundaries

modernize sustainment engineering and lifecycle management

fully integrate sustainment planning into democratic defense budgeting and oversight
systems

6. Risk Analysis & Mitigation
6.1 Key Risks

Inventory Loss or Sabotage
Sensitive depots and archives may face theft, destruction, or politically motivated manipulation
during early transition.

Technical Brain Drain
Loss of mid-level sustainment experts could cripple recovery more severely than loss of senior
leadership.

Over-Purge Risk
Sweeping personnel removals may unintentionally destroy operational capability.

Procurement Capture
New contracting could simply recreate old corruption patterns under different names.
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Documentation Collapse
Failure to preserve technical manuals, histories, and data could create long-term sustainment
blindness.

Mission Creep
A temporary controlled industrial base may become self-justifying and resistant to later reform if
boundaries are not defined early.

6.2 Mitigation Measures
e secure records and depots immediately
protect and vet technical cadres rather than removing them indiscriminately
separate legal accountability processes from technical continuity measures
create auditable procurement channels from the start
digitize and duplicate high-value archives
write sunset and review provisions into exceptional control measures

maintain strong civilian supervision and periodic parliamentary-style review mechanisms
when institutions permit

7. Measuring Success & KPIs
Operational KPIs
o percentage of critical depots and workshops secured and audited
percentage of essential support inventories entered into controlled registry
restoration rate of prioritized sustainment functions

reduction in undocumented stock movement

e number of critical systems with preserved maintenance history and technical records

Workforce KPIs
e retention rate of vetted critical sustainment personnel
e number of technicians retrained under standardized procedures
¢ reduction in vacancy rates across key technical support roles
Governance KPIs
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e share of sustainment contracts operating under auditable procedures

e number of high-risk procurement channels closed or restructured

o frequency of civilian oversight reviews and audit compliance rates
Integrity and Control KPIs

¢ number of depots under chain-of-custody controls

e reduction in inventory discrepancies

e percentage of archives digitized or redundantly protected

8. Conclusion & Next Steps

The Defense Sustainment / Controlled Industrial Base is a transitional necessity, but it must be
handled with discipline. If neglected, essential national capabilities will decay. If preserved without
reform, legacy opacity and politicization will survive into the new order. The challenge is to do both
things at once: maintain what the nation truly needs, while redesigning how it is governed.

Iran’s advantage is that much of the required technical knowledge likely still exists. Its disadvantage
is that this knowledge sits inside structures shaped by secrecy, parallel control, and political
distortion. The task of transition is therefore neither simple preservation nor wholesale
destruction. It is controlled transformation.

Handled properly, this subsector can provide stability during transition, preserve essential
readiness, and create the bridge from a captured sustainment system to a lawful, professional, and
democratically accountable national defense support base.
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Subsector 7: Aerospace / Advanced Systems

(Standalone Document — Can Be Extracted Independently)

Executive Summary

The Aerospace / Advanced Systems subsector represents the highest tier of technical complexity
and longest development cycle within Iran’s defense and aerospace ecosystem. It includes
advanced aircraft-related systems, avionics integration, space-adjacent capabilities, propulsion-
related engineering support, high-precision manufacturing, simulation environments, advanced
materials integration, and research-driven technological development.

In the transition period, this subsector is expected to be fragmented, partially degraded, and
institutionally distorted. Years of sanctions, limited access to global supply chains, and reliance on
isolated or politically driven programs have likely produced a system with pockets of capability but
limited scalability, weak integration, and uncertain sustainability. The recent conflict environment
may have further disrupted facilities, personnel continuity, testing infrastructure, and technical
programs.

Unlike other subsectors, Aerospace / Advanced Systems is not a first-phase recovery driver. It
cannot and should not be rapidly expanded in the early transition period. Instead, it must be
treated as a strategic reserve of technical capability that requires protection, rationalization, and
gradual reintegration into a lawful and economically sustainable national framework.

The strategic objective is to preserve critical knowledge, prevent irreversible loss of capability,
and reposition advanced systems development under transparent, civilian-guided priorities
aligned with national interest. Over time, this subsector can contribute to high-value innovation,
advanced manufacturing, and selective international engagement, but only after foundational
sectors have stabilized.

Key priorities include:
e Securing and documenting existing advanced capabilities, facilities, and technical archives
Retaining and vetting high-skill scientific and engineering personnel
Pausing or reassessing non-essential or unsustainable programs

Reorienting advanced development toward dual-use, civilian-benefiting, and economically
viable domains

Integrating aerospace research with universities, industry, and international standards
where feasible

Establishing strict governance and oversight frameworks to prevent opaque or ideologically
driven program continuation
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This subsector matters because advanced capability, once lost, is difficult to rebuild. However,
mismanaging it in early transition can drain resources and distort national priorities.

1. Current Industry Overview
1.1 Structural Condition
Iran’s aerospace and advanced systems ecosystem likely includes:
e Research and development centers
Design bureaus and engineering teams
Test facilities and simulation environments
Limited high-precision manufacturing lines
Avionics and systems integration units
Materials research laboratories
Software and control systems development groups
Academic and semi-academic research institutions

e Specialized workshops and experimental production facilities

These elements may be dispersed across formal state structures, defense-linked entities,
universities, and politically affiliated organizations.

1.2 Core Constraints

A. Fragmentation and Isolation
Programs may have been developed in isolation from each other, with limited system integration
and weak cross-domain coordination.

B. Limited Access to Advanced Components
Sanctions and isolation have likely constrained access to high-end electronics, precision tools,
advanced materials, and testing systems.

C. Sustainability Challenges
Some programs may have been maintained for political or symbolic reasons without sustainable
industrial or economic backing.

D. Weak Industrial Integration
Advanced research may not be effectively connected to manufacturing, maintenance, or
commercial application pathways.
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E. Documentation and Continuity Risks
Technical knowledge may be insufficiently documented, overly classified, or vulnerable to loss
during transition.

F. Institutional Distortion

Program priorities may have been influenced by non-technical considerations, reducing efficiency
and long-term viability.

1.3 Human Capital

This subsector contains some of the highest-value talent in the national system:

e Aerospace engineers
Systems engineers
Software developers
Materials scientists
Simulation and modeling experts
Electronics and avionics specialists
¢ Test and validation engineers
However, these individuals face:
e High migration risk
e Professional uncertainty
e Limited access to global collaboration
e Possible political exposure or mistrust

Retaining and appropriately integrating this talent is critical.

1.4 Strategic Role

This subsector supports:
e Long-term national technological capability
e Advanced manufacturing pathways
e High-value research and innovation

e Integration with global scientific and industrial systems
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e Development of future aerospace and advanced engineering capacity

However, in early transition, its role is supportive and preservational, not expansionary.

2. Revitalization Strategy & Policy Actions
2.1 Strategic Objective

Preserve and rationalize Iran’s aerospace and advanced systems capabilities while gradually
integrating them into a transparent, civilian-guided, and economically sustainable national
innovation framework.

2.2 Revitalization Pillar One: Secure Knowledge and Facilities

Immediate priority is protection.

Actions:
Identify and secure key research centers, labs, design units, and test facilities
Catalog technical archives, design documents, software repositories, and experimental data
Prevent loss, destruction, or unauthorized transfer of sensitive knowledge

Establish secure archival and digital backup systems

2.3 Revitalization Pillar Two: Preserve and Reintegrate Human Capital
Actions:
Identify critical technical personnel
Provide stability and protection for scientists and engineers
Establish clear legal and professional pathways for continued work
Create advisory roles for diaspora experts

Encourage reintegration of talent into civilian and academic environments

2.4 Revitalization Pillar Three: Program Rationalization
Not all programs should continue.

Actions:
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Review all ongoing projects for technical viability, economic sustainability, and national
relevance

Pause or terminate non-essential, duplicative, or unsustainable programs
Prioritize projects with:

o civilian dual-use value

o industrial application potential

o scientific advancement relevance

2.5 Revitalization Pillar Four: Reconnect Research with Industry and Academia

Actions:

Integrate research institutions with universities and industrial partners
Encourage joint projects between academia and manufacturing sectors
Develop applied research programs tied to real industrial needs

Promote open (non-sensitive) scientific collaboration

2.6 Revitalization Pillar Five: Establish Governance and Oversight

Actions:

Transfer oversight to civilian institutions with technical competence

Define clear program approval and review processes
Introduce budget transparency and performance evaluation

Prevent re-emergence of opaque or politically driven project structures

Governance and Implementation Ownership

Lead Institution

A civilian-led Aerospace and Advanced Systems Council or equivalent national body responsible for
strategic oversight, program prioritization, and integration with national innovation policy.

Supporting Institutions

Universities and research institutes
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e Industrial ministries

e Standards and certification bodies

e Technology and innovation agencies
Private Sector Role

e Participation in applied research and advanced manufacturing

e Collaboration on software, simulation, and systems integration

e Investment in commercially viable advanced technologies
Advisory Group Role

Evaluate program viability

Recommend prioritization

Define integration pathways with other subsectors

Support governance framework development

3. Capital Requirements & Financial Resources
3.1 Major Expenditure Categories
Infrastructure

e Preservation and repair of research facilities

e Modernization of labs and simulation environments
Workforce

e Retention of high-skill personnel

e Research funding and project support
Technology

e Software systems

e Simulation tools

¢ Testing and validation equipment
Governance

e Program review systems
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e Oversight mechanisms

e Transparency and reporting structures

3.2 Funding Sources
e Government research and innovation funds
Academic partnerships
Private investment in dual-use technologies

International scientific cooperation (where feasible)

4. Policy Incentives and Business Environment Measures
4.1 Targeted Incentives

e Grants for applied research

¢ Incentives for university-industry collaboration

e Support for innovation hubs and research clusters
4.2 Business Environment Reforms

e Protection of intellectual property

e Transparent research funding mechanisms

e Competitive grant systems
4.3 Private-Sector Enablement

e Support startups in advanced engineering and software

e Encourage commercialization of research outputs
4.4 Transition-Specific Measures

e Protect researchers from political retaliation

e Provide clear legal frameworks for participation in new system

e Encourage return of diaspora scientists

5. Implementation Timeline
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Phase 1: 0—-6 Months
e Secure facilities and archives
e Retain personnel
e Freeze non-essential programs
Phase 2: 6-36 Months
e Rationalize programs
e Reconnect research with industry
e Establish governance systems
Phase 3: 36+ Months
¢ Gradual expansion of advanced capabilities

e Integration into global scientific and industrial systems

6. Risk Analysis & Mitigation
Key Risks
e Loss of talent
Knowledge destruction
Misallocation of resources
Political interference
¢ Isolation from global systems

Mitigation

e Early stabilization of personnel

e Strong governance structures
e Focus on realistic, sustainable programs

e International engagement where possible

7. Measuring Success & KPIs

¢ Retention rate of key personnel
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Number of viable programs continued
Integration with industry and academia
Research output and application

Establishment of governance frameworks

8. Conclusion

The Aerospace / Advanced Systems subsector is not an immediate recovery engine—it is a long-
term national asset. Its proper management requires restraint, discipline, and strategic clarity.

By preserving knowledge, rationalizing programs, and aligning advanced capabilities with national
priorities, Iran can transform this subsector from a fragmented and isolated system into a
sustainable pillar of innovation and technological advancement.
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Closing Integration Note

Defense & Aerospace Industrial Revitalization — Transition Framework Synthesis

1. Purpose of This Integration Note

The preceding seven subsector papers were intentionally developed as standalone, management-
ready documents. Each one enables focused assessment, data collection, and operational planning
within a defined domain. However, the success of Iran’s defense and aerospace recovery will not
depend on the strength of any single subsector. It will depend on the coordinated performance of
the system as a whole.

This integration note provides that system-level view. It clarifies how the subsectors interact,
where the most critical dependencies lie, how sequencing should be managed, and what
governance logic is required to ensure that independent actions reinforce rather than undermine
each other.

2. System Perspective: From Subsystems to National Capability

The seven subsectors form a layered industrial and operational architecture, not a collection of
isolated domains.

At the foundation lies Strategic Materials, which determines whether usable inputs exist at the
required quality and scale. Without certified materials, downstream systems fail regardless of
design or planning.

Above that sits Dual-Use Manufacturing, which converts materials into components, structures,
and equipment that serve both civilian and defense needs. This layer drives employment,
scalability, and economic momentum.

Logistics & Heavy Systems forms the physical connective tissue, enabling movement, storage, and
delivery across the entire system. Even well-functioning production capacity becomes irrelevant if
goods cannot be transported reliably.

Digital & Electronics acts as the system’s nervous network, integrating communication, control,
automation, tracking, and modern operational capability across all sectors.

Civil Aviation / MRO provides early visible recovery, restoring mobility, safety, and international
connectivity. It also serves as a proving ground for regulatory reform and technical discipline.

Defense Sustainment / Controlled Industrial Base ensures that essential national defense support
functions remain operational during transition, while gradually shifting toward transparency and
civilian oversight.
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At the top sits Aerospace / Advanced Systems, representing long-term capability and innovation
potential, dependent on the strength and integration of all lower layers.

The system therefore functions as an interdependent pyramid, where weakness at the base
propagates upward, and strength at the base enables sustainable advancement.

3. Critical Cross-Sector Dependencies
Several dependencies are decisive and must be actively managed:

e Materials - Manufacturing - Logistics
Materials must be available, manufacturing must convert them, and logistics must move
them. Failure at any point creates systemic bottlenecks.

Digital Systems -» All Sectors
Without reliable digital infrastructure, inventory cannot be tracked, maintenance cannot be
scheduled, logistics cannot be optimized, and integration fails.

Logistics = Sustainment - Aviation
Spare parts, maintenance kits, and repair systems depend on logistics. Aviation recovery is
especially sensitive to this chain.

Manufacturing € Sustainment
Sustainment requires parts; manufacturing requires demand signals and technical
specifications. These must be aligned to avoid mismatch.

Advanced Systems - Dependent on Entire Base
Aerospace and advanced capabilities cannot function independently. They require
materials, manufacturing precision, electronics, and sustainment support.

Understanding and managing these dependencies is more important than optimizing any single
subsector in isolation.

4. Sequencing Strategy: What Must Happen First

Recovery must follow a disciplined sequence rather than parallel ambition.

Phase 1: Stabilization (0—-6 Months)

Focus:
e Secure assets (depots, facilities, records)
e Restore minimum logistics functionality

o Stabilize workforce across all subsectors
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o Establish visibility (inventory, capacity, personnel)

e Restart critical material and maintenance flows
Outcome:

e System stops deteriorating

e Basic operational continuity restored

Phase 2: Recovery (6—36 Months)
Focus:
Reactivate manufacturing and processing capacity
Repair and integrate logistics corridors
Restore aviation operations and certification pathways
Standardize sustainment and procurement systems
e Expand digital integration across sectors
Outcome:
e System becomes functional and coordinated

e Industrial output and service capacity increase

Phase 3: Modernization (36+ Months)

Focus:
e Introduce advanced manufacturing and digital systems
Expand private sector participation
Develop advanced materials and electronics capability
Rebuild aerospace and innovation ecosystems
o Integrate with regional and global systems
Outcome:

e System becomes competitive, sustainable, and forward-looking
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5. Governance Logic: Integration Without Over-Centralization

The central governance challenge is to coordinate without suffocating.

Key Principles

1. Central Visibility, Distributed Execution
A central authority must maintain visibility over assets, priorities, and performance, but execution
should remain distributed across ministries, regions, and qualified private actors.

2. Civilian Oversight Across All Subsectors
Every subsector—especially sustainment and advanced systems—must be subject to civilian
authority, transparent budgeting, and audit mechanisms.

3. Clear Functional Boundaries
Each subsector must understand its role and avoid duplicating functions of others.

4. Controlled Transition of Sensitive Domains
Some areas require temporary state control, but this must include:

o defined scope
¢ auditability
e time-bound review

5. Data-Driven Decision Making
Integration requires reliable data on inventory, production, logistics, and workforce. Without data,
coordination collapses into guesswork.

6. Cross-Cutting Risks
Several risks cut across all subsectors:

Fragmentation Risk
Independent efforts without coordination may create duplication, bottlenecks, and inefficiencies.

Institutional Resistance
Legacy structures may resist transparency, reform, and loss of control.

Talent Loss
Failure to retain skilled personnel could create irreversible capability gaps.

Resource Misallocation
Overinvestment in high-visibility but low-impact areas could delay recovery.

Corruption and Capture
Without strong oversight, transitional systems may replicate old patterns under new labels.
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7. Cross-Sector Mitigation Measures

To address these risks:
Establish a central integration and monitoring unit
Use common KPIs across subsectors
Conduct regular cross-sector coordination reviews
Implement transparent reporting and audit systems
Prioritize workforce retention across all domains

Sequence investments based on system impact, not visibility

8. Integrated Success Indicators
At the system level, success should be measured not only within subsectors, but across them:
¢ Restoration of end-to-end supply chains
Reduction in time from material input to operational output
Increase in system-wide reliability and coordination
Stabilization and growth of technical workforce participation
Measurable improvement in logistics throughput and industrial output

Establishment of transparent governance mechanisms across sectors

9. Final Perspective

This effort is not simply about rebuilding an industrial base. It is about rebuilding the logic of how
the state functions in relation to technology, industry, and national capability.

The previous system was characterized by fragmentation, opacity, and politicized control. The
transition must replace that with integration, transparency, and professional competence.

The subsector approach provides clarity. The integration framework provides direction. Together,
they form a practical pathway from disruption to stability, and from stability to sustainable
strength.

10. Closing Statement
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Iran’s defense and aerospace recovery will succeed not because it attempts to rebuild everything at
once, but because it rebuilds the right things in the right order, with the right governance

structure.

This document provides that structure.
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