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Abstract

Windows 2000 is a multipurpose operation system with integrated support for client/server and peer-to-peer networks. Active Directory Service, the most significant feature of Windows 2000, is a true hierarchical and distributed directory service for managing resources across an enterprise or extranet. It is a great improvement over NT 4’s Domain Service, and becomes competitive to Novell’s Directory Service. 

Content

Windows 2000, the new generation of Windows operating system, is a multipurpose operation system with integrated support for client/server and peer-to-peer networks. The Windows 2000 family consists of four separate products: 

Windows 2000 Professional, the main Microsoft desktop operating system, is a high-performance, secure-network client computer and corporate desktop operating system. Compared with Windows NT 4 Workstation, it significantly improved on manageability, reliability, security and performance.

Windows 2000 Server contains all of the features of Professional, yet adds many new server-specific functions. Like NT 4 Server version, it is ideal for small to median sized enterprise, web server, and branch offices.

Windows 2000 Advanced Server, similar to the NT 4 Enterprise version, is a more powerful departmental and application server, compared to the Server version, and it provides rich network operating system (NOS) and Internet services.

Window 2000 Datacenter Server is a product ideal for large data warehouses, econometric analysis, large-scale simulations in science and engineering, and server consolidation projects. It is a new product, and the most powerful and functional server operating system ever offered by Microsoft. And it supports 16 processors and 64 GB of RAM.

The new 2000 family, for remote users, means better environment for notebook computing, including Plug and Play, power management, and file synchronization. To home-office users, has at least an adorable interface. Small businesses will appreciate its reliable server and client operating system, excellent security and backup, and flexibility for expansion. Medium and large size enterprises will need its enterprise-class directory, desktop management, security, application services and strong Internet/intranet integration. And most of all Internet service providers will be attracted to Windows 2000’s high-availability features and support for up to four processors and 64GB of memory, not to mention the Datacenter edition.

Active Directory Service:

Above all the new features of Windows 2000, one of the most interesting, and perhaps the biggest improvement over previous NT version, is the Active Directory Service (ADS), which is a true hierarchical and distributed directory service for managing resources across an enterprise or extranet.

Directory Services Introduction:

Directory in a computer-related field is an information store for users, groups of users, computers, and the like. It enables users to find resources and enable administrators to manage those resources. Directory Services are, at first, a directory themselves, as well as the services they provide, such as security and replication.

Whether or not an enterprise or organization need directory service, the central database that keeps track of every network resource and user, depends on how many people and applications it has, and how many separate lists of names it manages. If it is an enterprise for hundreds of employees, not to mention thousands or more, and there are a bundles of separate lists of users in email, file-server, human resource, accounting, sales, and other databases, then investigating directory service technology is worthwhile. In theory, you make one change in the directory service, such as adding a user, and it will flow to all other resources.

Directories become the points of reference for applications and user services. They help find a printer in a field office, locate a user and direct an email, or verify if a user has access rights to a particular file. They also provide single sign-on, which gives a user access to the whole network from a single log-on. In a word, directories are becoming increasingly important as business networks expand to include connects with business partners and customers.

Actually directory technology is not new; companies including Bull, Computer Associates, Hewlett-Packard, IBM, Tivoli, and Unisys all have offered directory solutions. But due to high price and limited interoperability, it is not yet very widely adopted, till the buzz brought mainly by the Microsoft Active Directory Services. Actually before ADS, at the time of NT 4’s Domain Service, Novell Directory Services (NDS) and the Novell ZenWorks software family were already quite mature, and they do have made many administrators aware of the importance of directory services. 

A complicated full directory service is overkill for many companies. Then if the business still doesn’t need a full directory service yet, better start by practicing the discipline of using a consistent naming scheme. The concept is straightforward: Instead of adopting a cute but meaningless name for each server, impose a standard for naming servers, files, and other resources across an entire organization. Standardization makes it easier for administrators, databases, and users to find resources without knowing special server and directory names. And a future directory service will then share the database of standard names, along with encrypted information about users, their access rights, and even passwords, across the network.

Hierarchical Namespace Structure:

Naming, the namespace structure, is the architectural foundation of a directory (as the ADS and NDS) or domain service (as that of NT 4). Namespace is a collection of unique domain names. For example, the Internet .edu domain, is a namespace for educational institutes; seu.edu is also a namespace representing Southeastern University. Namespace determines how the database is organized, either hierarchical or flat. A hierarchical namespace, as ADS or NDS, allows you to organize objects in a multilevel, hierarchical directory, which more accurately resembles the structure of most organizations.

The following example may better illustrate the point. In ADS namespace schema, users (ex. Two Mr. Browns) and network resources (ex. Printers and servers) are defined as objects having a collection of attributes such as their department and Name. Mr. Brown of the Department of Computer Science in SEU will be defined by his username - Brown, and the values of department attribute - COSC and profession attribute - professor. While Mr. Brown in Department of Information Science would be defined by his username, Brown and the other two attribute values, ISMA and assistant. The hierarchical namespace structure makes it possible to identify each object in the directory uniquely. Two people with the username Brown are uniquely identified in the directory tree by the fact that one is in department COSC and the other is in department ISMA. Likely two printers having the same name can also be uniquely identified by their location, one in admission office, and the other in the dean’s office.

Unlike Windows NT 4's domains, Active Directory can further subdivide domains into organizational units (OUs), which are objects that contain other units or leaf objects, such as users, printers, and so on. In another word, OUs are containers of objects, and even other OUs. They let you create a hierarchy within a domain. 

Based on the hierarchical namespace structure, ADS prevents you from creating duplicate objects: each object is named with both its own leaf object name, and the name of the container object, the organization unit, in which it resides. So in the previous example, user object Prof. Brown in COSC department of SEU could be named brown@prof.cosc.seu. Like mentioned before, organization unit enables hierarchy within a domain. And because of the uniqueness it creates, you can use the same username for different users within different organization units. 

Apart from organizational unit, ADS also allows other new methods of organization, tree and forest. A domain tree refers to a hierarchical grouping of domains that share a contiguous namespace (in which a child domain always contains the name of its parent), a common schema (which defines the objects and their properties that can be created and stored in the Active Directory database. The Active Directory schema is extensible, allowing programmers to add new objects or new properties to existing objects), and a common global catalog (storage of select properties for a subset of objects from all of the domains in the Active Directory. The global catalog enables tree-wide searches for objects). You can join domains by adding one or more child domains to an existing parent domain. All domains in a tree share information and resources to function as a single unit. There is only one Directory in a domain tree, but each domain maintains a portion of the Directory that contains the user account information for the users in that domain. Within a tree a user who logs on in one domain can use resources in another domain, as long as the user has the appropriate permissions.

You can combine domain trees to form a forest. A domain forest is a collection of two or more domain trees that do not share a contiguous namespace, but do share common schema and global catalog. In a disjointed namespace, a child domain does not share its parent’s name, as zdnet.com an dzd.com, both of which are domains operated by Zif-Davis Ltd. 

Based on the concept of tree, in ADS an object will inherit all of its container object’s characteristics, such as its property rights. As a result, to modify an entire organization, only need to make simply changes at the top of the ADS tree, and these changes will then go through the rest of the tree. Of course, if necessary, individual objects can be modified separately, as granting or revoking property rights for a particular container object.

Because the ADS tree graphically displays the organizational structure of objects as users, printers, workstations, and application servers, the ADMIN user can login from any workstation on the network and manage the entire directory tree. He or she can easily add or remove users, servers, and other network resources. And users need to login only once to access all of the network resources to which they have right.  And if necessary, a company can create more than one tree (say, in a merger situation), or forest.

For the flat namespace structure, as the one of NT 4 domain service, organized users and network resources are contained in a single file of a flat database. Within this database, stored information about users, group, servers, and printers in fields makes up individual records. These records don’t have a hierarchical relationship, but use two-dimensional naming tables to locate and manipulate records. Although a flat namespace structure is useful for a simple network in a single geographic location, it has many limitations in a complex environment. For example, unique names are managed with difficulty using a flat namespace structure, because all users and network resources are organized in one list. So not hard to imagine, locating and managing files will be a tough job without a hierarchical file system. Also because it is contained in one file, it must be stored on a single server. Unsuitable for a multi-server environment, in which additional servers are added to the network while without influencing centralized management and single login for network resources. 

Distributed Architecture: Improved Scalability:

One of the greatest significance of Active Directory is its scalability. NDS partitions are limited to 1,000 objects, but Active Directory stores information by organizing the Directory into sections that permit storage for a very large number of objects and use indexed data stores. As a result, the Directory can expand as an organization grows, allowing user and administrator to scale from a small installation with a few hundred objects to a very large installation with millions of objects. Directory information can actually be distributed several computers in a network. 

NT 4 Domain Service can only provide limited scalability. Because it is a flat file database, it cannot be partitioned into linked logical divisions. So one NT 4 server stores the entire domain database. For a large enterprise, a single domain is far from enough, especially across great distance, maintaining a single domain over a slow WAN link would be time consuming. So multi-domain is the solution.

Transitive Kerberos trusts
To enable the cross-domain administration, each domain of ADS automatically trusts the other domains with transitive Kerberos trusts. Transitive (implicit) trusts simplify the job of configuring a multi-domain environment. Consider a network with domains A, B, and C, in which domain A trusts domain B and domain B trusts domain C. In previous versions of Windows NT, domain A did not inherit any trusts, so domain A did not automatically trust domain C. For such an arrangement, extra trust had to be configured manually. Now, using the same scenario with Windows 2000 transitive trusts, domain A inherits domain B's trust of domain C. So if domain A trusts domain B, and domain B trusts domain C, then domain A trusts domain C and vice versa. When a user from domain C tries to access a resource in domain A, the Kerberos security subsystem transparently authenticates the user across domain boundaries via the transitive trust. Trusts give user and group rights to traverse domains and are essential for single sign-on, as all domains in a tree are automatically joined through a two-way transitive trust. This significantly reduces the complexity of maintaining. 

Decentralized Administrative Authority:

In ADS, Directory servers are typically distributed across a network so that they are easily reachable by clients and servers. AD lets the administrator delegate administrative authority down to the organizational unit level, as opposed to Windows NT 4, which could only delegate to the domain level. So can set more restrictive access to the COSC department organizational unit or domain than to the ISMA organizational unit or domain. Administrative rights do not cross domain boundaries, but rights granted to one organizational unit in the domain hierarchy can be inherited by all subordinate organizational units of the tree. OUs can contain other OUs and can be arranged in hierarchy through which trust can be inherited. In other words, trust is transitive between OUs.

In contrast to NDS, user rights to other domain objects or common resources such as file servers cannot be assigned to an organizational unit. Rights must always be configured for individual users and groups. This can get complicated when there are lots of moves and changes.

Replication:

In AD, each domain has at least one Domain Controller, a server that contains directory information and responds to database requests or routing requests for resources. It does away with the Windows NT 4 master/slave replication model and replaces it with a far more sophisticated peer-to-peer model. So there is no longer a Primary and Backup Domain Controller but only Domain Controllers (DCs), any server can be promoted to Active Directory domain controller status without having to reinstall the OS. DCs are still assigned to domains, and they are said to be authoritative for those domains. Any DC can be used to add, delete, or modify directory entries for the domain, as well as to propagate changes to other DCs. Multimaster Replication replicates changes made to any single controller to all other controllers and resolve conflicting updates. All DCs maintain a writable copy of the domain database and replicate with each other, instead of rely on one master domain controller. If a DC is down, you can use another DC within the domain. To conserve bandwidth in slow connections, Active Directory only replicates changes, not entire objects. 

Caching:

To improve response time for directory queries, directory servers can save a copy of frequently requested directory service information locally, rather than constantly fetching this information from the source directory server, which may be located remotely across the network. Active Directory's cache is known as the Global Catalog (GC). The GC improves performance and efficiency by acting as a repository for commonly accessed information searched for within the Active Directory infrastructure. 

Migrating to Active Directory: From domains to Active Directory: 

Moving a large organization from domains to Active Directory requires extensive planning and testing. First have to design a workable hierarchical directory structure-not an easy task. Then must decide how all your Windows NT 4 domains will fit into the new structure and who will manage it. In large organizations, this can be as much a political problem as a technical one. 

From NDS to ADS: 

Most NetWare-based organizations will not find good reasons to switch to Active Directory, unless they plan to abandon NetWare completely. If do decide to make the switch, most likely will begin by creating new domains, and then move objects from one directory to another a bundle at a time. Microsoft provides automation tools to handle directory migration on its Microsoft Services for NetWare 5.0. Better create a test-bed and build expertise before trying it for real. Active Directory may be used in addition to NDS, if the organization is running Windows 2000-based server applications such as Exchange.

Mixed mode: 

Most organizations will spend months planning before changing to Active Directory. In the meantime, Active Directory can coexist on a network with Windows NT 4 domains in what Microsoft calls Mixed Mode, replicating information to Windows NT 4 domains using the traditional flat format that they understand. Several features, including Internet Information Server and DNS and DHC servers, work fine in Mixed Mode. To get the full benefit of Windows 2000's new management, remote- access, and security features, however, Native Mode must be adopted.

Native Mode:

All the domains are integrated with Active Directory, and all NT 4 Domain Controllers are upgraded to Windows 2000 Server.

In order to switch to what Microsoft calls Native Mode, Windows NT 4 shops will have to upgrade all of their Windows NT 4 domain controller servers to Windows 2000 Server. Then they can use Microsoft's licensed version of Mission Critical Software's Domain Migrator, called Active Directory Migration Tool, or a third-party utility, such as FastLane Technologies' FastLane (www.fastlanetech.com) to reconfigure their domains. These programs have drag-and-drop interfaces and automatically move users and groups among domains as necessary.

Several things happen during the conversion from mixed mode to native mode:

1). Support for down-level replication ceases. Since don-level replication is gone, you can not longer have any domain controllers in your domain that are not running Windows 2000 Server.

2). You can no longer add new down-level domain controllers to the domain.

3). The server that served as the primary domain controller during the migration is no longer the domain master; all domain controllers begin acting as peers.

4). The change is one way only; you cannot change from native mode to mixed mode.

Conclusion

Active Directory uses the concept of namespace to provide the administration and replication, a hierarchical view of the directory, extensibility, scalability, distributed security, and multimaster replication.
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