How to Chose Right Operating System For Your Network

     Generally speaking, there are three major network operating system: Microsoft NT and Windows 2000, Novell Netware and Unix/Linux. I will go to overview of three major network operating system and to determine exactly how each of these platforms may fit into your high performance network. Also, we will talk about many of the real and often overlooked issues that exist in most organizations.

      We will analyses these issues through some multiple topic. Also, we will cover the political agendas of senior management, the organization’s culture, and the fiscal heath of company. My study will go through their architecture characteristic and some real world example of networks in small, medium, and large environments.  i will  presents some insight into the use of network operating systems and strengths and weaknesses of each. The financial responsibility and investment protection are also will be involved in my discussions.

Definition of operating system

       Before we go to further analyze the information needs of your business. We must clear the definition of operating system. What is operating system? An operating system is a collection of programs that manage the resources of the system, and provides a interface between the user, the hardware, and the applications. The operating system is responsible for managing these resources, scheduling the other programs and providing the user interface. The type of operating system is simply divided into two aspect, simple aspect included device control and embedded on a ROM chip, complex aspect included windows, NT and UNIX etc.

Determining your requirement

       One important issue you need to consider. A company’s senior management team will tend to set the organization’s culture and they have responsibility for the current fiscal trend of the business. These factors along with the current state of your network, which typically is the responsibility of your information system group, are some of the element that determine the business needs. A good understanding of available solutions, when matched with a strong understanding of the business’s requirement, will help to define the appropriate high-performance network operating system solutions.

The starting point of determining your requirement
       One important step is understanding of the day to day operation of selling and buying produces and services, as well as supporting  mundane tasks like storing , shipping, and scheduling, is an important aspect of this process. Analyzing which people within the organization have access to the various kinds of information already available is also extremely important. Is the required information entirely within the organization’s control or are there some external connectivity requirements? In many situations, there are services being  provided by second and third-part organizations. These organizations contract for access to certain areas of information. A significant part of the contractual agreements dictate which organization is responsible for establishing and maintaining connectivity. Security becomes very important when opening an environment to external access.

       Security become very important  when opening an environment to external access. The process of protecting data and equipment from unauthorized  access is collectively known as network security . the importance of implementing good network security procedures is highlighted when you consider the ramifications of not taking such precautions: data can be accidentally or intentionally erased from the system; a competitor can gain an unfair advantage by accessing confidential data; and the use of network resources can be lost, yielding  a corresponding loss of productivity.

       It is the role of network administration to take preventive action to ensure that the risk of such losses is minimized. However, care must be taken to balance the reduction of security risks against the ensuing loss in ease of use and availability of the network system. Security procedures and system flexibility are diametrically opposed concepts. Every step taken by a network administrator to prevent unauthorized access creates another step that an authorized user must take to gain access to the data. It is important to analyze each system on a network and place appropriate security restrictions on a individual basis.

Management requirements

       Management ‘s requirements for the information system people typically have three aspect: Individual political agendas, culture of the organization, and the quality of recent revenue.

      Your company’s culture can directly affect the type of network infrastructure and operating system that your organization deploys.  What is company’s culture? This culture is refer to the way a company interacts with itself and with its customers and suppliers. 

      In growing company that are comfortable with taking risks, you typically find leading-edge networking technology, such as switching and high-speed connectivity. In older, more bureaucratic corporations, you are likely to see an array of various system and aging software.

Political issues
       You also need to figuring out networking project sponsors. It is not very hard. There are always a few senior level executives who have spent a lot of time within desk-top computing group. Those group know a good business can not get alone without high-performance network computing. Leaning who these senior managers are and working to satisfy their individual requirements is important to growing a systems department.

Business trends

      The way to measure the profitability of your organization is using the tools provided by corporate accounting. If your company doing well financially, you will have greater freedom to evaluate leading-edge technological improvements.

      The requirement to support outdated systems, which often reside along-side newer equipment, with limited staff is increasing. The problem of training new people combined with the loss of key knowledge. Limits what any technical group can do to effective.

IS personnel

      A large part of the business community is in the process of thinning out information system department. Outsourcing of strategic pieces is becoming much more common. The good news for IS people is that there is a wealth of education and skill-enhancing information available. The overall attractiveness of the networking industry has brought large amounts of new people into technical roles than have ever existed before.

Identify solution

      We initially discuss the major operating systems, I will slant the topic towards usage in a high-performance environment. 

UNIX-Linux

       Unix is traditional networking operating system and has a long history. The beginnings of Unix can be traced back to the early 1960s and a computing project spearheaded by AT & T’s Bell Labs. with a complete rebuild utilizing the advanced resources of C, Unix took a number of major step toward becoming the premiere operating system for handling large-scare computing needs in business, academia, and government. By the later 1970s, the first commercial versions of Unix were made available the public.

       As UNIX evolved, the number of different implementations proliferated, each providing some useful features. There was a need to produce a new implementation that unified many of the important innovations, added other modern OS-design features, and produced a more modular architecture. Typical of modern UNIX kernel is the architecture depicted in below figure. There is a small core of facilities, written in a modular fashion, that provide functions and service needed by a number of OS processes. Each of the outer circles represents functions and in interface that may be implemented in a variety of ways.

        Figure 2.15 provides a general description of the UNIX architecture. The underlying hardware is surrounded by the operating-system software. The operating system is often called the system kernel, or simply the kernel, to emphasize its isolation from the user and applications. This portion of UNIX is what we will be concerned with in our use of UNIX as an example in this book. However, UNIX comes equipped with a number of user services and interfaces that are considered part of the system. These can be grouped into the shell, other interface software, and the components of the C compiler (compiler, assembler, loader). The layer outside of this consists of user applications and the user interface to the C compiler. A closer look at the kernel is provided in Figure 2.16. User programs can invoke operating-system services either directly or through library programs. The system call interface is the boundary with the user and allows higher-level software to gain access to specific kernel functions. At the other end, the operating system contains primitive routines that interact directly with the hardware. Between these two interfaces, the system is divided into two main parts, one concerned with process control and the other concerned with file management and I/O. The process control subsystem is responsible for memory management, the scheduling and dispatching of processes, and the synchronization and interprocess communication of processes.

The file system exchanges data between memory and external devices either as a stream of characters or in blocks. To achieve this, a variety of device drivers are used. For block-oriented transfers, a disk cache approach is used: a system buffer in main memory is interposed between the user address space and the external device. 

       The description in this subsection has dealt with what might be termed traditional UNIX systems; [VAHA96] uses this term to refer to System V Release 3 (SVR3), 4.3BSD, and earlier versions. The following general statements may be made about a traditional UNIX system. It is designed to run on a single processor and lacks the ability to protect its data structures from concurrent access by multiple processors. Its kernel is not very versatile, supporting a single type of file system, process scheduling policy, and executable file format. The traditional UNIX kernel is not designed to be extensible and has few facilities for code reuse. The result is that, as new features were added to the various UNIX versions, much new code had to be added, yielding a bloated and unmodular kernel.
Windows NT4

      Depending on your point of view, Windows NT4 may be the end of UNIX as we know it or just another Microsoft operating system to control our lives. This third major version of the NT operating system comes in desktop and server variations. 

This is network operating system that provides most of same functionality as found in UNIX operating systems. Because it is not based on any underlying operating system and is in fact a multitasking  environment. NT 4 has the capability of being extremely robust. It is important to remember that Unix has been developed over almost thirty years, and NT is only a few years old. It will take time and experience for this operating system to become as strong as Unix.

Windows 2000

       In 2000, Microsoft introduced the next major upgrade, now called windows 2000. again the underlying Executive and microkernel architecture is fundamentally the same as in NT4.0, but new features has been added. The emphasis in W2K is addition of services and functions to support distributed processing. The central element of W2K’s new feature is Active Directory, which is a distributed directory service able to map names of arbitrary objects to any kind of information about those objects. One final general point to make about W2K is distinction between W2K services and W2K processional. In essence, the microkernel and executive architecture and services remain the same, but services required to use as a network server.

Architecture of  Windows 2000

       Figure 2.13 illustrates the overall structure of Windows 2000. Its modular structure gives W2K considerable flexibility. It is designed to execute on a variety of hardware platforms and supports applications written for a variety of other operating systems. As of this writing, W2K is only implemented on the Pentium/x86 hardware platform. As with virtually all operating systems, W2K separates application-oriented software from operating-system software. The latter, which includes the Executive, the microkernel, device drivers, and the hardware abstraction layer, runs in kernel mode. Kernel mode software has access to system data and to the hardware. The remaining software, running in user mode, has limited access to system data.

OS Organization

       W2K does not have a pure microkernel architecture but what Microsoft refers to as a

modified microkernel architecture. As with a pure microkernel architecture, W2K is highly modular. Each system function is managed by just one component of the operating system. The rest of the operating system and all applications access that function through the responsible component using a standard interface. Key system data can only be accessed through the appropriate function. In principle, any module can be removed, upgraded, or replaced without rewriting the entire system or its standard application program interface (APIs). However, unlike a pure microkernel system, W2K is configured so that many of the system functions outside the microkernel run in kernel mode. The reason is performance. The W2K developers found that using the pure microkernel approach, many non-microkernel functions required several process or thread switches, mode switches, and the use of extra memory buffers. One of the goals of the W2K design is portability, that it be able to run not just on Intel machines but on a variety of hardware platforms. To satisfy this goal, most of the W2K Executive sees the same view of the underlying hardware, using the following layered structure:

Hardware abstraction layer (HAL): Maps between generic hardware commands and responses and those unique to a specific platform. It isolates the operating system from platform-specific hardware differences. The HAL makes each machine's system bus, direct-memory access (DMA) controller, interrupt controller, system timers, and memory module look the same to the kernel. It also delivers the support needed for symmetric multiprocessing (SMP), explained subsequently.

Microkernel: Consists of the most used and most fundamental components of the

operating system. The kernel manages thread scheduling, process switching, exception and interrupt handling, and multiprocessor synchronization. Unlike the rest of the Executive and the user level, the microkernel's own code does not run in threads. Hence, it is the only part of the operating system that is not preemptible or pageable.

Device drivers: Include both file system and hardware device drivers that translate user I/O function calls into specific hardware device I/O requests. The W2K Executive includes modules for specific system functions and provides an API

for user-mode software. Following is a brief description of each of the Executive modules:

I/O manager: Provides a framework through which I/O devices are accessible to

applications, and is responsible for dispatching to the appropriate device drivers for further processing. The I/O manager implements all the W2K I/O APIs and enforces security and naming for devices and file systems (using the object manager). 

Object manager: Creates, manages, and deletes W2K Executive objects and abstract data types that are used to represent resources such as processes, threads, and synchronization objects. It enforces uniform rules for retaining, naming, and setting the security of objects. The object manager also creates object handles, which consist of access control information and a pointer to the object. W2K objects are discussed later in this section.

Security reference monitor: Enforces access-validation and audit-generation rules. The W2K object-oriented model allows for a consistent and uniform view of security, right down to the fundamental entities that make up the Executive. Thus, W2K uses the same routines for access validation and for audit checks for all protected objects, including files, processes, address spaces, and I/O devices. W2K security is discussed in Chapter 15.

Process/thread manager: Creates and deletes objects and tracks process and thread

objects. 

Local procedure call (LPC) Facility: Enforces a client/server relationship between

applications and executive subsystems within a single system, in a manner similar to a

remote procedure call (RPC) facility used for distributed processing.

Virtual memory manager: Maps virtual addresses in the process's address space to

physical pages in the computer's memory. 

Cache manager: Improves the performance of file-based I/O by causing recently

referenced disk data to reside in main memory for quick access, and by deferring disk

writes by holding the updates in memory for a short time before sending them to the disk.

Windows/graphics modules: Creates the windows-oriented screen interface and manages the graphics devices.

       If your company has decided to adopt Windows 2000, you undoubtedly face the 

Same dilemma  many other IT professionals face: How do you quickly roll out an entirely new operating system with minimal disruption to users? After you finally deploy Wind 2000, how do you efficiently manage yet another component in an already-complex mixed Windows environment? Those of issues are important for  

Novell Netware

       This is market-leading network. Netware has been designed as network operating system. And specifically, as a file, print, and application serve operating system developed by Novell. It is designed to integrate heterogeneous hardware and protocol into one cohesive network operating system. Although the primary focus of Net Ware is their server product, that provides file-sharing services, Novell offers a number of workstation client services for DOS and Windows system as well as Macintosh, UNIX, and OS/2. A NetWare network uses the NetWare software to enable devices to communicate and allow resources to be shared.  NetWare is a suite of software components run only on the NetWare server. Some components run only on workstations. Thus, Most administrative tasks are performed from workstations.

       The architecture of the Net Ware file server is divided into modular components that can be loaded and unloaded without having to take the server down. The Net Ware Loadable  Module(NLM) architecture can be used  to implement additional functionality not found in the standard Net Ware server, thus extending  the functionality of your Net Ware server. NLM can provide new services for your net work environment, or new interface for programming, to really extend the Net Ware server.

Financial Responsibility

      What are the cost elements associated with each of these operating systems? What are the costs associated with the required hardware to make these system run effectively? 

The simplest method of determining return on investment(ROI) is to use the “payback method” totaling all the relevant costs to implement new technology and comparing that figure to the recurring savings. There are other factor to consider. Is the system a requirement for our business to function? Analyzing ROI in this situation does not really matter.

Existing Infrastructure

       What kind of infrastructure already exists? The analysis here pertains to the topology or physical media in place. Depending on the primary host computer, there might be Ethernet, Token Ring, or FDDI technologies.

Determining the Best Solution

       In today’s high-performance networking  environment, switching technology is the preferred method of transporting data. This technology creates direct connections between communicating devices. This is important because it allows the network to service the next bits of  data without having to wait for previous information to be processed. Another excellent feature is switching’s ease of use. If any, configuration and programming skills are required. Witches can literally be plug-and-play devices. 

Small Environments-Fewer Than 100 Users: Running Windows 2000 on desktop as soon as possible is the state of the market today. Because the ease of use the windows environment makes this selection. 

      On the serve side, the options are windows NT, Novell Net Ware, Unix, OS/2. Microsoft might have an advantage here because of the similarity between its desktop and server operating systems. Novell does a very good job of supporting file and print services, These are the primary requirements for the majority of small network users. Microsoft NT has its advantages in an environments that load and runs application from central server. UNIX does a fine job of both print and file support, as well as application sharing. 

       But this robust, IP-based operating system and is quite difficult to master. The cost for licensing and supporting, and analyzing the type of network usage is important also.

Medium Environments: In medium environments, which I will define as greater than one hundred users and less than one thousand user, Windows 98 make sense as the desktop operating system.

       On the server side, Novell still have the largest segment of the server market, support for Novel–based system is everywhere and usually good skill can be acquired  for a reasonable cost. Microsoft’s premier network OS, NT4, is being linked more closely to many mission-critical application being rolled out in leading organizations. By providing integrated support for Novel  and other internetworking protocols, this networking OS’s graphically based ease of use is winning over customers. UNIX still requires highly paid support personnel and is tied to the internet and scientific community.

Large Environments: the large environment, which I define as great than one thousand users, is typically spread out over some geographical area. In fact, in today’s age of global communications, the environment may encompass several continents.

      The combination of existing networks, typically Novell, as well as new applications, typically Microsoft-based, have caused a mixture of platform for the network group to support. As new powerful application are coming out, you will see a lot of platform dependent on Microsoft NT. Microsoft’s favor is the integrated support for network protocols. Microsoft has developed interface that work with Novell and TCP/IP.

      Choose the network OS that has the features that are necessary for you to do 

business. Hire staff trained in multiple  categories. Find the products that fit 

your environment  the tightest and effectively provide the kind of support  

necessary to do business.

       The goal in internet working any group of operating system is based entirely on the vendor of your network software. Certain operating system simply do not support the additional protocols needed to participate in a multi-protocol environment, or the operating system is not popular enough to have third developers enhancing its functionality. Whatever he case, when you need two or more  network operating system to communicate, you need to have the network operating system speak each others’ protocols or you can have each operating system speak the same protocol. In many enterprise-level operations, this can be a  very intimidating and daunting task-especially if you’re running older systems that  require extremely proprietary communication. However in most small scale operations, internetworking various operating system can be a rather easy task, especially if you have planned your infrastructure carefully.

Summary

       These issues are just necessary tools for selecting the right operating system to meet your business needs of your organization. All organizations have varying needs, and the right solution is often a combination of operating system.

      The job of internetworking operating system is anything but an easy one. There are an end less number of variables that must be taken into consideration before implementing even the most basic of internetworks: serves, clients, hardware, software, protocols, and many, many more. It’s a daunting task, for certain. If done correctly, the creation of a multi-protocol network can be an impressive and incredibly usefully feat. 

       The key to having various network operating running on various hardware platforms successfully inter-operate lies solely in their ability to communicate. For the most part “ data” is cross platform, providing the application software used to manipulate the data can access and understand the type of file in question. The hard part, however, lies in extending the extension to your operating system that allowed network communication in the first place.

       The first section of this study suggested some ways of determining the business need of your organization. The second section contained brief discussions about the operating system and their performance in various high-speed environments. A more detailed discussion of each of these operating systems made up the remainder of this study. I also integrated  several management issues that affect the determination of the right operating system for your job. Finally, I described some detailed solutions implementing the aforementioned  operating system. 

