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Introduction

Since the invention of the Internet, in late sixties, it has become one of the most popular communication media.  The rapid growth of the Internet, also known as the information superhighway, has changed the face of the world.  More and more people are going on-line today.  The Internet user has reached about 200 millions worldwide and continues to grow at an even faster rate thanks to the continuous improvement of technology and decreased price of computer facilities.   

The blossom of the Internet has also brought new opportunities for business.  E-commerce has become the fastest growing business.  However, there is always a bad side for a good thing. For the Internet, the biggest concern might be the security. It not a new story to everyone anymore since early this year when numerous top websites have been attached by the hackers. Among them, there are the big-time names, such as Yahoo.com, Amazon.com, eBay.com, just name a few.  Some attacks are more vicious than others. For example, the attack to Yahoo.com just caused the denial of the access. But the attack to Realname.com may be much more serious. The hackers actually stole a lot of customers’ critical information, such as credit card numbers.  Obviously, these incidences will make customers think twice before they make on-line purchase or transmit important documents. 

Because of the risk, most Internet users are not comfortable supplying their personal details, particularly credit card information, over the Internet. For many there is a certain comfort with browsing anonymously.  To gain the confidence and trust of the customers, a well-established Internet security system is absolutely necessary.  This paper will briefly discuss the history of the Internet, the security threats, components of integrated security, the control measures. 

History of the Internet


What is the Internet?  Who invented it?  To answer these questions, we have to go back to the early date of the computer world.  In the late 1950's, the American Government established a research agency called ARPA (Advanced Research Project Agency, a branch of US Department of Defense (DOD)) in an attempt to minimize the gap that had grown in the Space Race between the US and the former Soviet Union.  They developed a network, later known as ARPANET, which initially linked five super-computers located in different locations around the United States. ARPANET was developed to withstand any military attack. 

By 1972 there were around 50 universities and military facilities connected to the ARPANET, all still involved in military oriented research.  In the early 1980's, the ARPANET network was split up into two networks: 1) ARPANET, which focused around computer science and communications. 2) MILNET which was used to link all the Military bases in the USA. In essence, they were separate networks, but they still had the facilities to communicate with each other. ARPANET eventual evolves as the Internet.  Because the rapid growth of the Internet, it can no longer meet the new challenges, such as higher capacity and speed.  As a result, Internet2 (I2) and Next Generation Internet (NGI) are introduced a few years ago to the provide high-speed network and application development for universities and government agencies.

Through out the development of the Internet, the services provided by the Internet have gone from simple tasks (such as E-mail) to a more complete set of services that includes E-mail, Telnet, FTP, Usenet (Newsgroup), chat room, Internet phone, Videoconferencing services, and content streaming, etc. 

Security Threats

There are numerous threats to the Internet security.  Some of the most common threats on the Internet are unauthorized access, user misrepresents identity, user misrepresents identity, access to unauthorized data, data intercepted, read or modified, virus attacks, hackers.

Unauthorized access: Users that are not permitted gain access to the system.  Unauthorized users that enter private networks or computers can steal information on from the host.  More importantly, they can modify the files on the host or even delete them.

User misrepresents identity: Users disguise themselves.  Some people pretend to be someone else to gain the access to the host.  Then they could do serious damage to the system.

Access to unauthorized data: gain access to nonpermitted area.  The nonpermitted data might be important data that belongs to the organizations or individuals.  Access to these important data may lead to serious consequences, such as the exposure of the credit car number.

Data intercepted, read or modified: It is a big concern for transactions.  For example, when people are doing on-line purchase, the transmitted information, such as credit card numbers, is intercepted by the third party.  The later might use it for unauthorized purchase, thus costs financial lose or credibility damage to the owners.

Virus attacks: destroy or change the files on the system.  There are a lot of viruses born every month.  Some viruses may cause no damage at all; the others may totally destroy your system.  Therefore the anti-virus software has to be updated frequently or you are running the risk of lose your data.

Hackers: Are people who try to break into other people’s computer systems.  Hackers illegally break in the system and do harmful things to the system or stole information.  As discussed before, the recent hacker attacks are good examples to illustrate the problem.

Integrated Security

Now we know what kind of threads that exist on the Internet.  Then what exactly does Internet security mean?  The Internet security can be classified into two categories: access security and transaction security.  Transaction security includes confidentiality, integrity, authenticity, and non-repudiability.  Access security includes access control and audit trials.

Confidentiality:  Confidentiality is the maintenance or transfer of classified information, which cannot for any reason be disclosed to unauthorized persons.  For information to remain confidential, third parties should not be able to eavesdrop on an exchange.


Integrity:  Integrity is the maintenance of complete and intact information. The information received via the Internet should be identical to the information sent. If information is modified, while in transit, than it should be made possible for the receiver to detect this. A digital signature makes this possible. 

Authenticity: Authenticity is where the company or consumer is assured of the party they are making an exchange. On the Internet you have to be assured of the persons with whom you are making an exchange so that the exchange can be secure. 

Non-Repudiability: None of the involved parties can deny that the exchange took place.  Non-repudiation may be provided through the use of one or more of mechanisms such as digital signatures and data integrity. This is an important factor to consider when dealing through the Internet.

Access security includes access control and audit trials.

Access control: Deny any unauthorized users to gain access to the system, thus prevent them from stealing important information or do harmful things to the system.

Audit trials: Track down the users.  It is to know who and when have accessed the system.  So if something goes wrong, it is easy to find them and stop them.  It can also scare them from doing damaging things to the system in the beginning.

Control Measures

With the understanding of the components of the integrated security and the common threats, it is a much easier job to implement the appropriate security control measures.  Some of the common methods used to achieve integrated security are discussed here.  These methods include firewalls, cryptography, digital signatures, and virus controls.  

Firewalls: firewall is a system or group of systems that enforces a security policy between an organization’s network and the Internet.  The firewall determines which inside services may be accessed from the outside, which outsiders are permitted access to the permitted inside services, and which outside services may be accessed by insiders.  In order to have an effective firewall, all traffic passing through the private network and the Internet must goes through it.  A firewall is actually acting as a checkpoint.  Another important point is that the firewall itself must be immune to the attacks.  A good firewall must have a security policy to go with it.  

Firewalls have a number of benefits.  A firewall offers a convenient point where Internet security can be monitored and alarms generated.   It’s also a good point to audit or log Internet use.  Even when the internal private network has no security control measures, a firewall can provide good protection for it.  Again, anything good always has it bad side.  There are also some limitations of firewalls.  An Internet firewall can not protect against attacks that do not go through the firewall.  If the intruder goes in from the backdoor, the entire private network is exposed. 

There are a number of types of firewalls available, such as proxy server, socks server, secure domain name server, filtering geteway, and IP tunneling, etc.  Proxy server, such as Telnet proxy and FTP proxy, is an application-level geteway.  I’ll use Telnet proxy as an example to show how it works.  The Telnet proxy allows the remote user to log in or have direct access to the internal server.  After authentication, the outside client gains access to the user interface of Telnet proxy.  The outside user specifies the destination host and the Telnet proxy makes its own connection to the inside server on behalf of the outside client.  The outside client believes that the Telnet proxy is the real inside server, while the inside server believes that the Telnet proxy is the outside client.  One benefit of a proxy server is that it give the network manager complete control over each service. It’s good for efficient services, Telnet proxy.  One disadvantage is that it requires the configuration of the client’s browser.

Cryptography is the process of converting a message into a secret code and changing the encoded message back to regular text, as show below.

Plaintext -> Encryption -> Ciphertext -> Decryption -> Original Plaintext

The components of cryptography include Keys, Mathematical algorithms, and Message digest.  Encryption encodes electronic transmissions by embedding mathematical algorithms in software or hardware. A key is used to generate these codes by converting the plain text of a message into some unreadable code.  One of the simplest keys is replacing each letter of the alphabet with the letter that comes before or after it.  Two types of encryption are available: Secret Key (symmetric) and Public Key (asymmetric).  The later is more popular.
Algorithms are designed so that the key used for encryption (public key) is different to the key used for decryption (private key). All the security in these algorithms is based in the keys. An interceptor can use the encryption key to encrypt a message but only a specified person, with the corresponding decryption key can decrypt the message.

The degree of security depends on how hard the algorithms are to break. If the cost required to break an algorithm is greater than the value of the encrypted data, then the data should be safe. Also, if the time required to break an algorithm is longer than the time the encrypted data must remain secret, then the data should be safe.  

PGP (Pretty Good Privacy) is a form of encryption that has received the most attentions.  PGP can be obtained free of charge from MIT. 

Digital Signature: A digital signature is additional information that tends to show that a given document really came from a given person. A digital signature shows that the person who signed the document had access to the private key and the pass phrase for the key indicated by the signature and that the document has not been modified since it was signed. Digital signatures defeat impostors and therefore are a securing factor for consumers when purchasing over the Internet.  Digital signature is actually a part of the Public Key Infrastructure (PKI).  PGP also contains digital signature.

Secure Sockets Layer (SSL): Developed by Netscape Communications and utilizing public and private keys, message digests, digital signatures, and certificates, SSL is a security-enhanced abstraction of sockets that provides transaction security at the link or transport level. With SSL, security properties are attached to the link or channel of communication between two parties, not the documents themselves. 

Virus Control: Virus checker is to use anti-virus software automatically search a computer's files for known viruses. The software program scans files every time the computer is turned on or when new memory disks are inserted into the computer. The virus scanner looks for patterns of code that resemble the code used in known viruses, and alerts the user when it finds a resemblance.  Because new viruses are discovered every month, anti-virus software must be updated frequently, although many viruses cause no damage or are not relevant to most users.  One of the most popular anti-virus software program is McAfee VirusScan.

Conclusions

Various security threats may hinder the healthy growth of the Internet.  One of the biggest foes of the E-commerce is the Internet security concern.  Security is considered achieved when it has the components of confidentiality, integrity, authenticity, non-repudiability, access control and audit trials.  The types of security include unauthorized access, user misrepresents identity, user misrepresents identity, access to unauthorized data, data intercepted, read or modified, virus attacks, hacker attacks.

Fortunately, there are a number of security control measures available.  One of the most used security controls is firewalls, which provide a good protection for unsafe hosts.  Example of efficient firewalls includes proxy server (e.g., Telnet proxy and FTP proxy).  Other widely used security control methods are cryptography, digital signature, certificates of authority (can be obtained from 

http://bs.mit.edu/mitca/ or http://www.verisign.com/), Kerberos, Steganography, and virus controls.  
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