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Firewall in Internet Security

1. Introduction

It is easy to run a secure computer system. You merely have to disconnected all dial-up connections and permit only direct-wired terminals, put the machine and its terminals in a shield room, and post a guard at the door.

---T.T. Grampp and R. H. Morris

For better or for worse, most computer systems are not run that way today. Security is, in general, a trade-off with convenience, and most people are not willing to forgo the convenience of remote access via networks to their computers. Inevitably, they suffer from some loss of security. It is the purpose of this short paper to discuss the Internet security and firewalls that are used to minimize the extent of that loss. 

The paper is arranged as the following: In the second section, we will discuss why Internet security is a serious problem that we are facing. From there, we will try to find out the importance of constructing a secure corporate computer system by building what is often called "firewalls" for the corporate computer system. The third section will focus on the components that consist of a firewall and their functions, and the types of commonly used firewalls. Section 4 will go through the details of how firewalls work. Finally, we will discuss some strategies for building firewalls.

2. Internet Security
What is "Internet security"? Broadly speaking, security is keeping anyone from doing things you do not want them to do to, with, on, or from your corporate computers or any peripheral devices. This definition is, of course, much too broad. Nevertheless, it does lead us to some very important questions that must be answered by anyone who wishes to deploy an effective security mechanism.

The first such question is "What resources are we trying to protect?" The answers are not always obvious. Generally speaking, every time a corporation connects its internal computer network or LAN (local area network) to the Internet it faces potential danger. We have been warned very often about the new virus that will possibly stop our corporate computer working regularly, and we also often here a business or a military site have been intruded and important data being stolen. Due to the Internet's openness, every corporate network connected to it is vulnerable to attack. Crackers on the Internet could theoretically break into the corporate network and do harm in a number of ways: they could steal or damage important data; damage individual computers or the entire network; use the corporate computer's resources; or use the corporate network and resources as a way of posing as a corporate employee. What we are trying to do is to protect those important data from being stolen and damaged; to protect those computers from being attacked by viruses; and prevent computer resources from being used by outsiders who cause regular corporate business being disrupted and even bring in legal troubles.

The second such question is "Where we want to pose our protection?" The answer to this will dictate the host-specific measures that are needed. A decade or two ago, corporate computers with sensitive files were often required extra levels of passwords or even file encryption. Similarly, if the target of interest is the outgoing connectivity available, the administrator might choose to require certain privileges for access to the network. Possibly, all such access would be done through a daemon that will perform extra logging. However, in nowadays, Internet has already become a part of life. It is almost insane to totally sacrifice the convenience of the Internet, as what we cited at the very beginning of this paper, to make a corporate computer system secure. The way that can be accepted is to risk the unwanted break-in in change for Internet convenience. Since there are so many things that need to be protected, the strategy for protection is to stop the attackers at the front door, i.e., not let them into the corporate computer system in the first place. This is the basic idea of firewalls. The company can build firewalls to protect its network. These firewalls allow anyone on the corporate network to access the Internet, but they stop crackers, hackers, or others on the Internet from gaining access to the corporate network and causing damage.

3. Firewalls
Firewalls are hardware and software combinations that are built using routers, servers, and a variety of software. They sit at the most vulnerable point between a corporate network and the Internet, and they can be as simple or as complex as system administrators want to build them. It consisted of several different components (as the figure_1 shows), is “filters” or “screens” block transmission of certain classes of traffic. The outside filter protects the gateway from attack and the inside filter guards against the consequences of a compromised gateway, where gateway is a machine or a set of machines that provides relay (continuous) services to compensate for effects of the filter.
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Figure_1

They are many types of firewalls, but most of them have a few common elements.

One of the simplest kinds of firewalls utilized packet filtering. In packet filtering, a screening router examines the header of every packet of data traveling between the Internet and the corporate network. Packet headers have information in them, including the IP address of the sender and the receiver, the protocol being used to send the packet, and other similar information. Based on that information, the router knows what kind of Internet service---such as FTP or rlogin---is being used to send the data, as well as the identity of the sender and receiver of the data. (The command, rlogin, is similar to Telnet, allowing someone to login into a computer. It can be dangerous because it allows users to bypass having to type in a password.) After this information is determined, the router can bar certain packets from being sent between the Internet and the corporate network. For example, the router could block any traffic except for email. Additionally, it could block traffic to and from suspicious destinations or from certain users.

Proxy servers are also commonly used in firewalls. A proxy server is server software that runs on a host in a firewall, such as a bastion host. Because only the single proxy server (instead of the many individual computers on the network) interacts with the Internet, security can be maintained. That single server can be kept more secure than can hundreds of individual computers on a network.

When someone inside the corporate network wants to access a server on the Internet, a request from the computer is sent to the proxy server. The proxy server contacts the server on the Internet, and then the proxy server sends the information from the Internet server to the computer inside the corporate network. By acting as a go-between, proxy servers can maintain security as well as log all traffic between the Internet and the network.

A bastion host is another common component of firewalls. A bastion host in the firewall is the primary point of contact for connections coming in from the Internet for services such as receiving email and allowing access to the corporation's FTP site. The bastion host is a heavy protected server with many security provisions built in and it is the only contact point for incoming Internet requests. In this way, none of the computers or hosts on the corporate network can be contacted directly for requests from the Internet, providing a level of security. Bastion hosts can also be set up as proxy servers---servers that process any requests from the internal corporate network to the internet, such as browsing the Web or downloading files via FTP.

4. How Firewalls Work
 The firewall shields the internal corporate network from the Internet. The internal network works as networks normally do, with servers providing internal services such as email, access to corporate database, and the capability to run programs from servers.

When someone on the corporate network inside the firewall wants to access the Internet, the request and data must go through an internal screening router (sometimes called choke router). This router examines all the packets of data traveling in both directions between the corporate network and the Internet. Information in the packets' headers gives the router important information, such as the source and destination of the packet, the kind of protocol being used to send the packet, and other identifying data.

Based on the information in the headers, the screening router will allow certain packets to be sent or received, but will block other packets. For example, it might not allow some services such as rlogin to be run. The router also might not allow packets to be sent to and from specific Internet locations have been found to be suspicious. Conceivably, a router could be set up to a block every packet traveling between the Internet and the internal network except for email. System administrators set the rules for determining which packets to allow in and which ones to block.

The bastion host is placed in a perimeter network in the firewall, so it is not on the corporate network itself. This further shields the corporate network from the Internet. If the bastion host were on the normal corporate network, an intruder could conceivably gain access to every computer on the network and to all network services. Isolating the bastion server from the corporate network by putting it in a perimeter network prevents an intruder from gaining access to the internal corporate network, even if there is a server break-in.

An exterior screening router (also called an access router) screens packets between the Internet and the perimeter between the Internet and the perimeter network. It adds an extra level of protection by screening packets based on the same rules as the internal screening router. This protects the network even if the internal router fails. However, it might also add more rules for screening packets specifically designed to protect the bastion host.

System administrators can set up proxy server to be used for many services, such as FTP, the Web, and Telnet. System administrators decide which Internet services must go through a proxy server. Specific proxy server software is required for each kind of Internet.

When a computer from the corporate network makes a request to the Internet---such as to get a Web page from a Web server---it looks to that computer as if it were connect directly to the Web server on the Internet. In fact, however, the internal computer contacts the proxy server with its request, which in turn contacts the Internet server. The Internet server sends the Web page to the proxy server, which then forwards the page to the corporate computer.

Proxy servers can be used as a way to log the Internet traffic between an internal corporate network and the Internet. For example, a Telnet proxy server could track how the external server on the Internet reacts to those keystrokes. Proxy servers can log every IP address, date and time of access, URL, number of bytes downloaded, and so on. This information can be used to analyze any attack launched against the network.

Proxy servers can do more than simply relay requests back and forth between a computer on a network and a server on the Internet. They can implement security schemes as well. For example, an FTP proxy server could be set up to allow files to be sent from the Internet to a computer on a corporate network, but not to allow files to be sent from the corporate network out to the Internet---or vice versa.

Proxy servers can also be used to speed up performance of some Internet services by caching data---keeping copies of the request data. For example, a Web proxy server could cache many Web pages. Then, whenever someone from internal corporate network wanted to get one of those Web pages, that person could get it directly from the server at a high speed, instead of having to go out across the Internet and get the page at a lower speed.

5. Strategies for Building Firewalls
To some people, the very notion of firewalls is anathema. In most situations, the network is not the resource at risk; rather, it is the endpoints of the network that are threatened. By analogy, con artists rarely steal phone services per se; instead, they use the phone system as a tool to reach their real victims. So it is, in a sense, with network security. Given that the target of the attackers is the hosts on the network, should they not be suitably configured and armored to resist attack.

The answer is that they should be, but probably cannot. Whatever the level of the perfection of hardwares and softwares that are used to build the firewalls are at, there will be bugs, either in the network programs or in the administration of the system. It is the way with computer security: the attacker only has to win once. It does not matter how thick are your walls, now how lofty you battlements. If an attacker finds one weakness, the corporate system will be penetrated. Unfortunately, that is not the end of the woes.

By definition, networked machines are not isolated. Typically, other machines will trust them in some fashion. It might be the almost-blind faith of rlogin, or it might be sophisticated cryptographic verification that will only grant the access to a particular user. It doesn’t matter---if the intruder can compromise the system, he or she will be able to attack other systems, by obtaining the administration level access right. In this case, every computer and important data under the administration are in danger. This is a pessimistic issue. We can only pray that development of firewall technology goes through highway. 

Another challenge exists that is totally unrelated to the difficulty of creating secure systems: administrating them. No matter how well written the code and how clean the design, later human error can negate all the protections. Unfortunately, such human error can happen and there is almost no way to stop it.

Therefore, the first strategy for building firewall is that the firewall should be easy to administrate. It should run minimal configurations, which in and of itself eliminates the need to worry about certain things, such as many possible bugs in a complex configuration.

The second strategy relates to the cost of building firewalls. Firewalls are not free. Costs include hardware purchase, hardware maintenance, software development or purchase, software updates coast, administrative setup and training, ongoing administration and trouble-shooting, lost business or inconvenience from a broken firewall or blocked services, and the loss of some services or convenience than an open connection would supply. These cost must be weighed against the costs of not having a firewall: the effort spent in dealing with break-ins (i.e., the costs of a gateway failure), including lost of business, and legal and other costs of sponsoring hacker activity. The exact costs and benefits are hard to calculate. In nowadays, the hardware and software are relative cheap.

However, with the lure of high payment and benefits, it is relatively hard to keep a specialist in firewalls. Thus, keeping talented specialists is the key to maintain corporate computer security and to reduce the costs of maintaining effective firewalls.
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