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Introduction

Today, the computer network is becoming more and more popular than ever. Everyday, we use computer network for exchanging data and files or searching information or shopping. However, with the increasing popularity of network, the security is becoming the biggest problem in the network. When we transmit message through network, we must ensure that the message can be transmitted safely from the sender to the receiver and ensure that only the intended receiver can access the message. Fortunately, computer scientists have invented many technologies, such as password scheme, encryption and firewall, to ensure the security of network. This paper is just on the encryption and its application in network security. 

What is the network security

Reasons for network security problems

Why security is so important in network? This is because networks have more security problems than single computer system for the following reasons:

1. sharing. Because of the resource and workload sharing of networks, more users have the potential to access networked system than single computers. Perhaps worse, access is afforded to more systems, do that access controls for a single system may be inadequate in network.

2. Complexity of system. A network combines two or more possibly dissimilar operating system with mechanisms for interhost connection. Therefore, a network operating/control system is likely to be more complex than an operating system for a single computer. This complexity deters certification of, or even confidence in the security of, a network.

3. Unknown perimeter. The expandability of a network implies the uncertainty about the network boundary. In network, a computer on one network can access the resource on the other network. This is the advantage of the network. But this unknown or uncontrolled group of users is a security disadvantage.

4. Many points of attack. A simple computer is a self-contained unit. Access controls on one computer preserve the secrecy of data on that processor. However, when a file is stored in a network host remote from the computer, the file may pass through many host computers to get to the user. While the administrator of one host may enforce rigorous security policies, that administrator may have no control over other hosts in the network.

5. Unknown path. In network, there may be many paths from one host to another. When a user on one host sends a message to a user on another host. It seldom has control over the routing of its message. 

Basic network security objectives

Network security is the means we used to protect the information on the network. The security of a network has four fundamental objectives designed to protect the data and the network’s resources. These objectives are:

· Confidentiality: ensure that an unauthorized individual does not gain access to data contained on a resource of the network.

· Availability: Ensure that authorized users are not denied access or user of any network access for which they are normally allowed.

· Integrity: Ensure that data are not altered by unauthorized individuals. Related to this is authenticity, which is concerned with unauthorized creation of data.

· Usage: Ensure that the resources of the network are reserved for use only by authorized users in an appropriate manner.

Security attacks

The types of attacks on the security of a network are best characterized by viewing the function of the computer system as providing information. In general, there is a flow of information from a source, such as a file or a region of main memory, to a destination, such as another file or a user. Opposing these objectives and the network security services are a number of threats. These threats cab be described in terms of how they affect flow of information in the network. There are four basic patterns of attack for these threats as depicted in the following figure.
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As the above figure shown, the first of pattern of attack is interruption in which the flow of information is blocked entirely. This is an attack on availability. It can be accomplished in a number of ways including affecting the medium through which that data must travel or the source host itself resides. 

The second pattern of attack is interception. In this attack, the normal flow of information is not affected. But an unauthorized party, which could be a person, a program, or a computer, gains access to the flow of information. This is an attack on confidentiality. Examples include wiretapping to capture data in a network, and the illicit copying of files or programs.

The third pattern of attack is modification. In this attack, an unauthorized party not only gains access to but also changes the contents of message or the data itself before it is received at the destination host. This is an attack on integrity. Examples include changing values in a data file, altering a program so that it performs differently, and modifying the content of messages being transmitted in a network.

The last pattern of attack is fabrication in which an unauthorized party inserts counterfeit objects into the network. This is an attack on authenticity. Examples include the insertion of spurious messages in a network or the addition of records to a file.

Encryption

Encryption is a processing of encoding a message so that the meaning of the message is not obvious. By using encryption we disguise the message do that even if the transmission is diverted, the message will not be revealed. Encryption is a very powerful tool for providing confidentiality and integrity.

Key generation:

Before the application of the public-private cryptosystem, each participant must generate a pair of keys. This involves the following tasks:

                     -------------------------------------------------------------------------

              
select p, q           

p and q both prime

                        calculate n = p x q

 


select integer d                       gcd (( (n),d) =1; 1<d<( (n)
 


calculate e 


e= d-1mod( (n)




public key


KU ={e, n}




private key


KR ={d, n}



        --------------------------------------------------------------------------

· First step, determine two large prime numbers, p and q;

· Second step, select either e or d and calculate the other.
                                e ( d =1( mod (p-1)((q-1)),

                  where d or e are any prime number greater than p and q

Te procedure for picking a prime number is as follows:

Firstly, pick an odd 100-digit integer b at random (e.g., using a pseudorandom number generator).

Secondly, pick an integer a < b from a uniform distribution on {1, 2, 3, ((, b-1}.

Third, test:   gcd (a, b) =1 and J(a, b) ( a(b-1) / 2(mod b)           (1)

                                    where J(a, b) is the Jacobi symbol 

          if b is prime, (1) is always true, accept. If b is composite, (1) will be false, pick another and test until find a prime number.

Cryptosystem

There is a wide range of cryptographic algorithms that are available. The two basic algorithms are private key encryption (also called single key encryption) and public key encryption (also called two key encryption).

Private key encryption This is the classic form of encryption. In this case, there is one key and both sides must possess a copy of it to access the message. The most common private key algorithm is DES (Data Encryption Standard). The following figure illustrates the private key encryption.
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As the figure shown, when a user wishes A wishes to send a message to user B, it encrypts the original message (called plaintext) into ciphertext by using the key and the encryption algorithm. When user B receives the ciphertext, it decrypts it the original plaintext by using the same key and the encryption algorithm.

Public key encryption In private key encryption, the keys used for encryption and decryption of the given message are the same. This is not a necessary condition. In two-key cryptosystem, we use one key for encryption and a different but related key for decryption. This encryption has the following important characteristics. Firstly, it is computationally infeasible to determine the decryption key given only knowledge of the cryptographic algorithm and the encryption key. Secondly, either of the two related keys can be used for encryption, with the other used for decryption. The following figure illustrates the public key encryption process.
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                                                                                                                                          Original
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As the above figure shown, the essential steps of two-key encryption are the following:

1. Each end system in a network generates a pair of keys to be used for encryption and decryption of message that it will receive.

2. Each system publishes its encryption key by placing it in a public register or file. This is the public key. The companion key is kept private.

3. If user A wishes to send a message to user B, it encrypts the message using B’s public key.

4. When user B receives the message, it decrypts it by using B’s private key. No other recipient can decrypt the message because only B knows B’s private key.

With this approach, all participants have access to public keys, and private keys are generated locally by each participant and therefore need never be distributed. As long as a system controls its private key, it incoming communication is secure. At any time, a system can changes its private key and publish the companion public key to replace its old public key.

Summarization of private key encryption and public key encryption The important aspects of the private key encryption and public key encryption are shown in the following table.

      -------------------------------------------------------------------------------------------------------------------------

      Private key encryption

                        Public key encryption

     --------------------------------------------------------------------------------------------------------------------------

       Needed to Work                                               Needed to Work                

        1.The same algorithm with the same key is           1. One algorithm is used for encryption and 

  used for encryption and decryption.                      decryption with a pair of keys, one for 

                                                                           encryption  an done for decryption.

        2.The sender and receiver must share the             2. The sender and receiver must each have 

            algorithm and the key.                                         one of the matched pair of  keys.

       Needed for security                                           Needed for security

        1. The key must be kept secret.                           1. One of the two keys must be kept secret.

        2. It must be impossible or at least impractical      2. It must be impossible or at least impractical

            to decipher a message if no other                        to decipher a message if no other

            information is available.                                      information is available.

        3. Knowledge of the algorithm plus samples          3. Knowledge if the algorithm plus one of 

            of ciphertext must be insufficient to                      the keys plus samples of ciphertext must

            determine the key. 

                    be insufficient to determine the other key.

      ------------------------------------------------------------------------------------------------------------------------

As the table shown, the advantage of private key encryption is that it is simple. Its disadvantage is the maintenance of the security of the key. The advantage of public key encryption is that it solves the problem of maintaining key security. Its main disadvantage is that the algorithm are much more complex and throughput is two or three orders of magnitude slow than the private key encryption.

Application of encryption in network security

Encryption/Decryption of message

As the above discussion, encryption technique can be used to guarantee confidentiality. So it can be used in network. When a sender wishes the message to remain private, he or she can uses the receiver’s public key to encrypt it. When the receiver receives the message, he or she can decrypt it with his or her private key. Because only the receiver knows the private key, so obtaining a copy of the message as it passes across the network does not enable someone to read the contents of the message, therefore, encryption ensues that data remains confidential.

In network, the encryption can be applied to the different layer in the OSI model. So there different type of encryption, such as link encryption, network encryption and transport encryption. In link encryption, encryption occurs at layer 1 or 2. Decryption occurs just as the communication enters the receiving computer. In this case, encryption protects the message as it in transit between two computers, but the message is in plaintext inside the hosts. Therefore, link encryption is especially appropriate where the transmission line is the point of greatest vulnerability. In network encryption, encryption occurs at the network layer of the OSI model. In this case, IP header is clear but the load is encrypted. In transport encryption, encryption occurs at the transport layer of the OSI model. In this case, the TCP load is encrypted.

Authentication with digital signature

An encryption mechanism can also be used to authenticate the sender of a message. The technique is known as a digital signature. To sign a message, the sender encrypts the message by using his or her private key. To verify the signature, the recipient looks up the sender’s public and uses it to decrypt the message. Because only the sender knows his or her private key, so only the sender can encrypt the message that can be decrypted with his or her public key.

Interestingly, two levels of encryption can be used to guarantee that a message is both authentic and private. First, the message is signed by using the sender’s private key to encrypt it. Second, the encrypted message is encrypted again by using the recipient’s public key. At the receiving end, the decryption process is the reverse of the encryption process. First, the receiver uses his or her private key to decrypt the message. The decryption removes one level of encryption, but leaves the message digitally signed. Second, the receiver uses the sender’s public key to decrypt the message again to decrypt the signature.

If a meaningful message results from the double encryption, it must be true that the message was confidential and authentic. The message must have reached its intended receiver because only the intended receiver has the correct private key needed to remove the outer encryption. The message must have been authentic, because only the sender has the private key needed to encrypt the message so the sender’ public key will correctly decrypt it

How to design a secure network

When we design the security scheme for the network, there are some another questions must be answered. For example, is more secure better? The answer is no because the term, security, is not absolute — each organization defines the level of access that is permitted or denied. For example, some store data that is valuable. Such organization organizations define a secure network to be a system that prevents outsiders from accessing the organization’s computers. Other organizations need to make information available to outsiders, but prohibit outsiders from changing the data. Such organizations may define a secure network as one that allows arbitrary access to data, but includes mechanism that prevent unauthorized changes. Still other groups focus on keeping communication private: they define a secure network as one in which no one other than the intended receiver can intercept and read a message. Finally, many large organizations need a complex definition of security that allows access to selected data or services the organization chooses to make public, while preventing access or modification of sensitive data that are kept private. 

Another factor is the cost of the security system. Network with higher security means higher cost. We know that we must pay more for higher network security. When design the network security of the network, we must take the cost of the security into consideration and balance the security and cost.

Finally, the security has impact on the productivity of the network. When a network has higher security, of course, it will have low risk. However, the access to the network will be higher restricted, so the productivity will be lower.

The following figure illustrates the relationship between security and productivity.


As the above figure shown, the security of the network is reverse proportion to the productivity of the network. We must balance the security with the productivity and cost. In practical, designing of the security of network includes the following steps:

1. Identify business-related security issues.

2. Analyze security risks, threats, and vulnerabilities.

3. Design the security architecture and the associated processes.

4. Implement security technology and processes.

5. Audit impact of security technology and processes.

6. Evaluate effectiveness of current architectures and policies.

When we design the security for a network, we must follow the above steps. So we can have a network, which works with high productivity, low risk and cost reasonable.
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