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1. Introduction


  


     Protocol layering concepts for computer systems are traditionally discussed in terms of the Open Systems Interconnection (OSI) model. This model was developed in 1978 by the International Organization of Standards (IOS) and provides a model for developing and describing communication between different communication systems. 


    TCP/IP is a set of protocols developed to allow cooperating computers to share resources across a network.  It was developed by a community of researchers centered around the ARPAnet. The TCP/IP protocol has been implemented on almost all major operating systems and computers ranging from microcomputers and embedded systems to main frame computers and supercomputers (Siyan, 1998). Basically, TCP/IP is a non-ISO protocol that was developed before the OSI model. TCP/IP does is similar to the OSI model, but lacks a number of the OSI layers. This report would cover some comparison and contrast between the two main models which uses the concept of protocol layering (Vesota, 1995). 





2. Laying Comparison- TCP/IP Versus OSI





    The OSI model is an abstract model and serves as a yardstick to describe the different communication functions. It consists of seven layers, which is an international standard. In a way, OSI is TCP/IP’s competitor, and may eventually replace it. There is no official TCP/IP protocol model, as there is in the case of OSI. The TCP/IP protocol layers do not match exactly with the OSI layers, but there are a number of similarities. A diagram comparing the four layers in the TCP/IP protocol suite with the seven layers in the OSI model is shown in Figure 2.1. Each part would include comparison and contrast between the layer(s) in the OSI model and their corresponding layer(s) in the TCP/IP.
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Figure 2.1  The OSI and TCP/IP Layers











3. Physical / Data link vs. Subnet





3.1 The Physical Layer





    It is the foundation of communications between any computer systems. The physical layer defines the electrical, mechanical, procedural, and functional specifications for activating, maintaining, and deactivating the physical link between communicating network systems. Physical layer specifications define characteristics such as voltage levels, timing of voltage changes, physical data rates, maximum transmission distances, and physical connectors. Physical-layer implementations can be categorized as either LAN or WAN specifications. 





3.2 The Data Link Layer





     The Data Link Layer provides services to the network layer (Tannenbaum, 1996). This layer describes the functions that must occur for LAN communications within a local network or that matter, a WAN/MAN communication. The Data Link Layer provides the first level of organization of the data bits into a rudimentary structure called a Data Link frame. This frame is organized into fields of information that convey the beginning and ending of the frame, the address of the sender, the address of the receiver, a method to ensure that the frame does not contain errors that may have occurred in the course of being transmitted through the transmission media, and an area to provide some basic administrative function (such as flow control, frame length calculations, and protocol decisions). Data Link Layer flow control manages how much data the destination system can handle.





3.3 Comparing with TCP/IP





   Now we want to know how does the Physical layers and the Data Link Layer of the OSI correspond to the TCP/IP Model.


   Majority of the time, the lower layers below the Interface or Network layer of the TCP/IP model are seldom or rarely discussed.  The TCP/IP model does nothing but to high light the fact the host has to connect to the network using some protocol so it can send IP packets over it.  Because the protocol used is not defines, it will vary from host to host and network to network (Tannenbaum, 1996). That being the case, after much deliberation by organizations, it was decided that the Network Interface Layer in the TCP/IP model corresponds to a combination of the OSI Data Link Layer and network specific functions of the OSI network layer.  The physical layer of course, does what the physical layer should do (Piscitello and Chapin, 1993).  As the lower layers of the OSI correspond directly to the Sublayer layer of the TCP/IP model, it would be unproductive to explain further in detail the functionality twice, once for OSI model and once for TCP/IP model.  











4. Network vs. Internet





    In OSI architecture, its network layer controls the operation of a sub-net, provides routing, congestion control and accounting. The network-level internet services, in TCP/IP architecture, correspond more or less directly to the services provided by OSI’s network layer.





4.1 Protocols of the network layer and internet


   


        The network layer provides both connectionless and connection-oriented services. As for the TCP/IP architecture, the internet layer is exclusively connectionless. X.25 and TCP/IP internet protocol are the 2 well known network protocol. X.25 is a connection-oriented protocol as compared to Internet Protocol (IP), which is a connectionless oriented protocol.





4.1.1 OSI’s connection-oriented network protocol





      The CCITT standard for X.25 defines the DTE/DCE interface standard to provide access to a packet-switched network. It is the network level interface, which specifies a virtual circuit (VC) service. A source host must establish a connection (a VC) with the destination host before data transfer can take place. The network attempts to deliver packets flowing over a VC in sequence.


    When a connectionless network service is provided to communicating transport entities in OSI, the X.25 packet-level protocol plays the role of a subnet access protocol operating beneath an internetworking protocol, and each X.25 virtual circuit serves as a simple bit pipe. OSI network datagrams are mapped onto these subnet connections and transferred between communicating network entities. A minimal subnetwork service is expected from X.25 networks operating in the subnetwork role; essentially, virtual circuits must be capable of handling a maximum service data unit size of no less than 512 octets. 





4.1.2 Connectionless Network Service





     Both OSI and TCP/IP support a connectionless network service: OSI as an alternative to network connections and TCP/IP as the only way in use.





4.1.2.1. Datagram Service in OSI





    A “datagram” primitive is used to describe the process of submitting user data to and receiving user data from the connectionless network service provider. OSI’s connectionless network service (CLNS) is a best-effort-delivery service. Each network service data unit submitted to the OSI connectionless network service contains all the addressing and service quality information necessary to forward the packet from its source to its destination, over potentially many intermediate “hops” along the way.








4.1.2.2 Datagram Service in TCP/IP





   In keeping with the TCP/IP design principle of end-to-end reliability provided by an end-to-end transport protocol, TCP’s expectations are minimal.  OSI’s CLNP is functionally identical to the Internet’s IP. Both CLNP and IP are best-effort-delivery network protocol. The major difference between the two is that CLNP accommodates variable-length addresses, whereas IP supports fixed, 32-bit address.





4.2 Network Layer Addresses





   Network-layer addresses identify the hosts (end systems) attached to TCP/IP and OSI networks. IP and OSI network service access point (NSAP) addresses share several common attributes: 


1. They are globally unique - address administrations and policies exist to ensure that no two host machines use the same network address. 


2. They accommodate (and prescribe) hierarchies, which enable groups of hosts to be associated with a specific domain (and possibly subdomains within that domain). 


3. They convey information that is used to determine routes between hosts, across potentially many (sub)networks. 


Network addressing in the Internet accommodates a single network service; network addressing in OSI must accommodate not only multiple network services but a very large number of public numbering and private addressing plans 





4.2.1 Internet (IP) Addresses





    The lnternet network address is more commonly called the “IP address.” It consists of 32 bits, some of which are allocated to a high-order network-number part and the remainder of which are allocated to a low-order host-number part. The distribution of bits - how many form the network number, and how many are therefore left for the host number - can be done in one of three different ways, giving Five different classes of IP address (Figure 4.1). 
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Figure 4.1 IP address classes





The network number identifies a real subnetwork, and the host number identifies a physical interface to that subnetwork. Whereas the OSI network-layer address identifies the abstract service access point between the transport and network layers, the Internet address identifies the actual point of attachment of a computer system to a real subnetwork (the “network interface”). In OSI, this would be referred to as a “subnetwork point of attachment address,” which is not at all the same thing as an NSAP address.





4.2.2 OSI Network Layer Addressing





     The network-layer addressing standard contained within the network service definition defines a hierarchically structured, globally unambiguous network addressing scheme for OSI. The global network addressing domain is composed of multiple subdomains called network addressing domains. An addressing authority exists for each network addressing domain; it is responsible for assigning addresses and assuring the uniqueness of the assigned addresses within the domain. The addressing authority also determines the rules for specifying addresses within the domain (abstract syntax), provides a human-readable representation of addresses that could be obtained from directories (external reference syntax), and describes how the addresses are to be conveyed in network-layer protocols (encoding).


       The concept of network addressing domains is recursive; an individual network addressing authority may further subdivide its domain into subdomains, and each subdomain would again have its own authority to determine rules of address syntax and administer addresses. ISO/IEC and CCITT jointly administer the global network  addressing domain. The initial hierarchical decomposition of the NSAP address is defined by (ISO/IEC 8348) and is illustrated in the figure below. The standard specifies the syntax and the allowable values for the high-order part of the address - the Initial Domain Part (IDP), which consists of the Authority and Format Identifier (AFI) and the Initial Domain Identifier (IDI) - but specifically eschews constraints on or recommendations concerning the syntax or semantics of the domain specific part (DSP).





5. Transport Layer





5.1 Transport Layer Functionality





     Transport Layer is to takes the information to be sent and breaks it into individual packets that are to sent and reassembled into a complete message by the Transport Layer at the receiving node. The Transport Layer may also provide a signaling service for the remote node so that the sending node is notified when its’ data is received successfully by the receiving node. Unfortunately, networks are dynamic, and things do go wrong on a regular basis. Packets are lost on bad wiring, connections are broken when people decide to rewire the network in their offices, and messages are scrambled as they are routed through different subnets. Because of these sorts of problems, Packets are not guaranteed to arrive in a specific order. If an error does occur during transmission, it’s up to the Transport Layer to reliably correct these errors. 





5.2 TCP and UDP Protocol





      UDP is important because it’s used extensively on TCP/IP networks and is generally considered part of the TCP/IP protocol. The primary difference between UDP and TCP is that UDP does not necessarily provide reliable data transmission. In fact, there’s no guarantee by the protocol that the data will even arrive at its destination. UDP is effective and useful in many ways. When the goal of a program is to transmit as much information as quickly as possible, where any given piece of the data is relatively unimportant, UDP is used. Applications that transmit video, for example, are interested in getting the video stream to its destination as quickly as it can. It doesn’t matter if a pixel or two are scrambled, just that the video is as smooth and fluid as possible. This sort of communication is also used in many Internet games. When playing a multi-player game over the Internet, it’s unlikely that every single piece of position information is necessary for the game to function properly; therefore, data is sent out as quickly as possible, and what doesn’t arrive in its original form is discarded. Many programs will use a separate TCP connection as well as a UDP connection. Important status information is sent along the reliable TCP connection, while the main data stream is sent via UDP. 


    The purpose of TCP is to provide data transmission that can be considered reliable and to maintain a virtual connection between devices or services that are “speaking” to each other. TCP is responsible for data recovery in the event that packets are received out of sequence, lost, or otherwise corrupted during delivery. It accomplishes this recovery by providing a sequence number with each packet that it sends. Keep in mind that the lower Network Layer treats every packet like a separate unit; therefore, it’s possible for packets to be sent along completely different routes, even though they’re all part of the same message. This routing is very similar to how the Network Layer handles fragmenting and reassembling packets, only at one level higher. 


     To ensure that data has been received correctly, TCP requires that an acknowledgement, called an ACK, be received from the destination machine upon successfully receiving the data. If the appropriate ACK is not received within a certain time limit, the packet is retransmitted. If the network is congested, this retransmission leads to duplicate packets being sent. The receiving machine, however, uses the sequence number of the packet to determine if it is a duplicate and discards it if necessary. (Ray, 1999)


      TCP also allows the receiver to specify the amount of data it wants sent to it. By specifying acceptable sequence numbers after the last received sequence, the sender can be informed that the receiver is only capable of receiving a very specific set of data, and will not blindly send data and then wait for acknowledgement. “Sequence numbers allow flow control: the ability to ask the sender to pause or slow down. The TCP-PDU (Protocol Data Unit) header has a window size field that tells the sender’s transport layer program how many bytes may transmit beyond the last message acknowledged” (Panko, 1999).


TCP and UDP both communicate using the concept of ports. A port is a virtual outlet that can be opened on a network device. Ports are generally predetermined and are related to a particular service that’s running on a machine. Some common ports, and the services that run on them, are listed here:





    FTP: 21 and 20;  TELNET: 23: SMTP: 25; HTTP: 80: POP3 110 





    By specifying ports and including port numbers with TCP/UDP data, the process of multiplexing is achieved. Multiplexing allows multiple network connections to take place simultaneously. (Ray, 1999) 


      The port numbers, along with the source and destination addresses for the data, determine a socket. Each machine that communicates using TCP will open a socket to the receiving machine. Once the sockets are connected, the machines may speak across the connection reliably. A single machine may open multiple sockets and handle many incoming or outgoing connections at once. 


      During the lifetime of a connection, there are several states that the communicating devices can be in. TCP controls these states and makes the information available to the upper network layer in case it wants to act based on the status of the connection. 


      The states that can exist are as follows:





LISTEN-A device is “listening” for a connection request from a remote device. 


SYN-SENT-A connection request has been sent, and the device is waiting for a corresponding acknowledgement. 


SYN-RECEIVED-The corresponding request has been returned, and the device is now waiting for a final confirmation of the connection. 


ESTABLISHED-A connection exists, and the data can be transmitted and received reliably. 


FIN-WAIT-1-The device is waiting for a request that the connection be terminated or acknowledgement that its request for termination has been received. 


FIN-WAIT-2-The device is waiting for connection termination request from the remote device. 


CLOSE-WAIT-The device is waiting for a connection termination request from the upper network layer. 


CLOSING-The device is waiting for connection termination acknowledgement from the remote user. 


LAST-ACK-The device is waiting for the final acknowledgement of connection termination from the remote machine. 


TIME-WAIT-The device is waiting for a timeout period to be sure that the remote device has received its acknowledgement of connection termination. 


CLOSED-There is no connection. 															


      As can see, the majority of the states are related to the closing of a connection. While this preponderance may seem a little strange, it’s particularly important that machines know when a connection is closed so they can free the resources (memory, server processes) that a particular connection may have been using. 

















5.3 OSI Transport Layer vs. TCP/IP Transport Layer





     The features of UDP and TCP defined at TCP/IP Transport Layer correspond to many of the requirements of the OSI Transport Layer. There is a bit of bleed over for requirements in the session layer of OSI since sequence numbers, and port values can help to allow the Operating System to keep track of sessions, but most of the TCP and UDP functions and specifications map to the OSI Transport Layer. 


     The TCP/IP and OSI architecture models both employ all connection and connectionless models at transport layer. However, the Internet architecture refers to the two models in TCP/IP as simply “connections” and datagrams. But the OSI reference model, with its penchant for “precise” terminology, uses the terms connection-mode and connection-oriented for the connection model and the term connectionless-mode for the connectionless model. (Tannenbaum, 1996).


     As mentioned above, the Transport layer of the OSI correspond directly to the Transport layer of the TCP/IP model, it would be unproductive to explain further in detail the functionality twice, once for OSI model and once for TCP/IP model.  


       All these error correction can be achieved because Transport Layer protocols include the capability to acknowledge the receipt of a packet; if no acknowledgement is received, the Transport Layer protocol can retransmit the packet or time-out the connection and signal an error. Transport protocols can also mark packets with sequencing information so that the destination system can properly order the packets if they’re received out-of-sequence (which is a possibility on packet-switched networks). In addition, Transport protocols provide facilities for insuring the integrity of packets and requesting retransmission should the packet become garbled en route. 


      Finally, Transport protocols provide the capability for multiple application processes to access the network by using individual local addresses to determine the destination process for each data stream. These addresses are often referred to as ports and connections opened to these ports as sockets.


     In briefly, without the Transport Layer, communication would not be possible as it is the basic end-to-end building block for host networking.  It plays the same critical role in both the OSI and TCP/IP architectures; providing both connections oriented and connectionless oriented.  For applications that do not require the reliability of a transport connection, OSI and TCP/IP provide connectionless alternative as separate protocols.  However, connection oriented protocol allows one facilities belonging to end users to ensure that their applications get the data pipe that they want regardless of what the network is prepared to provide at the facilities belonging to the network. (Piscitello and Chapin, 1993)





6. Comparing the Upper Layers
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6.1 Session Layer





    The Session Layer, permits two parties to hold ongoing communications called a session across a network. The applications on either end of the session can exchange data or send packets to another for as long as the session lasts. The Session layer handles session setup, data or message exchanges, and tear-down when the session ends. It also monitors session identification so only designated parties can participate and security services to control access to session information. (Tittel,1998)


    The TCP/IP model does not have a general session layer protocol. This is because most of the characteristics of the Session layer are provided by the TCP protocol (Transport Layer) and the term ‘session’ is not used, in TCP/IP the term “sockets” and “ports” are used to describe the path over which cooperating application communicates. If TCP/IP applications require special session services they provide their own. An example of such a TCP/IP application services is the Network File System (NFS), which implements its own Session layer service.





6.2 Presentation Layer





    The Presentation Layer handles data format information for networked communications. For outgoing messages, it converts data into a generic format that can survive the rigors of network transmission; for incoming messages, it converts data from its generic networked representation into a format that will make sense to the receiving application. (Tittel,1998) An example of this generic format is called abstract syntax notation.1 (ASN.1). 


    The presentation layer is also concerned with other aspects of information representation. For example, data compression can be used to reduce the number of bits that have to be transmitted and cryptography is frequently required for privacy and authentication.


    As with Session layer, Presentation layer is too not present in TCP/IP model. Instead this function is frequently handled within the applications in TCP/IP through some TCP/IP protocols below: External Data Representation Standard (XDR) is a standard for the description and encoding of data. It is useful for transferring data between different computer architectures: Multipurpose Internet Mail Extensions (MIME) extends the format of Internet mail to allow non-US-ASCII textual messages, non-textual messages, multipart message bodies, and non-US-ASCII information in message headers.





6.3 Application Layer





     The Application Layer is the top layer of the reference model. It provides a set of interfaces for applications to obtain access to networked services as well as access to the kinds of network services that support applications directly, including services such as networked file transfer, message handling, and database query processing. (Tittel, 1998)


    The application services, whether OSI or TCP/IP based, share some characteristics in common. For example the file transfer application in OSI (FTAM) and TCP/IP (FTP) will have at least the following characteristics:


An end-user interface that provides a human or another application with the means to enter commands that direct the application to send files to and receive file from a remote host, list or change directories, rename or delete file, etc.


The means of performing input to and output from mass storage device(s) (disk-tape)


The means of transferring the files and file-related information between hosts.





  Thus, for both OSI and TCP/IP, there are local and communications components to every distributed or end-user application.


    Although the notion of an application process is common to both TCP/IP and OSI, their approach to constructing application entities is different. (Piscitello and Chapin, 1993).





6.3.1 TCP/IP Approach





      In TCP/IP, each application entity is composed of whatever set of function it needs beyond end to end transport to support a distributed communications service - e.g., the exchange of mail, remote file access - into the protocol(s) of that particular application.


In other words, each application process builds in its own, often unique set of tools, commands and exchange mechanisms.


   There is no common notion of establishing application “connections” among these services and no common reliable transfer and dialogue-control service, nor is there true, common network-programming language or a common remote procedure call mechanism.


   Most of these application processes builds in what it needs and assumes only that an underlying transport mechanism (datagram or connection) will be provided.





6.3.2 OSI Approach





      In OSI, each distributed application service selects functions from a large common “toolbox” of application service element (ASEs) and complements these with application service elements that perform functions specific to given end-user service - e.g. mail (message handling) or file transfer. Conceptually, application entities in TCP/IP have a single service element, whereas application entities in OSI may have many.


    In OSI, application service elements that provide intuitively obvious “end-user” application services - message handling, directories, file transfer - can themselves be regarded as tools of multifunction distributed applications; a messaging application may for example, make use of both message handling service and directory service elements, the latter invoked for the purpose of obtaining inter-mail application routing information or mail addresser. Moreover, an application service element like mail handling could also act as a “tool” for other application services, such as electronic data interchange and office document interchange.





7. Conclusion





    The designers of OSI assumed that this model and the protocols developed within this model would come to dominate computer communications, eventually replacing proprietary protocol implementations and rival multivendor models such as TCP/IP. This has not happened. The Open Systems Interconnection (OSI) model could be use to provides a common, organized map that telecommunications designers and managers can refer to in guiding their decisions and making it possible to discuss issues in well-defined and understood terms. It is also use commonly as teaching aids. Although many useful protocols have been developed in context of OSI, the overall seven-layer model has not flourished. Instead, the TCP/IP architecture has come to dominate. There are a number of reasons for this outcome. Perhaps the most important is that the key TCP/IP protocol was mature and well tested at a time when similar OSI protocol were in the development stage. TCP/IP protocol is relatively simple and robust compared to alternatives such as OSI and it is available on virtually every hardware and operating system platform--often free (Stalling, 1998).
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