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I.  Introduction:
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it would take a hacker a trillion x trillion years

to break 128-bit encryption using current technology.
Now that's secure!



When you are surfing the web especially a shopping site, Some times a pop-up window like following window will appear

What is that? Why any information you exchange with this site cannot be viewed by anyone else on the Web? If you look carefully, you will find the web site’s address begins with HTTPS:// instead of HTTP://  

II. What is HTTPs 

HTTPS stands for Secure Hypertext Transfer Protocol, which provides increased security for information exchanged in the World Wide Web by transferring encrypted information between computers. HTTPs =Encryption+ HTTP.  HTTPS is a version of HTTP using a Secure Socket Layer (SSL). A secure socket layer is an encryption protocol invoked on a Web server that uses HTTPS. It is a protocol that encrypts a single TCP session. Using this Asymmetric Encryption all data exchanged over a TCP socket can be cryptographically protected. SSL is the base of HTTPs - the secure World Wide Web protocol. SSL was designed by Netscape using algorithms invented by RSA (Rivest-Shamir-Adelman). Commercial implementations may be purchased from RSA. A free and robust implementation called SSLeay is also internationally available. 

III. Why do we need it?

When you send a postcard. The card contains your address and a destination address. The post office will deliver to the destination. You do not know the route of the delivery. Any one in the middle can see all content of the post card. That is why we do not put private information on post card. The regular Internet works the same way as the post cards do. When you send a message over Internet using HTTP. The TCP/IP will pack your message in packets (add source and destination address to them) and send over networks. You only know where it will arrive and you do not know where it will pass during the transmission. The TCP/IP only guaranty the arrival of the message. It can not control the passage of the packets and can not protect the packet from being eavesdropped by the middleman. When the packets pass through intermediate computers, it possible for a third party to access the information you sent. In most multi-access networks, it is trivially easy for a host to set its network interface into "promiscuous mode", and copy all data frames which pass across the network. This is called eavesdropping  or  packet snapping. Once the host has copies of all the frames it desires, it can then analyses them to discover the data they contain. Most data transfers across the Internet are simply sent as plain text. Thus it is simple to observe messages transmitted by others. This is the origin of the assertion that "The Internet is insecure".  

You certainly do not want somebody else to learn your credit card number, record a sensitive conversation, or intercept classified information. The solution is encryption - encoding the message so that it is unintelligible to the intruder. Only the receiver can decrypt the message to the original form. The Internet protocol deal with encryption is HTTPS and it is implemented by using SSL. Nowadays, with the emerge of E-commence. The need for the secret transferring of data like credit number and personal information over Internet is even demanding. If there were no secret sending of data. The E-commence would not exist.

IV. Why still using HTTP?

Internet connection is slow now (most of the user using 56K modem to connect to Internet). HTTPS will add more overheads. Most of the data is not sensitive and is accessible to the general public, which do not need secret transferring. So we use HTTP for most data, while use HTTPS for sensitive data like credit card number.
V. Encryption

Encryption is the key elements of the SSL or HTTPS. It is the science of secret writing with a long history. It was mainly used in the military for the protection of sensitive communication. Encryption is the transformation of data into a form that is impossible to read without the appropriate knowledge (a key). It ensures the privacy by keeping key secret.

Single Key and Two Key Algorithms
In a single key (or symmetric) algorithm the same key is used for encryption and decryption. In this case security relies on the secrecy of the key (for this reason these algorithms are sometimes called secret key algorithms). The process is illustrated below:
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DES (data encryption standard) is one of the popular single key (or symmetric) algorithm which use Chain Block Cipher (CBC) mode. In the CBC mode, each block of plaintext is exclusive-ORed (XOR) with the ciphertext output from the previous encryption operation. Thus, the next block of ciphertext is a function of its corresponding plaintext, the 56-bit key and the previous block of ciphertext. Identical blocks of plaintext no longer generate identical ciphertext, which makes this system much more difficult to break. 
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PRIVATE "TYPE=PICT;ALT=DES Chain-block cipher"
The CBC mode of DES is the normal technique used for encryption in modern business data communications.

In a two key (or asymmetric) algorithm, different (but paired) keys are used for encryption and decryption. Asymmetric algorithms are more commonly known as public key algorithms: the key used for encryption is the public key and is not kept secret. The decryption key (private key) is kept secret.
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RSA is a public key cryptosystem  invented in 1977. RSA public key cryptography is widely used for authentication and encryption in the computer industry. Netscape has licensed RSA public key cryptography from RSA Data Security Inc. for use in its products.

Public key encryption is a technique that uses a pair of asymmetric keys for encryption and decryption. Each pair of keys consists of a public key and a private key. The public key is made public by distributing it widely. The private key is never distributed; it is always kept secret. 

Data that is encrypted with the public key can be decrypted only with the private key. Conversely, data encrypted with the private key can be decrypted only with the public key. This asymmetry is the property that makes public key cryptography so useful. 

Comparison of Asymmetric and Symmetric Algorithms
The main strength of asymmetric (public key) algorithms is that they facilitate secure exchange of encrypted messages without requiring the exchange of secret keys. As long as the public key of the recipient is known, the process is simple:

1. Message sender obtains public key of recipient. This may be from a Certification Authority (CA) providing PKI (Public Key Infrastructure), etc. 

2. Message is then encrypted with public key and sent to recipient. 

3. Recipient decrypts message with the recipient's private key. 

4. Only the recipient who has the private key paired to the public key can decrypt the message to the original form. Nobody else can do that. Even if they got the message. they are unable to read the encrypted message.
Hybrid System

Two key (or asymmetric) encryption is however computationally intensive, so much slower than single key encryption. It is therefore unsuitable for direct encryption of long messages or files. 

Symmetric algorithms can be very fast and are suitable for long message and file encryption. But it has the problem of keeping the key secret during delivering. The requirement for secure exchange of the secret key makes symmetric encryption difficult to use  unless public key encryption is also used (to provide secure exchange of the secret key).


Solution: Hybrid System.  The combination of the two algorithms. Using the single key encryption to achieve the high-speed encryption. Using asymmetric key  encryption to guarantee the secret delivery of the single-key .

VI  How secure is the Encryption
Public key, or asymmetric key encryption, ciphers generally require longer keys than symmetric ciphers to achieve the same level of security. Comparing key lengths between different encryption algorithms is not particularly productive as the different algorithms have different characteristics. The following table, however, from B. Schneier. Applied Cryptography, 2e. John Wiley & Sons. 1996, gives a rough idea of the security (when considering brute force attacks) of symmetric versus asymmetric encryption algorithms with respect to key length. 

PRIVATE
Symmetric Key Length
Public-key Key Length 

56 bits
384 bits

64 bits
512 bits

80 bits
768 bits

112 bits
1792 bits

128 bits
2304 bits

  
DES(Data Encryption Standard) algorithm is the most widely used encryption algorithm in the world. DES operates using key sizes of 56- bits. The keys are actually stored as being 64 bits long, but every 8th bit in the key is not used. By "brute force"(trying every possibility) you have to try as many of the 2^56 possible keys as you have to before decrypting the ciphertext into a sensible plaintext message. In 1998, Under the direction of John Gilmore of the EFF, a team spent $220,000 and built a machine that can go through the entire 56-bit DES key space in an average of 4.5 days. On July 17, 1998, they announced they had cracked a 56-bit key in 56 hours. The computer, called Deep Crack, uses 27 boards each containing 64 chips, and is capable of testing 90 billion keys a second. 
So an encryption algorithm with equivalent of key length less than 64-bit length is considered to be weak encryption. because the government have the enough computing power to crack it easily. The 64-lenghth key can only prevent from the regular hackers who do not the equivalent computing power like NASA or FBI. 

If you try to crack an 128-bit key encryption, it will takes 272(more than 107 ) of “deep Crack” 56 hours to crack that encrypted message. Or it will takes 10 billion “deep Crack” more than 1 billion years to crack that encrypted message. So it is impossible to crack a message encrypted with 128-bit length key. Even the FBI or NASA don’t have that computer power to crack the 128-bit length key encryption. So equivalent key length at lest 128-bit is considered to be strong encryption. On the Verisign.com web site, there is a slogan about the strength of the 128-bit encryption.
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But with the rapid development of the computer industry. It is possible that the FBI ten years later will have the computing power to crack the 128-bit length key. If you do not want anybody to crack your message. The only solution is to pick an algorithm with a longer key. So that there isn't enough silicon in the galaxy or enough time before the sun burns out to brute- force your encryption. 

VII.  Authentication

Authentication is the process of confirming the identity of a party with whom one is communicating. You cannot always be sure that the entity with which you are communicating over the Internet is really who you think it is. A certificate is used to identify the identity over Internet. A certificate is a digitally signed statement vouching for the identity and public key of an entity (person, company, etc.). Certificates can either be self-signed or issued by a Certification Authority (CA). Certification Authorities are entities that are trusted to issue valid certificates for other entities. Well-known CAs includes VeriSign, Entrust, and GTE CyberTrust. X509 is a common certificate format, and they can be managed by the JDK's keytool.

Like a driver's license, a passport, or other commonly used personal IDs, a certificate provides generally recognized proof of a person's identity. Public-key cryptography uses certificates to address the problem of impersonation . A public key certificate can be thought of as the digital equivalent of a passport. To get a driver's license, you typically apply to  the Department of Motor Vehicles, which verifies your identity, your ability to drive, your address, and other information before issuing the license.  Certificates work much the same way . Certificate authorities (CAs) are entities that validate identities and issue certificates. The CA can be likened to a notary public. They can be either independent third parties or organizations running their own certificate-issuing server software (such as Netscape Certificate Server).  The certificate issued by the CA binds a particular public key to the name of the entity the certificate identifies (such as the name of an employee or a server). Certificates help prevent the use of fake public keys for impersonation. Only the public key certified by the certificate will work with the corresponding private key possessed by the entity identified by the certificate. 

A public key certificate contains several fields, including: 

1. Issuer - The issuer is the CA that issued the certificate. If a user trusts the CA that issues a certificate, and if the certificate is valid, the user can trust the certificate. 

2. Period of validity - A certificate has an expiration date, and this date is one piece of information that should be checked when verifying the validity of a certificate.

3. Subject - The subject field includes information about the entity that the certificate represents. 

4. Subject's public key - The primary piece of information that the certificate provides is the subject's  public key. All the other fields are provided to ensure the validity of this key.

5.Signature - The certificate is digitally signed by the CA that issued the certificate. The signature is created using the CA's private key and ensures the validity of the certificate.  

 The CA's digital signature allows the certificate to function as a "letter of introduction" for users who know and trust the CA but don't know the entity identified by the certificate.  

A public key certificate provides a safe way for an entity to pass on its public key to be used in asymmetric cryptography. The public key certificate avoids the following situation: if Charlie creates his own public key and private key, he can claim that he is Alice and send his public key to Bob. Bob will be able to communicate with Charlie, but Bob will think that he is sending his data to Alice. 

If Bob only accepts Alice's public key as valid when she sends it in a public key certificate, Bob will not be fooled into sending secret information to Charlie when Charlie masquerades as Alice.  

VIII. steps to authenticate a server's identity: 

1. Is today's date within the validity period? The client checks the server certificate's validity period. The client goes on to step2 only if the current date and time are within the certificate's validity period.

2. Is the issuing CA a trusted CA? Each SSL-enabled client maintains a list of trusted CA certificates. If the distinguished name (DN) of the issuing CA matches the DN of a CA on the client's list of trusted CAs,   the client goes on to step3. If the issuing CA is not on the list, the server will not be authenticated unless the client can verify a certificate chain ending in a CA that is on the list.

3. Does the issuing CA's public key validate the issuer's digital signature? The client uses the public key from the CA's certificate (which it found in its list of trusted CAs in step 2) to validate the CA's digital signature on the server certificate being presented.   If the CA's digital signature can be validated, the server treats the user's certificate as a valid "letter of introduction" from that CA and the server’s certificate is valified. Goes to step 4.

4. Does the domain name in the server's certificate match the domain name of the server itself? This step confirms that the server is actually located at the same network address specified by the domain name in the server certificate.  This provides protection against a form of security attack known as a Man-in-the-Middle Attack. Clients must refuse to authenticate the server or establish a connection if the domain names don't match. If the server's actual domain name matches the domain name in the server certificate, the client goes on to step5.

5. The server is authenticated. The client proceeds with the SSL handshake. The communication between the client and server is encrypted. If the client doesn't get to step 5 for any reason , the user will be warned of the problem and informed that an encrypted and authenticated connection cannot be established.  
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IX. The network layer of SSL   

The SSL protocol runs above TCP/IP and below higher-level protocols such as HTTP or IMAP. It uses TCP/IP on behalf of the higher-level protocols, and in the process allows an SSL-enabled server to authenticate itself to an SSL-enabled client, allows the client to authenticate itself to the server, and allows both machines to establish an encrypted connection.
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X.  Implementation of HTTPS:

The successful use of the HTTPS protocol requires a secure server to handle the request. 

In order to offer secured communications using SSL, a digital certificate from a certificate authority has been installed on the central servers. A certificate is valid for only one server name and only one certificate can be installed on a server. This means that the certificate is valid only if the site is accessed using the physical machine name (webxx.cern.ch/sitename) instead of the logical one (sitename.web.cern.ch/sitename).

Secure Sockets Layer (SSL) allows software to communicate with Web servers in a secure, encrypted manner. Many Web sites that conduct electronic commerce use SSL to securely transmit credit card numbers from a customer's Web browser to the Web server. 

All sites stored on the central Web Servers support both the http:// and https:// protocols. If you want to take advantage of SSL, you can create secure hyperlinks in Web pages. Secure hyperlinks begin with https:// instead of the standard http:// 

Example:

<A HREF="https://cern.ch/WebServices/SecurePage.html">HTTPS Example Link</A>

When users will click on the link, they will transfer the document encrypted.  

Even if the communication between Alice and Bob is being observed, nobody but Bob can get the secret. The SSL security protocol provides data encryption, server authentication, message integrity, and optional client authentication for a TCP/IP connection. Because SSL is built into all major browsers and web servers, simply installing a digital certificate turns on their SSL capabilities. 

XI.  How do you https being used:

To determine the type and grade of security involved in your current HTTPS connection, from the View menu, select Page Info. This will display information about the quality of the HTTPS connection, and it will also show you the identity of the certificate authority (CA) that issued the server's certificate. 

XII.  https VS. http
SSL imposes a performance hit on serving of Web content due to the additional encryption steps that must be performed. Information that does not need to be transmitted over a secure channel should be left to normal  http. Most implementations of the HTTPS protocol involve online purchasing or the exchange of private information. Accessing a secure server oftentimes requires some sort of registration, login. An area where this insecurity can present a serious problem is password authentication. Many protocols (e.g. Telnet) send the username and password across the network as plain text. This information can be observed, under certain conditions, by another user. You need to always be aware of this! 

XIII. Legal issue  
The US government considers encryption software to fall into the same area as munitions for export purposes. The US has a set of regulations, called the International Traffic in Arms Regulations (ITAR), that limits what is exportable. Encryption software may only be exported from the United States with a license from the State Department. This license is only available for software, which uses 40-bit session keys. All encryption products developed in the US are subject to this export restriction - compared to the usual US domestic 128-bit key lengths. This crippled encryption software, which is built into web browsers and most network software where security is important, can actually be worse than having no encryption at all. It gives users a false sense of security. 

This regulation makes no sense for the controlling of the overseas encryption, because any one can get a strong encryption software from the web site of Australia or UK. But because of this regulation, a lot of software gives up the strong encryption. So the government can easily see the messages over Internet. That is exactly what the government wants. The government wants to access to any one’s information, including private information. There is no way for the government to crack the strong encryption. 
 Summery

The SSL communication  begins with an exchange of information between the client and the server. This exchange of information is called the SSL handshake. The three main purposes of the SSL handshake are: 

· Negotiate the cipher suite 

· Authenticate identity   

· Establish information security by agreeing on encryption mechanisms 

Negotiating the Cipher Suite. The SSL session begins with a negotiation between the client and the server as to which cipher suite they will use. The client tells the server which cipher suites it has available, and the server chooses the best mutually acceptable cipher suite. 

Authenticating the Server.  Authenticating the server allows the client to be sure that the server represents the entity that the client believes the server represents. To prove that a server belongs to the organization that it claims to represent, the server presents its public key certificate to the client. If this certificate is valid, the client can be sure of the identity of the server. The client and server exchange information that allows them to agree on the same secret key. For example, with RSA, the client uses the server's public key, obtained from the public key certificate, to encrypt the secret key information. The client sends the encrypted secret key information to the server. Only the server can decrypt this message since the server's private key is required for this decryption. 

 Both the client and the server now have access to the same secret key. With each message, they use the cryptographic hash function, chosen in the first step of this process, and shared secret information, to compute an HMAC that they append to the message. They then use the secret key and the secret key algorithm negotiated in the first step of this process to encrypt the secure data and the HMAC. The client and server can now communicate securely using their encrypted and hashed data.   

SSL Messages

Client 
  
Server 

1. Client hello 
----->         



<----- 
2. Server hello 


<-----
3. Certificate


 <-----
4. Server key exchange(optional)    

5Certificate verification



6. Client key exchange(optional)    
-----> 


7. Encrypted data 
<----- >
  Encrypted data 

1. Client hello - The client sends the server information including the highest version of SSL it supports and a list of the cipher suites it supports.   The cipher suite information includes cryptographic algorithms and key sizes. 

2. Server hello - The server chooses the highest version of SSL and the best cipher suite that both the client and server support and sends this information to the client. 

3. Certificate - The server sends the client a certificate .

4. Server key exchange(optional)   - The server sends the client a server key exchange message when the public key information sent in 3) above is not sufficient for key exchange.

5. Certificate verification- The client check the certification to see if it is valid

6. Client key exchange(optional)    -If the server asks for key exchange. The client generates information used to create a key to use for symmetric encryption. For RSA, the client then encrypts this key information with the server's public key and sends it to the server. 

7. Encrypted data - The client and the server communicate using the symmetric encryption algorithm and the cryptographic hash function negotiated in Messages 1 and 2, and using the secret key that the client sent to the server in Message 5.  
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