Connecting With VPN.

The process of making the VPN connection is similar to a standard DUN (dia-up networking) connection. First, you will make a connection to an ISP. If you are traveling, you can use a local-access number so you don't have to spend any money on long-distance calls. Then, you create a second connection to your corporate network. 
This connects directly to an IP (Internet Protocol) address (at your network POP) and then you put in your network password and log on just as you would normally. Although it looks like you are dialing in twice, the second connection is actually just the tunnel that goes through the Internet and to your corporate network. The only weird thing from a user perspective is that you have to dial up twice, which is a little confusing for people at first. They think that you need two phone lines, and that you are actually making two connections or something like that.

The system administrator of your corporate network will have to configure the network to handle the PPTP standard. Once that is done, and you have been given the appropriate IP address, you just connect, enter your login name and password, and you are part of the network.   

The users best suited for this remote connectivity tool are business travelers who currently connect by dialing directly into their corporate network. This procedure is more expensive and more difficult to implement than connecting with VPN.

If you can call a local ISP in Boise, Idaho, and easily and securely connect to your corporate network back in Atlanta, you are going to find VPN invaluable. 

 How VPNs Work 

A VPN creates privacy by encrypting a message before it is placed on the public network, then it decrypts the message after it arrives at the other end of the public network. This encrypted message passage is called a tunnel. The hardware and software at the tunnel endpoints are responsible for the encryption that hides the information and the authentication that controls access to the tunnel. 

Therefore, the VPN as an automatically takes care of encrypting all communication over the network. Note that this is a different model than manually sending encrypted files because the communicating applications in this sense are unaware that their messages have been encrypted for part of the transit. The VPN model eliminates the need for manual encryption. Furthermore, the VPN model permits secure interactive communication, such as logging into corporate servers from a remote site. In this case, the username and password used to log in are sent over the Internet in encrypted form 
Details 

A message on an Internet Protocol (IP) network is made up of two parts, a header and the data. These parts function like an envelope and a letter. The header contains information specified by the IP and is needed to deliver the message. The data refers to the user data that is needed by whatever applications happen to be communicating. A VPN will encrypt the entire IP message, both header and data, and wrap the result with a new IP header. This is done so that the information about which computers are communicating through the tunnel cannot be discerned by examining the original header. The only visible header in the tunnel is the newly created header with generic information.

 
Encryption technology aside, VPNs appear to be fairly simple on the surface, but there are many issues to be tackled before using a VPN. First, should you build your own VPN or should you outsource the VPN implementation? The answer depends on a number of factors, including the skill and knowledge level of your company systems administration group. Many Internet service providers (ISPs) are willing to provide VPN services, especially to businesses. This can be a low-capital solution, but it also has several potential drawbacks. 


If you go with one ISP solution, you either have to live with the ISP geographic limitations, or the ISP has to interoperate with other ISPs. The latter arrangement requires compatible VPN technology and ongoing agreements between the ISPs. Another potential drawback is that the ISPs will be responsible for managing accounts for your users, and many companies are reluctant to share user account information. 

To get started with VPNs, there are many resources you can use. Some of the major vendors include Check Point Software Technologies (http://www.checkpoint.com), Cylink Corp. (http://www.cylink.com), Information Resource Engineering Inc. (http://www.ire.com), RADGUARD (http://www.radguard.com), TimeStep Corp. (http://www.timestep.com), and VPNet Technologies (http://www.vpnet.com). Microsoft Windows 98 CD-ROM also contains VPN client software (based on the PPTP protocol). It can be manually installed, but it requires connecting to a PPTP tunnel server like Windows NT Server 4.0 version of the Remote Access Server (RAS). We recommend hardware-based solutions, such as those from the vendors we just mentioned, if you want to set up a VPN for a medium- to large-sized business.


ISPs offering VPN services include GTE Internetworking (http://www.bbn.com/groups/vpn/service/index.htm), Sprint Communications (http://www.sprintbiz.com/ip/vpn.html), and UUNET (http://www.uunet.com).

So where should the endpoints of the VPN tunnel be located? Two common answers to this critical question are depicted. With an ISP-based solution, one end of the tunnel is at the user ISP and the other end is at the company ISP. A more global solution, however, is to locate one endpoint at the user PC and the other end at the company network, as shown in the top diagram.  If you're planning to establish a VPN that is ISP-dependent, like the bottom diagram, another question comes into play. Should the VPN infrastructure be hardware- or software-based? Either way, both hardware and software solutions provide encryption, authentication, and key management. When comparing the two options, it is largely a question of performance, security, and cost. Some VPN solutions consist entirely of software while others are a combination of hardware and software. 

When setting up a VPN for remote users, that side of the tunnel frequently consists of software installed on the user PC. On the company side of the tunnel, a hardware solution is often chosen for better security and a higher level of performance. VPN hardware can either be a standalone unit or part of the existing network infrastructure. The speed capability of a VPN factors in to how many concurrent tunnels (at a given bandwidth) can be supported. Naturally, performance is more important for the VPN infrastructure at the company end of the tunnel rather than at the remote user end because the user software only has to handle its own communication bandwidth.

 
Finally, there is the question of which VPN technology standard to choose. L2TP and SOCKS are two of the leading contenders. Although L2TP has the support of Microsoft and Cisco Systems, the decision to go with one standard over the other is often based on factors such as existing hardware, vendor support, and ISP constraints.

Security Considerations 

Security is the essence of a VPN; without it, a VPN serves no purpose. The three fundamental components of VPN security are encryption, authentication, and key management. Before we discuss each of these components, let's consider the general concept of privacy on the public Internet for a moment. The Internet is open in the sense that anyone can attempt to establish a connection to machines connected to it. This does not mean that anyone is capable of viewing the messages that result from such connections. There is a general misconception that the Internet works like a party-line telephone where anyone who picks up the phone can hear whatever is happening. In reality, the Internet functions more like traditional telephone lines in that its messages take place in an assortment of point-to-point connections. 

To actually enter other people's traffic online, you need to either provide part of the infrastructure as an ISP does or get access to the traffic that flows through part of a carrier facilities. The latter is technically challenging and generally illegal, but has been done in the past. So, for the most part, the Internet is not actually a party-line entity, but it is almost impossible to know who might be listening in on a conversation and when this invasion of privacy is occurring. Thus, it is prudent to employ VPN technology to ensure that any confidential messages and private traffic across the Internet remain private. 

The Essence 0f Encryption

 Encryption is the translation of a message, called a plaintext, into a secret code, which is called a ciphertext. VPNs use encryption in the following way: a plaintext message is sent to one end of the tunnel. That message is encrypted into a ciphertext and sent across the public network to the other end of the tunnel. At the far end of the tunnel, the ciphertext is converted back to plaintext and forwarded to the user. This process appears in Figure 2. Clearly, a primary consideration for security is the strength of the encryption going through the tunnel; if outsiders can easily decrypt the ciphertext, the VPN loses some of its value. 

It is convenient to view the encryption technique as a function that takes the input of a plaintext message, along with a key, and creates ciphertext. Likewise, it is helpful to view the decryption algorithm as a function that takes ciphertext as input, along with a key, and returns the message to plaintext. Two major encryption techniques differ depending on the functions of the keys they use. They are public key (also known as asymmetric key) encryption and shared key (also known as symmetric key) encryption. Most VPNs take advantage of both techniques. 


With a shared key algorithm, such as DES, triple-DES, and IDEA, the exact same key is applied to both the encryption function and the decryption. For example, the sender encrypts the plaintext with key K1 and the receiver decrypts the ciphertext with key K1. A significant benefit of shared key encryption is that it is very fast. This makes it possible to build hardware to encrypt hundreds of data streams simultaneously. This is an important aspect for VPN hardware that must connect to many clients at the same time. 

The difficulty with shared key encryption is that both the client (software) on one end of the tunnel and the server (computer) on the other end have to have the same key. If the client generates a key for encrypting data through a VPN tunnel, the server needs to know what that key is to correctly decrypt the message at the other end. 

So, how is this shared key given to both parties? Well, the VPN takes care of generating and communicating the necessary keys when a tunnel is initiated. This is completely transparent to users; they don't even need to know what the keys are. All users do is start the VPN software on their computer and authenticate themselves with a username and password. For more details about how the VPN can securely communicate the generated keys, see the key Management section. 


Public key encryption eliminates the need for a shared secret. With this type of encryption scheme, keys are generated in pairs. One of the keys in the pair, the private key, is kept secret; whereas the public key is available to anyone. Figure 3 shows conceptually how encryption and decryption takes place with the public key and private key arrangement. This method is useful because anyone can use the public key to create ciphertext that can only be decrypted by someone with the private key. Conversely, when the sender creates ciphertext with the private key, the public key can be used to decrypt it, and thus, guarantee that the message was encrypted and sent by someone with the private key. This is important when a message recipient wants to guarantee that the sender is who she says she is. 

When back-and-forth communication occurs and both parties want the messages to remain confidential on either end, they both use their own pairs of private and public keys. One end sends a message with the recipient public key to encrypt the message, and the other end uses his own private key to decrypt the message and read it. Then, when sending his reply, he uses the other end's public key to encrypt the reply message, and when the message reaches the other end, she uses her own private key to decrypt the message and read the response. Of course, the VPN takes care of all the work of encryption, decryption, and using both private and public keys; the users merely log on to their computers using their usernames and passwords in order to participate in the process. 


This raises a question. Because public keys are not kept secret, is it possible to determine the private key by analyzing the public key? Fortunately, mathematicians around the world have not been able to determine a feasible way of doing so. Typically, private keys are provided for the VPN infrastructure components rather than to individuals. The client software for remote users provides a private key and uses it for creating each VPN connection. Plus, controlling access to the VPN is done through authentication rather than through the revocation of private keys. 

Key Management 

The final piece of the VPN security puzzle is key management. To achieve adequate speed and performance, symmetric keys are used to encrypt the data streams that flow across a VPN. The security of an encrypted message is very much determined by the length of the key that is used to encrypt it. 

The DES encryption algorithm uses 56-bit keys, but these are no longer considered as unbreakable. Triple DES uses 112-bit keys and IDEA uses 128-bit keys, which are considered adequate for the near future. Keep in mind, though, that even 56-bit DES encryption provides significant protection. For example, the process of breaking a single message encoded in DES took nearly a day of cooperative processing by thousands of computers across the Internet (for details, see 

http://www.rsa.com/rsalabs/des3/index.html and http://www.distributed.net/des). Even so, the more crucial the data, the better it is to use longer keys. 

Another aspect of key management involves the problem with symmetric keys: both ends of the tunnel must know the secret key, and the key must be changed frequently. Public key encryption is often used to solve this problem. When one end of the tunnel has a new key to share, it encrypts the new symmetric key using the other end's public key and sends the result to the far end. The far end then uses its private key to decrypt the message.

virtual Private Networks 

How They Could Benefit Your Company 

Mobile and remote users, as well as businesses, have put up with remote dial-in products, leased lines, and banks of modems for connecting to their company network for far too long. It is clearly not the answer for users who need connections 24 hours a day, seven days a week. With the expansion of the Internet and Internet protocol (IP) security products, companies are asking, now can we use the Internet to increase our profitability and provide new, better service to our customers and remote or mobile users? The answer is Virtual Private Networks (VPNs).

 
Visualize these scenarios: 

Joe, a customer service representative in Iowa, works at home for a Chicago-based company. He spends most of his time on the telephone troubleshooting customer problems with ABC Corp. products and he needs access at all times to the company network and its support database. He currently uses remote dial-up products, but his telephone bills soar. He needs something else.

XYX Air Conditioning Manufacturers has 28 small offices around the country. In each office, repairmen are dispatched and parts are ordered for delivery the next day. Someone in each office is constantly using the company network in New York, checking on parts availability and costs. Even though the connection is secure, the cost of the leased lines to each office is expensive and varies each month. What should XYX do?

Cynex resellers sell routers throughout the world. To learn about new features of the routers and new sales programs, the company needs access to Cynex intranet. Dialing in, especially from France, can be difficult and expensive. Is there a solution to the company problem? In all cases, a VPN could provide the solutions these companies are looking for.

Need For Security. 

These needs for security have led to a number of security standards that protect messages sent over VPNs.  Users on each network can reach the other network and the services of that network and assume that their respective networks are secure (a trusted communication); or only one network may trust the other network and information will flow only one way (an untrusted communication). 

Trust is established by the respective network partners based on need. If Vendor A network is providing information to several customers B, C, and D customer.  A may make only part of its network trusted to its customers. VPN software provides this trusted relationship. But the networks of customers B, C, and D are untrusted to vendor A. from vendor A network cannot view any information on these networks. 


Security Protocols. 

In addition to trust, VPNs can incorporate several protocols to establish secure connections, filter messages between source and destination, and encrypt traffic. One of these is IP Security (IPSec), which will be included in Windows 2000 (formerly Windows NT 5.0), but already is present as a proposed, but widely adopted, Internet security standard. In Windows 2000, IPSec will be integrated with Active Directory, Window NT directory service, allowing users to employ existing applications without changes.

The IPSec protocol already has been adopted by many vendors. IPSec uses two protocols to protect IP network traffic: the Encapsulating Security Payload (ESP) protocol and the Authentication Header (AH) protocol. IPSec defines encryption, authentication, and IP tunneling. The ESP protocol encrypts the message to protect privacy. The AH protocol authenticates the packet. IPSec ensures that only packets intended for the destination network are passed to it and that vogue packets are not. It also includes digital signatures.



There are several other protocols used in protecting Internet conversations. Among them are Microsoft tunneling protocols, Point-to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol (L2TP), and SOCKSv5. While several of these protocols are mutually exclusive of the others, they use two features to make sure that you know who is at each end of the communication and scramble the data when it is sent over the Internet authentication and encryption.

 
The Point-to-Point Tunneling Protocol (PPTP) was introduced with Windows NT 4.0. It works with both IP and internetwork packet exchange (IPX), Novell protocol for NetWare v3.x and 4.x networks. (With NetWare 5.0, Novell has adopted IP.) Using PPTP, a client connects to a PPTP server on the destination network. Alternately, an ISP uses PPTP on its remote access servers. Users connect to the ISP with point-to-point protocol (PPP) and then use the ISP PPTP to connect to a PPTP-based destination network. Windows NT Server and Workstation currently support PPTP; Windows 95 does not.

L2TP is a combined effort of Cisco and Microsoft, a merger of Cisco Layer 2 Forwarding (L2F) and Microsoft PPTP, which has been adopted by several other vendors. L2TP is similar to the PPTP used by ISPs in that it requires the ISP to create the tunnel to the desired destination network. SOCKS v5 is used with SOCKS v5 clients and either PPTP- or IPSec-enabled networks. 


VPN Implementation

In general, there are two types of VPNs: service provider independent and service provider dependent. In the case of a service provider independent VPN, a user connects to an ISP via a PPP connection, creates a tunnel through the Internet to the corporate network, and then creates a tunnel between his or her computer and the corporate network for secure communication. Software placed on the user laptop or desktop computer allows this to happen. 

VPNs commonly use the L2TP protocol for this piece. The advantage of this method is that any user that is VPN-enabled with this software can use any point-of-presence on the Internet to communicate to the home office and the communication will be secure. No ISP is able to interfere with the connection or misdirect the communication to undesired destinations. See Figure 2.

In a service provider dependent VPN, the company purchases service and maintenance from an ISP. The user or customer calls in to the ISP point-of-presence using PPP. The ISP establishes a connection with the corporate network. This requires the ISP to maintain VPN software and hardware at its location. Data between the user and the ISP is not encrypted and is subject to attack, and it requires ISPs that have a large number of points of presence to service the user. Outsourcing your VPN connection to an ISP is less common and, because most service providers use hardware and software from a limited number of vendors, you don't always have a choice of equipment. See Figure 3.

Many VPNs are being implemented in turnkey fashion for small to medium-size businesses that include a Web server, E-mail server, firewall, router, and VPN. For these businesses with no full-time network support or personnel, these types of VPNs are desirable. They allow inexperienced users, guided by the home office, sometimes with limited budgets, to implement the VPN without the services of a hired consant They also are less expensive because all services are rolled into one hardware device or piece of software.

Establishing Trust. 

In a relationship with a customer who needs access to your network, complete trust between both networks is not always possible. Network A will keep information on its network such as personnel or accounting information that it does not want customers on network B to see. 

Although both networks want each other to access certain information, such as sales, inventory, or training data, other information is off-limits. Or as is many times the case, the trust relationship may just be one-way. Network A may want network B to see product information on its network but may not have any need to see information on network B network. Consequently, users on network A may not be privileged to see any information on network B. 

In this scenario, a tunnel is established between network A and network B. Each company has a VPN gateway with firewall capability enabled. Information passed between the networks is filtered by the firewall, and undesirable information is not allowed to pass through or access the network. The VPN gateway operates with existing routers and firewalls and connects via Ethernet to a dial-up or leased line.


Costs. 
The cost for implementing a VPN varies and includes the following variables:


Access to the Internet. This includes the cost of establishing connection to the Internet, modems, Internet software, and VPN hardware such as VPN gateways or routers and software. 
Size of the pipe. Depending on the intended use of the VPN connection and the number of remote or mobile users, the type of Internet connection will vary between dial-up lines to dedicated T1 speed lines. If your users will simply be browsing the World Wide Web and using the VPN for E-mail, or if the number of remote users is few, a slower-speed connection will suffice. If, on the other hand, you will be performing order processing, inventory queries, and database transactions from remote sites or customer networks, or if you have a large number of users, a higher-speed pipe will be necessary and will result in higher ISP fees and equipment.

Security. Providing software and hardware to secure, authenticate, and encrypt the connection can be done in a number of ways at vastly different costs. A variety of hardware and software options is available.

Management. Managing the VPN connection to monitor capacity and network and application availability, Internet and network bottlenecks, and intermittent hardware failures, will vary depending on the size and use of the VPN.


In addition to directly dialing into your corporate network, there are other conventional methods remote users can use to connect to their office network, such as a dedicated remote access connection, but VPN has many advantages over a dedicated connection. First, it is easier to use and configure and it will cost your company a lot less.

you can use local numbers for your connection. If you are traveling internationally, the expense can be a pain in the neck. Being able to connect to a local ISP in your international location and then being able to tunnel back to your corporate network is a huge step forward.

Making A Virtual Private Networking Connection 

The first thing you will need to do to make a Virtual Private Networking (VPN) connection is to create a connection to your Internet service provider (ISP) if you haven't already done so. Double-click the My Computer icon, then double-click Dial-Up Networking. If you have a connection icon for your ISP made already, double-click it to get make a connection. 

If you need to make a connection to your ISP, double-click Make New Connection. Type a name for your ISP connection and select the modem you'll be using, then click Next. Type in the phone number (including area code and country code, if necessary) that you dial to connect to your ISP, then click Next, then Finish. 

Terms To Know 
Internet Protocol Security (IPSec)— This protocol uses the encryption of Internet Protocol (IP) packets to keep the information in them from being read by others. The packets are coded and decoded by network hubs and routers, no special software is required.
network—A set of conjoined computers that can share storage devices, peripherals, and applications. Networks may be connected directly by cable connection, or indirectly by telephone lines or satellites, and can be part of a small-office system or a global web of numerous other networks.
network protocol—A set of rules and procedures for exchanging data between computers on a network or through the Internet.
node—Any device that can communicate with other computers in a group of interconnected computers. Usually, a node refers specifically to a computer system or terminal that is part of a network.
packet—A block of data transmitted from one computer to another on a network or on the Internet. A packet contains three parts: the data to be transmitted, the data needed to guide the packet to its destination, and the data that corrects errors that occur along the way. Several packets make up a typical transmission.
Point-To-Point Tunneling Protocol (PPTP)—An encapsulation and transmission protocol that allows remote users to gain access to private networks. It can also be used to create virtual private networks (VPNs). The PPTP Forum, which is a consortium of companies, including U.S. Robotics, Ascend Communications, 3Com, and Microsoft Corp., developed PPTP.
router—The part of a communications network that receives transmissions (information) and forwards them to their destinations using the shortest route available. Data may travel through multiple routers on the way to its destination.
virtual private network (VPN)—A private network implemented throughout or within a public network. Companies have been sharing network hardware infrastructures for some time and creating their own secure VPNs within, but network engineers today use transmission technologies such as Point-To-Point Tunneling Protocol (PPTP) to create VPNs across the Internet

