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Introduction:

    In most applications, the file is the central element. Whatever the objective of the application, it involves the generation and use of  information. With the exception of real-time applications and some other specialized applications, the input to the application is by means of a file, and in virtually all applications, output is saved in a file for long-term storage and for later access by the user and by other programs.

    Files have a life outside of any individual application that uses them for input and/or output. Users wish to be able to access files, save them, and maintain the integrity of their contents. To aid in these objectives, virtually all computer systems provide separate file management systems. Typically, such a system consists of system utility programs that run as privileged applications. However, at the very least, a file management system needs special services from the operating system; at the most, the entire file management system is considered part of the operating system.

    The basic structure of the file system is independent of machine considerations. Within a hierarchy of files, the user is aware only of symbolic addresses. All physical addressing of a multilevel complex of secondary storage devices is done by the file system, and is not seen by the user
    The basic requirements for a file system include: identify and locate the selected file; directory management; enforce user access control (this is important in a shared system); translate user command into file manipulation commands; optimize performance: file allocation, which means the file system needs to know which space is occupied, and disk scheduling, which indicates the system also keeps in mind which space is available for new files. 

    In this paper I will first overview the file system and then compare two file systems: NT file system (NTFS) and (Second Extended File System) EXT2FS. They are the most popular file systems used in Windows NT and Linux respectively.

File Management Systems:

Basic Concepts

    A file is simply an ordered sequence of elements, where an element could be a machine word, a character, or a bit, depending upon the implementation. A user may create, modify or delete files only through the use of the file system. At the level of the file system, a file is formatless. All formatting is done by higher-level modules or by user-supplied programs, if desired. As far as a particular user is concerned, a file has one name, and that name is symbolic. The user may reference an element in the file by specifying the symbolic file name and the linear index of the element within the file. By using higher-level modules, a user may also be able to reference suitably defined sequences of elements directly by context. 

    A directory is a special file which is maintained by the file system, and which contains a list of entries. To a user, an entry appears to be a file and is accessed in terms of its symbolic entry name, which is the user's file name. An entry name need be unique only within the directory in which it occurs. In reality, each entry is a pointer of one of two kinds. The entry may point directly to a file (which may itself be a directory) which is stored in secondary storage, or else it may point to another entry in the same or another directory. An entry which points directly to a file is called a branch, while an entry which points to another directory entry is called a link. Except for a pathological case mentioned below, a link always eventually points to a branch, and thence to a file. Thus the link and the branch both effectively point to the file. 

The Hierarchy of the File Structure

    For ease of understanding, the file structure may be thought of as a tree of files, some of which are directories. That is, with one exception, each file (e.g., each directory) finds itself directly pointed to by exactly one branch in exactly one directory. The exception is the root directory, or root, at the root of the tree. Although it is not explicitly pointed to from any directory, the root is implicitly pointed to by a fictitious branch which is known to the file system.

    A file directly pointed to in some directory is immediately inferior to that directory (and the directory is immediately superior to the file). A file which is immediately inferior to a directory which is itself immediately inferior to a second directory is inferior to the second directory (and similarly the second directory is superior to the file). The root has level zero, and files immediately inferior to it have level one. By extension, inferiority (or superiority) is defined for any number of levels of separation via a chain of immediately inferior (superior) files. (The reader who is disturbed by the level numbers increasing with inferiority may pretend that level numbers have negative signs.) Links are then considered to be superimposed upon, but independent of, the tree structure. Note that the notions of inferiority and superiority are not concerned with links, but only with branches. 

    In a tree hierarchy of this kind, it seems desirable that a user be able to work in one or a few directories, rather than having to move about continually. It is thus natural for the hierarchy to be so arranged that users with similar interests can share common files and yet have private files when desired. At any one time, a user is considered to be operating in some one directory, called his working directory. He may access a file effectively pointed to by an entry in his working directory simply by specifying the entry name. More than one user may have the same working directory at one time. 

    An example of a simple tree hierarchy without links is shown in Fig. 1. Nonterminal nodes, which are shown as circles, indicate files which are directories, while the lines downward from each such node indicate the entries (i.e., branches) in the directory corresponding to that node. The terminal nodes, which are shown as squares, indicate files other than directories. Letters indicate entry names, while numbers are used for descriptive purposes only, to identify directories in the figure. For example, the letter "J" is the entry name of various entries in different directories in the figure, while the number "0" refers to the root. 


File Management Systems
    A file management system is that a set of system software that provides services to users and applications in the use of files. Typically, the only way that a user or application may access files is through the file management system. 

    The objectives for a file management system are: 

· To meet the data management needs and requirements of the user, which

 include storage of data and the ability to perform the operations in the  preceding list          

· To guarantee, to the extent possible, that the data in the file are valid 

· To optimize performance, both from the system point of view in term of overall throughput and from the user’s point of view in terms of response time

· To provide I/O support for a variety of storage device types

· To minimize or eliminate the potential for lost or destoryed data

· To provide a standardized set of I/O interface routines

· To provide I/O support for multiple users, in the case of multiple-user systems

File System Architecture
    At the lowest level, device drivers communicate directly with peripheral devices or their controllers or channels. A device driver is responsible for starting I/O operations on a device and processing the completeion of an I/O request. For file operations, the typical devices controlled are disk and tape drivers. Device drivers are usually considered to be part of the operating system.

    The  next level is referred to as the basic file system, or physical I/O level. This is the primary interface with the environment outside of the computer system. It deals with blocks of data that are exchanged with disk or tape systems. Thus, it is concerned with the placement of those blocks on the secondary storage device and on the buffering of those blocks in main memory. It does not understand the content of the data or the structure of the files involved. The basic file system is often considered part of the operating system.

    The basic I/O supervisor is responsible for all file I/O initiation and termination. At this level, control structrues are maintained that deal with device I/O, scheduling, and file status. The basic I/O supervisor is concerned with selection of the device on which file I/O is to be performed, on the basis of which file has been selected. It is also concerned with scheduling disl and tape accesses to optimize performance. I/O buffers are assigned and secondary memory is allocated at this level. The basic I/O supervisor is part of the operating system.

    Logical I/O enables users and applications to access records. Thus, whereas the basic file system deals with blocks of data, the logical I/O module deals with file records. Logical I/O provides a general-purpose record I/O capability and maintains basic data about files.

    The level of the file system closed to the user is usually termed the access method. It provides a standard interface between applications and the file systems and devices that hold the data. Different access methods reflect different file structures and different ways of accessing and processing the data.
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File Management Functions

    User and application programs interact with the file system by means of commands for creating and deleting files and for performing operations on files.Before performing any operation, the file system must identify and locate the selected file. This requires the use of some sort of directory that serves to describe the location of all files, plus their attributes. In addition, most shared systems enforce user access control: Only authorized users are allowed to access particular files in particular ways.The basic operation that a user or application views the file as having some structure that organizes the records, such as a sequential structure. Thus, to translate user commands into specific file manipulation commands, the access method appropriate to this file structure must be employed.

    Whereas users and applications are concerned with records, I/O is done on a block basis. Thus, the records of a file must be blocked for output and unblocked after input. To support block I/O of files, serveral functions are needed. The secondary storage must be managed. This involves allocating files to free blocks on secondary storage and managing free storage so as to know what blocks are available for new files and growth in existing files. Both disk scheduling and file allocation are concerned with optimizing performance. As might be expected, these functions therefore need to be considered together. Futhermore, the optimization will depend on the structure of the files and the access patterns. Accordingly, developing an optimum file management system from the point of view of performance is an exceedingly complicated task.
Existing File System:

    Local File Systems: manage data stored on disks connected directly to a host system. In this approach the user communicates through the I/O subsystem with the underlying filesystem to process requests to open, create, read, write and close files on disk.

    It is important to realise that logical disks or volumes are storage abstractions . To the filesystem itself a disk is a linear sequence of fixed-size, randomly-accessible blocks of storage.

    Traditionally filesystems provide a single, persistent namespace for each disk or logical volume by creating a mapping between the block found on disk and the files and directories found on the disk. Since these are attached locally to the host, there is no need for device sharing semantics to maintain the persistent namespace image. Instead aggressive caching and packing filesystem operations are deployed in order to limit the number of disk accesses to provide enhanced performance. 

    Network File System: extend the paradigm laid out by local filesystems to include device sharing to users across a network. The user view of the filesystem is that a remote filesystem on some host appears to be locally mounted. To achieve this two prerequisites are necessary: a client-side component to intercept filesystem calls to access files stored on some host and a server-side component that actually hosts the disk that is being shared across a network. 

    Typically the server has a means to interface with the remote client using a well-defined protocol (e.g. UDP or TCP) and secondly it interfaces with the local filesystems to obtain data for the requesting client.

    In this scheme the client-side component and thus the user is always aware of data residing on some server. The namespace provided to the user can not easily be made into a single, persistent one with out resorting to extensive network client-server software.
    Distributed File Systems: try to completely hide the underlying physical location of data to the user of the filesystem. In other words, the filesystem provides a single, persistent logical view of the namespace the user moves in. This means a single pathname to identify a file is all that is required. The user does not need to know or be exposed to the physical location of the file (location transparency). In order to provide this functionality distributed file systems typically provide a client-side component and a server-side component just like network filesystems, however the view offered to the user is managed by special software that network file systems lack i.e. distributed filesystems often incorporate the basis of system management. The software implements a single virtual root directory onto which the entire file hierarchy is mounted. 

Criteria for Evaluation
    Centralised file systems allow multiple users on a single system to store files locally. Networked and distributed filesystems extend local filesystems by allowing users to share files across different machines interconnected by some communications network. These networked and distributed filesystems are dependent on the well-know client-server concept. In order to evaluate which of these filesystems are important in any particular environment the following checklist has been defined:

· Network transparency 
Clients should be able to access remote files using operations that apply to local files.

· Location transparency
The name of the file should not reveal its location on the network.

· Location independence
The name of the file should not change when its physical location changes.

· User mobility
Users should be able to access shared files from any node in the network.

· Fault tolerance
The system should continue to function after failure of a single component (a server or network segment).

· Scalability 
The system should scale well as its loads increases. Also, it should be possible to grow the filesystem incrementally by adding components.

· File Mobility
It should be possible to move files from one physical location to another running system.

Compare NTFS and Ext2FS:

History:
    Linux was cross-developed under the Minix operating system. It implements support from the Minix file system at the very beginning. In order to ease the addition of new file systems into the Linux kernel, a virtual file system layer was developed. After the integration of the VFS in the kernel, the new file system called "Extended file system" was implemented. While EXT used linked list to keep track of free blocks and inodes and this produces bad performances: the lists became unsorted and file system became fragmented. Then Ext2FS was released in January 1993. Ext2FS is based on the Extfs code with much reorganization and many improvements. It is now the standard file system for Linux.

    In Windows NT you have several choices for the file system: NT File System (NTFS), File Allocation Table (FAT), and the OS/2 High-performance File System (HPFS). 

Structures:

    In NTFS the smallest physical storage unit on the disk is a sector. The data size in bytes is a power of 2 and is almost always 512 bytes. However, a cluster is the smallest file allocation unit in NTFS, which does not depend on sectors. It can be one or more contiguous sectors. Currently the maximum file size supported by NTFS is 248 bytes. 

    The use of clusters for allocation makes NTFS independent of physical sector size. This enables NTFS to support easily nonstandard disks that don't have a 512-byte sector size, and to support efficiently very large disks and very large files by using a larger cluster size.

    Volume is a logical partition on a disk, consisting of one or more clusters and used by a file system to allocate space. At any time, a volume consists of file system information, a collection of files, and any additional unallocated space remaining on the volume that can be extend across multiple disks.

    While the smallest file allocation unit is a cluster in NTFS, the equivalent in Ext2FS is a block. Data held in files is kept in data blocks. These data blocks are all of the same length and, although that length can vary between different Ext2FS, the block size of a particular Ext2FS is set when it is created. If the block size is 1024 bytes, then a file of 1025 bytes will occupy two 1024 byte blocks. Unfortunately this means that on average you waste half a block per file. In this case Linux trades off a relatively inefficient disk usage in order to reduce the workload on the CPU. 

    Not all of the blocks hold data; some must be used to contain the information that describes the structure of the file system. Both blocks together form block groups. The block group is actually the result of division of logical partition by the Ext2FS. Figure 3 shows the layout of the Ext2 file system as occupying a series of blocks in a block-structured device.
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                         Figure3. Structure of Ext2FS

Logical layouts:
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                                       Figure 4. NTFS Volume layout

NTFS uses a simple but powerful approach to organize information on a disk volume. Every element on a volume is a file, and every file consists of a collection of attributes. Figure 4 shows the layout of an NTFS volume, which consists of four regions. 

The first few sectors on any volume are occupied by the partition boot sector, which also called the boot file. It contains information about the volume layout and the file system structures as well as boot startup information and code. The boot file is accessed each time an NTFS volume is mounted.

Following the partition boot sector is the Master File Table (MFT).

It is the heart of NT file system. Information of all of the files and folders on the NTFS volume as well as information about available disk space is kept in the MFT. 

System files contain file such as MFT2, log file, cluster bit map, attribute definition table, etc.

File area is where files are allocated.

Ext2FS divide the logical partition into block groups. Each block group is structured in the same way. The first part of each group is superblock. It contains a description of the basic size and shape of this file system. The information within it allows the file system manager to use and maintain the file system. Usually only the supergroup in Block Group 0 is read when the file system is mounted but each block group contains a duplicate copy in case of file system corruption.

Each block group has a data structure --- group descriptor describing it. All the group descriptors for all of the block groups are duplicated in each block group in case of file system corruption.

Block bitmap is the block number of the block allocation bitmap for this block group. This is used during block allocation and unallocation. 

In Ext2 file system, inode is basic building block. Every file and directory in the file system is described by one and only one inode. The Ext2 inodes for each block group are kept in the inode table together with a inode bitamp that allows the system to keep track of allocated and unallocated inodes.

MFT of NTFS:

MFT is the most important file held on an NTFS volume. Without a working MFT, the NTFS volume is useless. Every file stored on an NTFS volume has an entry in the MFT. MFT is structured like a relational database, and each file entry is contained as a row in the database. Figure 3 shows the structure of MFT.

Figure 5 shows the structure of the master file table.
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                                         Figure 5. The structure of MFT

The first 16 MFT records store the metadata files which describes a file or directory's characteristics and its location on the disk. These metadata files include MFT, MFT mirror, log file, volume file, attribute definition, etc. 

The user data and general operating system files are stored after the metadata files. MFT records consists of a small header that contains basic information about the record, followed by one or more attributes that describe data or characteristics of the file or directory that corresponds to the record. On disk, attributes are divided into two logical components: a header and the data. The header stores the attribute's type, name, flags, and it identifies the location of the attribute's data. Files smaller than 1KB can be stored completely in the MFT because each MFT entry is 1KB in size. A file that is completely stored in the MFT can be accessed by a single read operation: the read of its MFT record also provides the file's data. While if the file is larger than 1KB, MFT contains pointers to the location of the rest data of the file. 

Wherever possible, files are stored as single, contiguous data clusters to provide the best performance. NTFS does require regular defragmentation. Defragmentation places files in consecutive blocks on the disk for efficient access.  

Ext2 inode structure:

Every file and directory in the file system is described by one and only one inode. Each Inode contains the description of the file: file type, access rights, owners, timestamps, size, pointers to data blocks. 

Figure 6 shows the structure of an inode.

The data actually isn't stored in the inode, but the addresses of the data blocks allocated to a file system are stored on its inode. When a user requests an I/O operation on the file, the kernel code converts the current offset to a block number, uses this number as an index in the block addresses table and reads or writes the physical block. 


The first 12 blocks contain pointers directly to the physical data blocks. The 13th one is called single indirect block, which contains a pointer to a block which in turn points to a set of data blocks. The 14th one is double indirect block. It points to a block, which points to a set of blocks, which point to a number of data blocks. And the 15th block which is called triple indirect block works in the same way. 

This structure means that files less than or equal to twelve data blocks in length are more quickly accessed than larger files. And Ext2FS is also capable of support very large file sizes because of the indirect blocks.

Capacities of the two file systems:

Figure 4 shows the capacities of the two file systems.

From this table we can find out that both of the file systems are capable of supporting very large files and large partition size.

Figure 4. The inode structure



Diagram for the capacities of the two file systems

                                            Figure 6. The Structure of inode


                            Figure 7. Capabilities of NTFS and Ext2Fs

File Systems supported:

Talking about the two operating system, Linux can suppot up to 32 file systems, such as EXT, EXT2, MINIX, XIA, VFAT, MSDOS, HPFS, AFFS, UFS, etc. While Windows NT can only support about 3 file systems: NTFS, OS/2, FAT.


                                                   Figure 8. The virtual file system

The reason behind this big difference of the file systems supported is that Linux has an important interface layer known as Virtual File System (VFS).

Virtual file system operates between real file system and the operating system and system services. Figure 5 shows the relationship between the Linux kernel's Virtual File System and it's real file system.

Virtual file system:

    VFS processes all file-oriented I/O system calls. Based on the device that the operation is being performed on, the VFS decides which file system to use to further process the call. It operates following these steps:

· A process makes a system call.

· The VFS decides what file system is associated with the device file that the system call was made on.

· The file system uses buffer cache to interact with the device drivers for the particular device.

· The device drivers interact with the device controllers (hardware) and the actual required processes are performed o the device.

VFS allows Linux to support many, maybe very different file systems, each representing a common software interface to the VFS. All of the details of the Linux file system are translated by software so that all file system appear identical to the rest of the Linux kernel and to programs running in the system. Linux's VFS layer allows user to transparently mount the many different file systems at the same time. It is the VFS that enables Linux integrates so many file systems together and accesses to its file fast and efficient as possible.

Security:

NTFS provides file level security for setting permissions on folders and files. And on different files in the same folder, user can even set different permissions. The variety of permissions include Read (R), Write (W), Execute (X), Delete (D), change permission (P), and Take Ownership (O). 

NTFS provides protection from unauthorized physical access. While in DOS, users can access disk by booting the system from a DOS diskette. But NTFS can't prevent physical access to files on NTFS volumes when a utility such as NTFSDOS is used.

Another NTFS security-related feature is preventing users from undeleting files or folders removed from NTFS volumes.

NT 5.0 has a new feature---built-in support for encryption, which will protect sensitive data on disks. 

Ext2FS can support different levels of security. It is also able to prevent unauthorized access. It provides quoto limit to users, which means everyone can't exceeds the disk limit distributed by the system administrator. NT 5.0 supports this function too.

Recoverability: 
    One of the most impressive features of the NTFS file system is its recoverability. When storing data to disk, NTFS records file I/O events to a special transaction log. If the system crashes or encounters an interruption, NT can use this log to restore the volume and prevent corruption from an abnormal program termination or system shutdown. The log file record come on two types: redo and undo. NTFS doesn't commit an action to disk until it verifies the successful completion of the action. NTFS uses an undo operation to roll back modifications that aren't complete when a crash occurs. 

    The Master File Table Mirror is another NTFS data-loss prevention measure. It contains a copy of the first 16 records of the MFS. If NTFS has trouble reading the MFT, it refers to the duplicate.

NTFS also supports hot-fixing disk sectors, where OS automatically blocks out bad disk sectors and relocates data from these sectors. An application attempting to read or write data on a hot-fixing area will never know the disk had a problem.

    Ext2FS also offers logging of system transaction. Each block group has a replicated control structure. This duplicate information critical to the integrity of the file system as well as holding real files and directories as blocks of information and data. This duplication is necessary should a disaster occur and the file system need recovering. 

Summary

    A file management system is a set of system software that provides services to users and applications in the use of files, including file access, directory maintenance, and access control. The file management system is typically viewed as a system service that itself is served by the operating system, rather than being part of the operating system itself. However, in any system, at least part of the file management function is performed by the operating system.

    These two file systems are the most popular file systems being used today. From the above discussion we can see that they both have their own advantages and disadvantages. I’d like to use somebody’s remark on these two operating systems as my final word on this paper of comparison: “Windows is like an automatic car, it gives you the convenience and it is easy to operate. The tradeoff is that, however, you’ll lose a lot of control and performance and perhaps, some reliability too. Linux uses stick shift, you can get as much as you want from the operating system, but you have to know how. Whichever operating system you like depends on you.
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