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Is Active Directory your next 

directory service provider?

You are probably familiar with address books and contact lists that are available to mail servers and applications like Exchange and Outlook or Lotus Notes. With these applications, a change in the master address book is instantly available to all users of that mail system. New expand the concept to include online forms, databases with controlled access, and other Web-Based administration tools. Imagine this type of flexibility across your entire network-to synchronize all contact lists and calendars, access to new servers, or just to manipulate data from them. Now you are hitting the idea of Active Directory of Microsoft Windows 2000.

Basics of Active Directory 
2. Definition of Directory and Directory Service

 
Let us first give a clear definition of Directory in the computer world. A directory is a structured, indexed repository that contains information about and addresses for computing resources such as files, folders and network segments; output devices; users and workgroups; and passwords and other authentication data. Basically, the directory concept is just a single place for address information about all the resources for a network or an application.

However, a directory service goes beyond the function of a directory because it combines the basic information source that a directory provides with a service that enables users to find information and network resources. A directory service enables administrators to define, arrange, and manage directory objects and their attributes so that they are available to users and applications.

3. What is Active Directory?

Active Directory is the directory service that is included with Microsoft Windows 2000. The major services it provides as other directory services do include:

1) An information source that can be expanded as an organization grows. It can do this because of partitions. Partitions are logical dividers that organize Active Directory Data into multiple sections. Partitions permit the storage of a very large number of objects that can be distributed across many computers in a network.

2) A single point of access for administration in which one computer can be used to enter and update information for the entire network. Directory administration can be challenging with constant additions, changes, and deletions of objects. Active Directory enables users to have a single point of access, allowing you to gain access to resources anywhere on the network after logging on to the network only once. 

3) A way to commonly define rules and set policies through a schema. As with any directory service, there needs to be a common set of definitions for the way that objects are described and categorized to govern administration and usage. Active Directory uses a schema. The schema contains a formal definition of the contents and structures of Active Directory. The schema is implemented and stored within Active Directory itself.

4) A search method to find directory objects that leverages the Internet industry naming standard of the Domain Name System (DNS) and Lightweight Directory Access Protocol (LDAP). Active Directory uses the Internet concept of a namespace, which resolves a name to the entity that it represents. The Internet namespace standard is DNS, which translates names to numeric Transmission Control Protocol/Internet Protocol addresses. Active Directory leverages DNS as the service that is used to locate objects. Active Directory also uses DNS for its name system, which allows you to unify and manage multiple namespaces that may exist in your current environment. LDAP-Lightweight Directory Access Protocol is a protocol tha tis used to search Active Directory and to exchange information between directories and applications. 

4. Enhanced functions of Active Directory

1) Stronger Query ability. With Active Directory, users are able to locate and view, or query, information in a more efficient way because of the single point of access which prevents them form having to log on multiple time to retrieve information. Also, queries are enhanced because of a global catalog server. The global catalog server is a server that centralizes directory information in one place and is like an index for the entire directory. 

2) Better Fault Tolerance. The replication process in Active Directory creates another benefit. Since there is network-wide sharing of identical information among users through replication, the chances of data loss due to unforeseen circumstances is minimized greatly.

3) Tighter Security controls. Security policies define the way in which users and administrators work with Active Directory. With Active Directory, unauthorized actions are protected by an access control list (ACL) that states who has permission to retrieve and use directory objects. This list of permissions can be propagated an applied to its connected directory objects. Also, the task of granting people access and usage rights can be decentralized and delegated to multiple groups.

4) More Interoperability. Active Directory integrates with many other operating systems, platforms, services, and protocols. It works with servers running Windows NT Version 3.51 or 4.0, Windows 2000. It integrates the Internet concept of a namespace through DNS. It supports protocols like LDAP, International Standards Organization (ISO) X.500 family of protocol standards and Hypertext Transfer Protocol (HTTP). Besides these, it shares information with other directory services that have an LDAP provider, like Novell Directory Services (NDS).

5. Major concepts of Active Directory

1) Active Directory Naming Standards. Active directory is based on the concept that it is a name. This name represents all objects within Active Directory. Two major terminologies need to be understood about Active Directory’s naming structure Namespace and Domain Name System. Namespace is a bounded area in which a name-the name for Active Directory- is translated to the objects that it contains. In other word, a namespace is any definable context in which a name can be resolved. Domain Name System is the Internet namespace standard. Active Directory leverages DNS to use it for naming standards and for its locator service. It is a set of protocols and services that provide name registration and name to address resolution. DNS allows you to use hierarchically structured names to locate computers and other resources.
2) Logical Structure Elements. The group of elements includes Objects, Object Attributes and Object Classes. An object is a concrete item that shares a common set of attributes and can be organized by classes. Examples of objects are users, computers, printers, applications, and so on. Attributes are categories of information that define the characteristics of all objects. All objects of a given type have the same attributes. For example, First Name is an attribute of the User Account object. Object Classes are logical groupings of objects. For example, object classes could be users, groups, computers, domains, and organizational units. 
3) Logical Structure Organization.   This block of knowledge contains the following concepts. 
1. Containers-A directory object that holds other objects. A computer network and a domain are both examples of containers.
2. Domains- a logical container of objects that share common security and user account information and it is identified by a unique DNS name.
3. Trees-a hierarchical organization of one or more domains that form a contiguous namespace. A contiguous namespace connects the parent container’s name to its child objects. In Active Directory, a tree is a hierarchy of multiple domains that are connected by trust relationships that share a common schema, configuration, and global catalog server.
4. Forests-A set of one or more trees that does not form a contiguous namespace, and each tree in a forest has its own unique namespace.
5. Global Catalog Server-In Active Directory, it is created by replication and centralized directory information. The global catalog server contains a partial replica of the entire directory. Global Catalog Server is a critical part of Active Directory. It is purpose is to provide a central source for all directory objects so that both users and administrators can find objects by identifying one or more of an object’s attributes. This way, you can find an object without knowing either its server or geographic location. The global catalog server efficiently handles queries, whether an organization has one or multiple domains.
4) Physical Structure. Active Directory builds its physical structure with sites and forms a site topology that contains domain controllers.
1. Sites-It is the physical location of an Active Directory server. Administrators create sites to group servers with good connections together. A good connection has sufficient bandwidth capacity for replication traffic. Typically, a site is a local area network, or other type of fast network, in which there are one or more Internet Protocol subnets.  
2. Site Topology-It describes the distribution of sites in an enterprise network. It is designed in Active Directory with a domain controller designated for each site in the domain.
3. Domain Controllers- A server that contains a writable copy of a domain’s directory. All domain controllers are equal. Replication synchronizes updates for each domain across the enterprise network through the domain controller.
A life example of Active Directory 


ProxCom is a web consulting company in VA with 1,200 employees. Currently it is using NT4 as NOS. It has a legacy system name Kaos that includes various function like human resource management, project tracing administration, financial analysis etc. The system was developed from scratch and was written six years ago. It has poor performance and various internal problems. Lately, with the expansion of the company, there has been more and more pressing needs for enhancement of the system. Finally, the company bought three more off-shelf systems: Lawson, a HR management system, Novient, a Project Management system and Solomon, a financial analysis system. 


In Feb. 2001, the company recruited a new project manager- Andrew Brown. The first day he came to office. He had to go to HR to submit his personal information like name, address, marital status etc. Then he went to the Security office to register for an NT domain account so that he could have access to the company’s intranet. He submitted almost the same information such as his name, address etc to security. Then he went to his department, there he was told he had to contact the internal IT to get a username and password for the Project Management system-Novient since he is a project manager and he needs this system to track his consultants and various other resources. He called the system admin of Novient and it took him 30 minutes to state his name and which department he works in, etc for the sys-admin to gather enough info to set up the account. Then the sys-admin told Andrew he needed to verify his info with security and HR to make sure everything is accurate and the account of Novient will map correctly with Andrew’s NT account. Finally, Andrew thought he was settled down. He sat at his table and prepared to review the first project he would work on. He switched on his computer and log into outlook and found he could not use his email account set up by HR. Another hour passed before he finally found out that the clerk in HR misspelled his first name when she entered his info into the system and caused the NT account created by security did not match with his Email account set up by HR.  What a good day for a new employee! When everything is finally resolved, it is time for Andrew to go home.


With Active Directory, nightmares like this can be avoid. With a centralized domain controller, a person’s information will be entered only once. Then it is replicated to Global Catalog Server. Once this is done, all other system like Lawson, Novient and Solomon will be able to talk to Windows 2000 or NT4’s domain controller through LDAP or any other compatible protocol to retrieve Andrew’s personal information. The IT department can also manage Andrew’s permissions to different system at one place-Domain Controller. Once a Domain Account is set up for Andrew, he can use this account to log in to any other systems in the company that permissions have been assigned to him. The first day for Andrew will become like this, he came to office and went to IT department. After submitting his personal information, IT assigned a domain account to him. Then he went to his department and started to use all systems. What a relief.  Plus, since his name is entered only once into the system, there is a very slim chance of typo. 

Conclusion-Is Active Directory the only choice?

The advantages of using directory services are obvious and Active Directory is a powerful tool to implement Directory services. However, the world has not been perfect and will never be. Active Directory has its limits and can cause some problems. With considering directory services, do not be influence only by Active Directory even thought Microsoft’s bombardment is huge. First, Active Directory is not required, and in fact can complicate things in one or two server environments, or if no Internet domain is involved. Certainly, you can migrate workstations and servers to their respective versions of Windows 2000 without paying attention to Active Directory fi you are not in an environment with several NT domains. If you have multiple NT domains and wish to keep to that or a similar level of delineation between networks, you will have to spend a lot of time planning a network redesign around Active Directory- the old NT domains will be no more useful. If you are using Exchange server and are anticipating the next upgrade to Platinum, you will have to migrate to Windows 2000 and Active Directory. According to Microsoft, the X.500-like Exchange directory we know now will disappear in favor of Active Directory. 
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