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Abstract

This paper serves as an introduction to the security issues of Internet firewalls. The first section addresses the background knowledge of firewalls, including some terminology and definitions. The second section introduces different types of firewalls: packet filtering firewalls, application level firewalls, hybrid firewalls and stateful inspection firewalls. The benefits, limitations and the most common attack scenarios for them are also addressed. Three examples: packet-filtering router, screened host firewalls and demilitarized zone firewalls are given. The last section summarizes the conclusion from this term project. 

1. Introduction 

Internet is not safe.
Like any other society, the Internet is full of those people who like to do bad things either for their own interests or just for fun. While some people try to get real work done over the Internet, and others have sensitive or proprietary data they must protect, those Internet jerks will enjoy intercepting you email and modifying it, breaking into your system stealing/changing/deleting your data or software, or even putting in some malicious code to destroy your system.  Usually, a firewall's purpose is to keep the outside jerks out of your network while still letting you get your job done. 

In some large companies, Internet firewall is part of the company computing security policies and practices that must be adhered to. If the company's policies dictate how data must be protected, a firewall is much important since it is the implementation of the corporate policy. A firewall can also act as a company’s “ambassador” to the Internet. Many corporations use their firewall systems as a place to store public information about corporate products and services, files to download, bug-fixes, and so forth.

1.1 Internet Firewalls

An Internet firewall is a system or group of systems that enforces a security policy between an organization's network and the Internet. The system is usually a combination of software and hardware. The firewall determines which inside services may be accessed from the outside, which outsiders are permitted access to the permitted inside services, and which outside services may be accessed by insiders. For a firewall to be effective, all traffic to and from the Internet must pass through the firewall, where it can be inspected. The firewall must permit only authorized traffic to pass, and the firewall itself must be immune to penetration. 
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Figure 1. Firewall between Internet and Private Network

It is important to note that an Internet firewall is not just a router, a bastion host, or a combination of devices that provides security for a network. The firewall is part of an overall security policy that creates a perimeter defense designed to protect the information resources of the organization. This security policy must include published security guidelines to inform users of their responsibilities; corporate policies defining network access, service access, local and remote user authentication, dial-in and dial-out, disk and data encryption, and virus protection measures; and employee training. All potential points of network attack must be protected with the same level of network security. 

1.2 Firewall-related Terms
A number of terms specific to firewalls and networking are going to be used frequently throughout this paper, so these high-frequency terms will be introduced first, the definitions of other terms used can be found in the appendix.

IP address

IP address is the most universal identification index on the Internet. This address can be either a static or dynamic address: A static IP address is permanent; it is the address of a machine that is always connected to the Internet. A dynamic IP address is one that is arbitrarily assigned to a different node each time it connects to a network.

Bastion host. 

A general-purpose computer used to control access between the internal (private) network (intranet) and the Internet (or any other untrusted network). Typically, these are hosts running a flavor of the Unix operating system that has been customized in order to reduce its functionality to only what is necessary in order to support its functions. Many of the general-purpose features have been turned off, and in many cases, completely removed, in order to improve the security of the machine. 

Router. 

A special purpose computer for connecting networks together. Routers also handle certain functions, such as routing, or managing the traffic on the networks they connect. 

Access Control List (ACL). 

Many routers now have the ability to selectively perform their duties, based on a number of facts about a packet that comes to it. This includes things like origination address, destination address, destination service port, and so on. These can be employed to limit the sorts of packets that are allowed to come in and go out of a given network. 

Demilitarized Zone (DMZ). 

The DMZ is a critical part of a firewall: it is a network that is neither part of the untrusted network, nor part of the trusted network. But, this is a network that connects the untrusted to the trusted. The importance of a DMZ is tremendous: someone who breaks into your network from the Internet should have to get through several layers in order to successfully do so. Those layers are provided by various components within the DMZ. 

Proxy. 

This is the process of having one host act in behalf of another. A host that has the ability to fetch documents from the Internet might be configured as a proxy server, and host on the intranet might be configured to be proxy clients. In this situation, when a host on the intranet wishes to fetch the <http://www.umd.edu/> web page, for example, the browser will make a connection to the proxy server, and request the given URL. The proxy server will fetch the document, and return the result to the client. In this way, all hosts on the intranet are able to access resources on the Internet without having the ability to direct talk to the Internet. 

2. Firewall Types and Components

Theoretically, there are three basic types of firewalls: Network level firewall, Application level firewall and Stateful inspection firewalls. The difference between them is not as strong as you may think of. The latest technologies are blurring the difference and it is hard to say which is “better” or “worse”. In practice, there are also some hybrid firewalls systems that are combinations of these two type.

2.1 Network Level Firewalls

Network-level firewalls are the most commonly used firewalls and are usually router-based. That is, the rules of who and what can access your network is applied at the router level. This scheme is applied through a technique called packet filtering, which is the process of examining the packets that come to the router from the outside world.

2.1.1 Packet-Filtering Routers
A packet-filtering router makes a permit/deny decision for each packet that it receives. The source address of each incoming connection (that is, the address from which the packets originated) is always examined by the router. After each IP source address has been identified, whatever rules the architect has instituted will be enforced. For example, perhaps the architect decides that no network traffic will be accepted from any address within XXX Corporation. Thus, the router rejects any packets forwarded from XXX.com. These packets never reach the internal server or the network beneath it. 

Now with the development of technologies, the router can examine each datagram to determine whether it matches one of its packet-filtering rules. The filtering rules are based on the packet header information that is made available to the IP forwarding process. This information consists of the IP source address, the IP destination address, the encapsulated protocol (TCP, UDP, ICMP, or IP Tunnel), the TCP/UDP source port, the TCP/UDP destination port, the ICMP message type, the incoming interface of the packet, and the outgoing interface of the packet. If a match is found and the rule permits the packet, the packet is forwarded according to the information in the routing table. If a match is found and the rule denies the packet, the packet is discarded. If there is no matching rule, a user-configurable default parameter determines whether the packet is forwarded or discarded. 

Service-Dependent Filtering 

The packet-filtering rules allow a router to permit or deny traffic based on a specific service, since most service listeners reside on well-known TCP/UDP port numbers. For example, a Telnet server listens for remote connections on TCP port 23 and an SMTP server listens for incoming connections on TCP port 25. To block all incoming Telnet connections, the router simply discards all packets that contain a TCP destination port value equal to 23. To restrict incoming Telnet connections to a limited number of internal hosts, the router must deny all packets that contain a TCP destination port value equal to 23 and that do not contain the destination IP address of one of the permitted hosts. 

Some typical filtering rules include: 

· Permit incoming Telnet sessions only to a specific list of internal hosts

· Permit incoming FTP sessions only to specific internal hosts

· Permit all outbound Telnet sessions

· Permit all outbound FTP sessions

· Deny all incoming traffic from specific external networks.

Service-Independent Filtering
There are certain types of attacks that are difficult to identify using basic packet header information because the attacks are service independent. Routers can be configured to protect against these types of attacks, but they are more difficult to specify since the filtering rules require additional information that can be learned only by examining the routing table, inspecting for specific IP options, checking for a special fragment offset, and so on. Examples of these types of attacks include: 

Source IP Address Spoofing Attacks. For this type of attack, the intruder transmits packets from the outside that pretend to originate from an internal host: the packets falsely contain the source IP address of an inside system. The attacker hopes that the use of a spoofed source IP address will allow penetration of systems that employ simple source address security where packets from specific trusted internal hosts are accepted and packets from other hosts are discarded. Source spoofing attacks can be defeated by discarding each packet with an inside source IP address if the packet arrives on one of the router's outside interfaces. 

Source Routing Attacks. In a source routing attack, the source station specifies the route that a packet should take as it crosses the Internet. This type of attack is designed to bypass security measures and cause the packet to follow an unexpected path to its destination. A source routing attack can be defeated by simply discarding all packets that contain the source route option. 

Tiny Fragment Attacks. For this type of attack, the intruder uses the IP fragmentation feature to create extremely small fragments and force the TCP header information into a separate packet fragment. Tiny fragment attacks are designed to circumvent user-defined filtering rules; the hacker hopes that a filtering router will examine only the first fragment and allows all other fragments to pass. A tiny fragment attack can be defeated by discarding all packets that the protocol type is TCP and the IP FragmentOffset is 1. 

2.1.2 Benefits and Limitations of Network Level Firewalls

Benefits of Packet-Filtering firewalls
The majority of Internet firewall systems are deployed using only a packet-filtering router. Other than the time spent planning the filters and configuring the router, there is little or no cost for implementing packet filtering since the feature is included as part of standard router software releases. Since Internet access is generally provided over a WAN interface, there is little impact on router performance if traffic loads are moderate and few filters are defined. Finally, a packet-filtering router is generally transparent to users and applications, so it does not require specialized user training or that specific software be installed on each host. 

Limitations of Packet-Filtering firewalls 

Defining packet filters can be a complex task because network administrators need to have a detailed understanding of the various Internet services, packet header formats, and the specific values they expect to find in each field. If complex filtering requirements must be supported, the filtering rule set can become very long and complicated, making it difficult to manage and comprehend. Finally, there are few testing facilities to verify the correctness of the filtering rules after they are configured on the router. This can potentially leave a site open to untested vulnerabilities. 

Any packet that passes directly through a router could potentially be used launch a data-driven attack. Recall that a data-driven attack occurs when seemingly harmless data is forwarded by the router to an internal host. The data contains hidden instructions that cause the host to modify access control and security-related files, making it easier for the intruder to gain access to the system. 

Generally, the packet throughput of a router decreases as the number of filters increases. Routers are optimized to extract the destination IP address from each packet, make a relatively simple routing table lookup, and then forward the packet to the proper interface for transmission. If filtering is enabled, the router must not only make a forwarding decision for each packet, but also apply all of the filter rules to each packet. This can consume CPU cycles and impact the performance of a system. 

IP packet filters may not be able to provide enough control over traffic. A packet-filtering router can permit or deny a particular service, but it is not capable of understanding the context/data of a particular service. For example, a network administrator may need to filter traffic at the application layer in order to limit access to a subset of the available FTP or Telnet commands, or to block the import of mail or newsgroups concerning specific topics. This type of control is best performed at a higher layer by proxy services and application-level gateways. 

2.2 Application Level Firewalls

Application firewalls work a bit differently from packet-filtering, router-based firewalls. Application gateways are software-based. When a remote user from the outside contacts a network running an application gateway, the gateway blocks the remote connection. Instead of passing the connection along, the gateway examines various fields in the request. If these meet a set of predefined rules, the gateway creates a bridge between the remote host and the internal host. Bridge refers to a patch between two protocols. For example, in a typical application gateway scheme, IP packets are not forwarded to the internal network. Instead, a type of translation occurs, with the gateway as the conduit and interpreter. This is sometimes referred to as the man-in-the-middle configuration.

2.2.1 Application-Level Gateways

An application-level gateway allows the network administrator to implement a much stricter security policy than with a packet-filtering router. Rather than relying on a generic packet-filtering tool to manage the flow of Internet services through the firewall, special-purpose code (a proxy service) is installed on the gateway for each desired application. If the network administrator does not install the proxy code for a particular application, the service is not supported and cannot be forwarded across the firewall. Also, the proxy code can be configured to support only those specific features of an application that the network administrator considers acceptable while denying all other features. 

This enhanced security comes with an increased cost in terms of purchasing the gateway hardware platform, the proxy service applications, the time and knowledge required to configure the gateway, a decrease in the level of service that may be provided to users, and a lack of transparency resulting in a less user-friendly system. As always, the network administrator is required to balance the organization's need for security with the user community's demand for ease of use. 

It is important to note that users are permitted access to the proxy services, but they are never permitted to log in to the application-level gateway. If users are permitted to log in to the firewall system, the security of the firewall is threatened, since an intruder could potentially perform some activity that compromises the effectiveness of the firewall. For example, the intruder could gain root access, install Trojan horses to collect passwords, and modify the security configuration files of the firewall. 

Unlike packet-filtering routers, which allow the direct flow of packets between inside systems and outside systems, application-level gateways allow information to flow between systems but do not allow the direct exchange of packets. The chief risk of allowing packets to be exchanged between inside systems and outside systems is that the host applications residing on the protected network's systems must be secured against any threat posed by the allowed services. 

An application-level gateway is often referred to as a "bastion host" because it is a designated system that is specifically armored and protected against attacks. Several design features are used to provide security for a bastion host: 

· The bastion host hardware platform executes a "secure" version of its operating system. For example, if the bastion host is a UNIX platform, it executes a secure version of the UNIX operating system that is specifically designed to protect against operating system vulnerabilities and ensure firewall integrity.

· Only the services that the network administrator considers essential are installed on the bastion host. The reasoning is that if a service is not installed, it can't be attacked. Generally, a limited set of proxy applications such as Telnet, DNS, FTP, SMTP, and user authentication are installed on a bastion host.

· The bastion host may require additional authentication before a user is allowed access to the proxy services. 

· Each proxy is configured to support only a subset of the standard application's command set. If a standard command is not supported by the proxy application, it is simply not available to the authenticated user.

· Each proxy maintains detailed audit information by logging all traffic, each connection, and the duration of each connection. The audit log is an essential tool for discovering and terminating intruder attacks.

· Each proxy is a small and uncomplicated program specifically designed for network security. 

· Each proxy is independent of all other proxies on the bastion host.

2.2.2 Benefits and Limitations of Application-Level Firewalls
Benefits of Application-Level firewalls 
There are many benefits to the deployment of application-level gateways. They give the network manager complete control over each service, since the proxy application limits the command set and determines which internal hosts may be accessed by the service. Also, the network manager has complete control over which services are permitted, since the absence of a proxy for a particular service means that the service is completely blocked. Application-level gateways have the ability to support strong user authentication and provide detailed logging information. Finally, the filtering rules for an application-level gateway are much easier to configure and test than for a packet-filtering router. 

Limitations of Application-Level firewalls 
The greatest limitation of an application-level gateway is that it requires either that users modify their behavior, or that specialized software be installed on each system that accesses proxy services. For example, Telnet access via an application-level gateway requires two user steps to make the connection rather than a single step. However, specialized end-system software could make the application-level gateway transparent by allowing the user to specify the destination host rather than the application-level gateway in the Telnet command. 

2.3 Hybrid Firewalls

In an attempt to marry the security of the application layer gateways with the flexibility and speed of packet filtering, some vendors have created systems that use the principles of both. 

In some of these systems, new connections must be authenticated and approved at the application layer. Once this has been done, the remainder of the connection is passed down to the session layer, where packet filters watch the connection to ensure that only packets that are part of an ongoing (already authenticated and approved) conversation are being passed. 

Other possibilities include using both packet filtering and application layer proxies. The benefits here include providing a measure of protection against your machines that provide services to the Internet (such as a public web server), as well as provide the security of an application layer gateway to the internal network. Additionally, using this method, an attacker, in order to get to services on the internal network, will have to break through the access router, the bastion host, and the choke router. 

2.4 Stateful Inspection Firewalls

Since packet filtering firewalls examine network traffic at a low level, they have trouble seeing the forest for the trees. They examine each packet as it arrives at an interface, determine the source and destination IP address and ports, and apply rules to determine whether to pass that packet. Because this technology simply passes packets, it is considered to be less thorough, and thus less secure, than proxy gateways. 

     To try to address this weakness, some packet-filter firewalls have added new technology, variously known as stateful inspection, stateful filtering, stateful multi-layer inspection, cut-through proxy, and adaptive security algorithms. Generally speaking, a stateful inspection firewall consists of two components: 

· Pattern matching -- the firewall examines not just the headers of the packet, but also the contents, to determine more about the packet than just its source and destination information. This is still weaker than the full protocol analysis that proxy gateways do, but it is stronger than merely examining header information. 

· State maintenance -- the firewall maintains some state information about current data exchanges. State maintenance is necessary for the UDP protocol, which is by definition stateless and connectionless. The problem posed to firewalls is that some protocols are built on UDP (ping for instance), and therefore sites may want to pass UDP through the firewall. Consider the simplified case of a ping initiating inside a firewall. How does the firewall know that the ping packets from the outside are replies to the inside ping? The firewall maintains state, essentially making UDP stateful so it can track the original and reply packets, while still preventing unwanted UDP packets. 

While the stateful inspection technology gives further control over network packets, it does not increase the power of packet-filtering firewalls greatly. However, since UDP is stateless, it is impossible to build a proxy to handle UDP traffic. 

3. Internet Firewall Examples

3.1 Packet-Filtering Router

The most common Internet firewall system consists of nothing more than a packet-filtering router deployed between the private network and the. A packet-filtering router performs the typical routing functions of forwarding traffic between networks as well as using packet-filtering rules to permit or deny traffic. The external stance of this type of firewall system is usually that everything not specifically permitted is denied. 
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Figure 2. Packet-Filtering Router Firewall

This firewall system possesses the limitations of exposure to attacks from improperly configured filters and attacks that are tunneled over permitted services. Since the direct exchange of packets is permitted between outside systems and inside systems, the potential extent of an attack is determined by the total number of hosts and services to which the packet-filtering router permits traffic. Also, if the single packet-filtering router is penetrated, every system on the private network may be compromised.

3.2 Screened Host Firewall

The second firewall example employs both a packet-filtering router and a bastion host. This firewall system provides a higher level of security than the previous example because it implements both network-layer security (packet-filtering) and application-layer security (proxy services). Also, an intruder has to penetrate two separate systems before the security of the private network can be compromised. 

For this firewall system, the bastion host is configured on the private network with a packet-filtering router between the Internet and the bastion host. The filtering rules on the exposed router are configured so that outside systems can access only the bastion host; traffic addressed to all other internal systems is blocked. Since the inside hosts reside on the same network as the bastion host, the security policy of the organization determines whether inside systems are permitted direct access to the Internet, or whether they are required to use the proxy services on the bastion host. Inside users can be forced to use the proxy services by configuring the router's filter rules to accept only internal traffic originating from the bastion host. 
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One of the benefits of this firewall system is that a public information server providing Web and FTP services can be placed on the segment shared by the packet-filtering router and the bastion host. If the strongest security is required, the bastion host can run proxy services that require both internal and external users to access the bastion host before communicating with the information server. If a lower level of security is adequate, the router may be configured to allow outside users direct access to the public information server. 
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Figure 3. Screened Host Firewall System (Single-Homed Bastion Host)

3.3 Demilitarized Zone Firewall

The final firewall example employs two packet-filtering routers and a bastion host. This firewall system creates the most secure firewall system, since it supports both network- and application-layer security while defining a "demilitarized zone" (DMZ) network. The network administrator places the bastion host, information servers, modem pools, and other public servers on the DMZ network. The DMZ network functions as a small, isolated network positioned between the Internet and the private network. Typically, the DMZ is configured so that systems on the Internet and systems on the private network [image: image4.wmf]Firewall
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can access only a limited number of systems on the DMZ network, but the direct transmission of traffic across the DMZ network is prohibited. 

Figure 4. DMZ Firewall System

For incoming traffic, the outside router protects against the standard external attacks (source IP address spoofing, source routing attacks, etc.) and manages Internet access to the DMZ network. It permits external systems to access only the bastion host (and possibly the information server). The inside router provides a second line of defense, managing DMZ access to the private network by accepting only traffic originating from the bastion host. PRIVATE "TYPE=PICT;ALT=Figure 11"
For Internet-bound traffic, the inside router manages private network access to the DMZ network. It permits internal systems to access only the bastion host (and possibly the information server). The filtering rules on the outside router require use of the proxy services by accepting only Internet-bound traffic from the bastion host. 

4. Conclusions

Following conclusions can be drawn from the above studies:

· Internet firewall can improve private network security by examining all the packets going through it.

· Internet firewall allows the network administrator to define a centralized “check point” where Internet security can be monitored and alarms generated.

· Inadequate configuration of firewall can lead to “underground” channel that harm the private network security.

· For security purpose, no dangerous software or hardware (like AOL instant messenger and dial-in modem) should be allowed to use in a secure network.

· Internet firewall is not a panacea.
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Appendix

Here some selected Internet firewall related terms are listed:

Access Router 

     A router that connects your network to the external Internet. Typically, this is your first line of defense against attackers from the outside Internet. By enabling access control lists on this router, you'll be able to provide a level of protection for all of the hosts ``behind'' that router, effectively making that network a DMZ instead of an unprotected external LAN. 

Application-Level Firewall 

     A firewall system in which service is provided by processes that maintain complete TCP connection state and sequencing. Application level firewalls often re-address traffic so that outgoing traffic appears to have originated from the firewall, rather than the ternal host. 

Dual Homed Gateway 

     A dual homed gateway is a system that has two or more network interfaces, each of which is connected to a different network. In firewall configurations, a dual homed gateway usually acts to block or filter some or all of the traffic trying to pass between the networks. 

Intrusion Detection 

     Detection of break-ins or break-in attempts either manually or via software expert systems that operate on logs or other information available on the network. 

IP Spoofing 

     An attack whereby a system attempts to illicitly impersonate another system by using its IP network address. 

Network-Level Firewall 

     A firewall in which traffic is examined at the network protocol packet level. 

Screened Host 

     A host on a network behind a screening router. The degree to which a screened host may be accessed depends on the screening rules in the router. 

Screening Router 

     A router configured to permit or deny traffic based on a set of permission rules installed by the administrator. 

Trojan Horse 

     A software entity that appears to do something normal but which, in fact, contains a trapdoor or attack program. 

Virtual Network Perimeter 

     A network that appears to be a single protected network behind firewalls, which actually encompasses encrypted virtual links over untrusted networks. 
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