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INTRODUCTION

As more emphasis is placed on electronic communication, corporations are challenged by the need to support a wide variety of communications across distributed number of offices and sites.  In addition, employees expect to access corporate resources from more diverse set of locations such as home offices and travel destinations.  With the increase of offices and sites, corporations are pressured to reduce the cost of their overall communication expenses.  All these factors drive the need to establish a corporate private-network infrastructure.

Corporations are finding that traditional WAN architecture does not provide the flexibility and solutions required, because it uses dedicated leased-line circuits to interconnect main offices and branch offices.  This method often requires a lot of planning time and once in place the circuits cannot support remote or customer sites.  The increase in telecommuting and remote computing increases resources spent on remote-access modems, servers, and long-distance telephone charges.

A VPN provides end users with a way to privately access information on their corporate network over a public network infrastructure such as the Internet.  Private network that uses the Internet backbone can significantly reduce cost.  Corporations can connect their offices to the ISP’s local points of presence (PoPs) rather than purchase costly leased-line circuits.  ISP’s backbone is more geographically diverse than WAN architecture.  ISP can also offer local dial-up access, which helps reduce long-distance remote-access costs.

Virtual Private Networks (VPNs) use advanced encryption and tunneling to permit organizations to establish secure, end-to-end, private network connections.  VPNs may well change the way we do business.
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WHY USE A VPN

Cost Savings

Corporations no longer have to use expensive leased lines, because they can connect remote users to their corporate networks via a local Internet service provider.  The increase flexibility of ISP-based private networks can reduce equipment costs while minimizing network management and technical training.  Outsourcing network management to an ISP indirectly reduces operating costs and resources.  In-house technical resources are no longer needed to install, configure and manage network equipment.  There will be no need to support dial-up plain old telephone service (POTS) lines or ISDN and leased-line circuits.

Security

VPNs allow a corporation to ensure that all network traffic is private.  If a VPN is set up between A and B, all traffic between those sites will be encrypted.  VPNs provide the highest level of security using advanced encryption and authentication protocols that protect data from unauthorized access.  VPN may use several security methods:

· Cryptography: Public-key infrastructure (PKI) cryptography is used to authenticate identities.  PKI uses a pair of special numbers called keys.  The first key, called a private key, can be widely shared across the Internet and is used to encrypt messages.  The public key, which is derived from the private key, is a unique number known only to its owner, and it is the only key that can be used to decrypt messages that have been encrypted with its public key.  PKI cryptography ensures that someone cannot alter the contents of the message during transmission and it guarantees that the person sending data is authorized.  It also protects messages from interception and decoding.
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· Secure protocols:  SSL (Secure Sockets Layer) protocol and TLS(Transport Layer Security) protocol are commonly used with VPNs.  These protocols establish a secure transmission between two computers.  During this transmission, the connection between the computers is made, the identities of the users/computers are authenticated using PKI cryptography, then the date is securely transmitted.  Secure protocols ensure that data passing between two points is not intercepted and decoded.  These serve as the basis for e-commerce and prevent hackers from getting access to credit cards information.

· Tunneling protocols:  Point-to-Point Tunneling protocol (POT) was originally used with VPNs.  It is an encapsulation and transmission protocol that allows remote users to securely get access to one node from another node on a VPN.  POT was replaced by IPSec.  IPSec operates at a lower level than the SSL and TLS protocols.  By encrypting the Internet Protocol (IP) network packets, IPSec secures an entire network.  IPSec ensures the data is authentic, untainted and private by encrypting the original network packet and then encapsulating it in a normal network packet.  IPsec is the modern basis for VPNs.  
Scalability

VPNs allow corporations to utilize remote access infrastructure within ISPs.  Therefore, corporations are able to add a virtually unlimited amount of capacity without adding significant infrastructure.

Compatibility with Broadband Technology

When gaining access to corporate networks, VPNs allow mobile workers and telecommuters to take advantage of high-speed, broadband connectivity, such as DSL and Cable.  This provides workers with significant flexibility and efficiency. 
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IMPLEMENTING A VPN

Tunneling 

VPNs use tunneling technology, also known as encapsulation, which allows a network to send data via connections from another network such as the Internet.  This allows geographically separated computers to connect.  Tunnel is a way of packaging network communication packets inside another network.  A tunnel is a virtual connection between locations that are connected in a VPN.  Tunneling works by enclosing a network protocol within packets carried by the second network, allowing one type of network, or protocol, to be wrapped in another type of network.  Host A generates an IP packet with the destination address of Host B.  The packet is routed to a firewall or secure router at the boundary of A’s network.  The firewall filters all packets to determine the need for IPSec processing.  The packet is now routed to B’s firewall.  After detected the packet is delivered to B.

Encryption-Based VPNs

Encryption-based VPNs create a VPN using the public Internet infrastructure.  A Corporation can connects to the Internet from an office location.  Encryption-based VPNs are the easiest type of ISP-based private network to create.  Each branch office connects to any ISP; user must have access to the Internet.  An encryption device (typically a router or firewall) is placed at each location.  The encryption devices receive encrypted data from the other locations and perform the appropriate decryption.
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The diagram below shows a typical encryption-based VPN implementation:
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Private Networking using Frame-Relay PVCs

Another way to implement a private network using the ISP backbone is to use a frame-relay permanent virtual circuit (PVC).  A PVC is a way to logically create a separate independent circuit within the same physical interface.  Frame-relay PVC is a technology available to homogeneous frame-relay networks.  The ISP must be able to implement the frame relay networking protocol across its entire network

The diagram below shows three separate PVCs within the same physical interface.  Each PVC acts as a private circuit, similar to a traditional WAN-dedicated circuit.
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Frame-relay PVC implementation is not susceptible to network congestion because each PVC carries data for one customer.  It is transmitted down a customer’s own PVC, which is separate from the public Internet.  Therefore, frame-relay PVCs provides high security because sensitive corporate data is not transmitted to the public Internet.

The diagram below illustrates a private network utilizing frame-relay PVCs.  No additional encryption device is needed.  Each branch office is connected to the homogeneous network of a selected ISP.
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CHALLENGES TO IMPLEMENTATION

· Selecting a VPN protocol (PPTP, IPSec, L2TP)

· Departmental Budgets

· Selecting an Authentication Scheme

· Support Staff Training

· End-user Training

· End-user Resistance to Change

Some disadvantages of virtual private networking are:

· Lower bandwidth available compared to dial-in line

· No entrance into the network if the Internet connection is broken

· Inconsistent remote access performance due to changes in Internet connectivity
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SUMMARY

Virtual private network is a cost-effective way to extend the enterprise network.  VPNs are necessary because communications between sites using a public network are vulnerable to eavesdropping.  VPNs allow a corporation, at key gateways or communication points, to ensure that all network traffic is private.  ISP maintains the dial-up infrastructure.  Selection of encryption/authentication methods is critical.  User resistance to change is a major factor.  Performance may be slower than current modem access due to encryption overhead.

In order for VPNs to become widely and routinely used, sites using different encryption products need to be able to communicate.  VPNs are starting to be considered “must haves.”  With standards such as IPSec, we expect to see a dramatic growth in VPN use.
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