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Abstract:

Microsoft Windows 2000 was designed to meet business computing needs from small and medium-sized organizations to large enterprises. It has been claimed as the most heavily tested software product and the ambitious project to date in Microsoft's history. The company has made this new operating system of many improvements by accomplishing the objectives such as the software’s portability, extensibility, reliability, compatibility, security, high performance and effective networking. It was based on Windows NT but avoided using a DOS-based architecture in an attempt to minimize the system crashes and other problems that plagued Windows NT in the past. 

Since Windows 2000 is the most complex piece of software [3] Microsoft has ever shipped, the company is hoping its new platform will attract traditional Unix customers and eventually widespread. However, concerns about its stability will slow down the acceptance of the new software. Meanwhile, the security issue is another concern. Although Windows 2000 offers significant security improvements over its ancestors, it still has to prove itself in the e-commerce world.

What about its strength and weakness? Does it truly represent the future of computing as described by Microsoft chair Bill Gates? In this paper I will focus on investigating the architecture and organization of the Windows 2000 operating system as well as it’s new features, strengths and weaknesses comparing to other major operating systems such as Windows NT, 9x and Unix.

Introduction:

Windows 2000 was officially introduced into the market [3] on February 17, 2000. It was described as “the future of the computing”. Three major Windows 2000 products that have entered the market are: 

· Windows 2000 Professional: Designed to replace Windows NT and 9x on business desktops; 

· Windows 2000 Server: Aimed at improving the infrastructure for file servers and e-mail servers;

· Windows 2000 Advanced Server: Designed to help companies achieve a competitive advantage through richer and faster Websites. 

Windows 2000 operating system has been claimed as the most heavily tested software product and the ambitious project to date in Microsoft's history. There are four major targets [7] that Microsoft sets itself in developing the new operating system - Windows 2000. They are:

· Performance and scalability: Microsoft wanted its new operating system to take full advantage of the 32-bit Intel, 64-bit Alpha, and other future 64-bit architectures. It should be scalable from the small desktop workstations, up to data-center-sized servers. In order to support this, the W2K operating system provides full multitasking in a single-user environment. It is also capable of multi-way SMP and clustering so that different routines can execute simultaneously on different processors. 
· Availability: In order to make the new operating system run on as many hardware platforms as possible and even to multiple hardware platforms like Unix did, Windows 2000 uses Hardware Abstraction Layer (HAL), kernel and object-oriented approach to porting the operating system to additional platforms. It also uses an expanded dual-byte character code internally called Unicode to set up a single version for the all countries around world.
· Security: In order to protect operating system-managed resources such as programs, directories, and files from misuse within the organization or from the possibility of outside access like the Internet to networks, security blocks should protect access to all hardware and operating system resources. In Windows 2000, all access to system resources is authenticated by the operating system and only valid accesses allowed.
· Effective Networking: Windows 2000 should have networking built in to the operating system and not just added on. It should support all protocols including NetBIOS, TCP/IP, SPX/IPX, and so on, as well as new protocols as they are developed.

Did the Windows 2000 achieve its business goals? How do the architecture and organization of the new operating system help to accomplish the ambitious company’s objectives?  There is a necessity of better understanding the concepts and new features of Windows 2000 operating system. 

Architecture: 

Windows 2000 exploits the power of today’s 32–bit microprocessors [2]. However, the ever-expanding data needs of business, academic, engineering, and scientific organizations push the limits and the capabilities of existing information technology platforms. Today, gigabytes, or even terabytes (TB), of data need to be accessed in real-time by millions of users worldwide, and new technology is needed to meet this demand.

In order to keep with the vision of delivering a higher-performing and feature-rich operating system to the market, Microsoft has made the Windows 2000 code base 64-bit ready and is working toward delivering a fully featured 64-bit operating system in the near future. This 64-bit Windows operating system will be fully compatible with existing 32-bit applications. The company is also accelerating application development on the 64-bit Windows platform by assisting independent software vendors (ISVs) in their development process with Windows 2000 Software Developers Toolkit (SDK) and Device Driver Toolkit (DDK) tools to easily port applications to the new IA-64 systems.

With 64-bit Windows’ architecture, it allows more efficient processing of extremely large amounts of data, supporting up to 16 terabytes of memory. The applications can pre-load more data into virtual memory to enable rapid access by the IA-64 processor which can reduce the time for loading data into virtual memory or seeking, reading, and writing to data storage devices, thus making applications run faster and more efficiently.

Ideally, the 64-bit Windows platform will bring the following benefits to the developers and end users: 

· The full advantage of IA-64's reliable, high- performance, and high-availability architecture. 

· Compatibility with Windows 2000-based applications and existing 32-bit applications. 

· API-level compatibility between the Win64 API and the Win32 API. 

· Scalability of virtual memory up to 16 terabytes (TB). 

· Interoperability with systems based on existing 32-bit architectures. 

The increased capabilities of computers based on 64-bit Windows and the 64-bit Intel processor are compared with existing 32-bit capabilities in the table shown below:

Comparison of 64-bit and 32-bit Architectures
	       Component
	64-bit Windows 2000
	32-bit Windows 2000

	Virtual Memory
	16 TB
	4 GB

	Paging file size
	512 TB
	16 TB

	Hyperspace
	8 GB
	4 MB

	Paged pool
	128 GB
	470 MB

	Non-paged pool
	128 GB
	256 MB

	System cache
	1 TB
	1 GB

	System PTE
	128 GB
	660 MB


An interesting issue should be point out here is the compatibility. In order to take full advantage of the new benefits of the 64-bit platform and make most applications that run on 64-bit Windows-based computers compatible to a 32-bit platform, Microsoft uses the 64-bit Windows data model. This data model enables the writing of single-source code that can run on both 32-bit and 64-bit computers. It provides new pointers and data types that developers can use to automatically size data. Essentially, in this model, all of the integral data types used in Win32-based applications will remain the same, while supporting new 64-bit pointers and data types. New data types include fixed-precision data types, pointer-precision types, and specific-precision pointers. This enables data associated with pointers to change size when its associated pointer size changes from 32 bits to 64 bits. However, because the underlying, integral data types remain 32 bits in length, there is no change in size of data on disk, data shared over a network, or data shared through memory-mapped files. This relieves developers of much of the effort involved in porting 32-bit code to a 64-bit system.
Windows 2000 provides multitasking in a single-user environment [1]. It uses the Client/Server computing approach. This approach not only is the low cost server alternative, but with cluster load balancing inherent in the operating systems, it avoids the costly business risk of a single point of failure. Windows 2000 readily scales from one or two servers with a few dozen clients to hundreds of servers and thousands clients. With Windows 2000 multi-server approach, it can manage 6000 web page hits per second.

Windows 2000 also uses modular structure for flexibility. It executes on a variety of hardware platforms and supports application written for a variety of other operating systems. The key feature of accomplishing the goal is the architecture of Windows 2000 Kernel. 

Kernel architecture:

Kernel is a small operating system core contains only essential operating system functions. Windows 2000 has improved Kernel including basic thread scheduling, multiprocessor scheduling, exception handling, interrupt handling, power-failure handling, and recovery-handling primitives of the operating system [7]. In Windows 2000 only the core gets involved. The operating system researchers used a layered object-oriented approach to replace the single monolithic kernel with a smaller micro-kernel that provides basic operating system services to higher operating system layers. Windows 2000 is based on these object-oriented techniques. 

Windows NT is built on a layered client/server model. Operating system components communicate with each other by passing messages that request service and respond to service requests. This holds true for the User-mode subsystems as well as for routines within the operating system executive. To implement this, Windows 2000 supports a highly optimized Local Procedure Call (LPC) facility. Much of Windows 2000 is written using dynamic link libraries (DLLs). DLLs make it possible to load parts of the operating system on demand instead of having them statically linked and resident in memory all the time. Some parts of Windows 2000 are loaded at startup and kept resident in memory. Other parts can be paged out of memory when not needed.

Figure 01 shows the architecture of Windows 2000 [1]. This figure shows the relationship of Windows 2000 components to each other and to the hardware on which it runs.
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Figure 01: Windows 2000 kernel, executive, and subsystems

It is worthy to point out the differences between Windows 2000 kernel architecture and the Unix architecture. In Unix, the hardware is surrounded by the operating system called kernel. It comes with a number of user services and interfaces such as shell and C compiler. 

Figure 02 shows a general Unix Architecture:
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Figure 02: General UNIX Architecture

Now let’s focus on a little more details of this micro-kernel architecture – Windows 2000 process and thread states. 

Process and Thread States:

In Windows 2000, units of work are grouped logically into entities called processes and threads [7]. All the threads in a process run in the same address space and share the same resources as all threads. Using multiple threads in an application is very efficient because the application can use the multitasking provided by the operating system to do work when one or more of its other threads are blocked. If the application does not make use of multiple threads, the application will give up control to another application when the primary thread blocks. 

Figure 03 shows Windows 2000 process and its resources:
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Figure 06: Windows NTFS Components
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Windows 2000 thread states include ready, standby, running, waiting, transition and termination. Figure 04 shows the thread states:

Figure 04: Windows 2000 Thread States

Among the thread states, standby is an enhanced new feature especially for laptops. Windows 95 and 98 allow a computer to drop into a power-conserving sleep mode and wake up at the touch of a key. But it didn’t work consistently on laptops. With Windows 2000 standby feature, suspend-and-resume works well on both desktops and laptops. 

Another new feature in Windows 2000 is its Active Directory. 

Active directory 

Active directory is a new feature in the Windows 2000 operating system [5]. It plays a major role in implementing the organization’s network and accomplishing the business goals.

To understand how the Windows 2000 operating system functions, we need to know the Active Directory service first.

The Active Directory is a true hierarchical, distributed directory service for managing resources across an enterprise or extranet. It has three perspectives:

· Store: It hierarchically stores information about network objects and makes this information available to administrators, users and applications.
· Structure: Using Active Directory, the network and its objects are organized by constructs such as domains, trees, forests, trust relationships, organizational units (OUs), and sites.
· Inter-communicate: Because Active Directory is based on standard directory access protocols it can interoperate with other directory services and can be accessed by third-party applications that follow these protocols.
With the Active Directory in the new operating system, it will provide the following benefits:

· Integration with DNS. Domain Name System (DNS) is an Internet standard service that translates human-readable computer names to computer-readable numeric Internet Protocol (IP) addresses. Integration with DNS lets processes running on computers in TCP/IP networks identify and connect to one another.
· Flexible querying. Users and administrators can use the search command on the start menu or the My Network places icon on the desktop. In addition, the Active Directory Users and Computers snap-in to quickly find an object on the network using object properties.
· Extensibility. Active Directory is extensible. The administrators can add new classes of objects to the schema and new attributes to existing classes of objects.
· Policy-based administration. Group Policies are configuration settings applied to computes or users as they are initialized. All group policy settings are contained in the group policy objects (GPOs) applied to active directory sites, domains, or organizational units.

· Scalability. Active Directory includes one or more domains, each with one or more domain controllers so that it may scale the directory to meet any network requirements.

· Information Replication. It uses multi-master replication to enable you to update the directory at any domain controller.

· Information security. Management of user authentication and access control, both fully integrated with Active Directory.

· Interoperability. Because Active Directory is based on standard directory access protocols, such as lightweight directory access protocol (LDAP), it can interoperate with other directory services employing these protocols.
The executive of Windows 2000 includes I/O manager, Object manager, Security reference monitor, Process/Thread manager, Local Procedure Call (LPC) facility, Virtual memory manager, Cache manager and Windows/graphics modules. Here, I will briefly cover the Virtual memory manager and the Cache manager.

Memory management - Virtual memory

The Virtual Memory Manager is responsible for translating virtual addresses into real addresses in memory and translating pages to and from system page files [7]. The paging of Windows 2000 is available, reserved and committed. Figure 05 shows a default virtual address space:

[image: image6.wmf] 

 


Figure 05: Windows 2000 Default Virtual Address Space

Cache Manager:

The Cache Manager works with the Virtual Memory Manager and the I/O Manager to keep recently used application data and program pages in real memory as long as possible [7]. Windows 2000 allocates most of virtual memory for caching and only gives back what other subsystems and applications need. Caching data in memory improves application program I/O performance by satisfying I/O read and write requests from the cache. This reduces program delays due to the number of physical disk I/O operations.

So far, I have covered most of the important features in Windows 2000 operating system. In order to better understand this operating system, there are two more important issues need to be mentioned here, which are File system and Security.

File Management:
Windows 2000 was built on Windows NT Technology [1]. It used the NTFS file system that is intended to meet high-end requirements, such as client/server applications, resource-intense engineering and scientific applications and network applications, for workstations and servers. It also supports a number of other file systems, including the File Allocation Table (FAT) that runs on Windows 95, MS-DOS, and OS/2. 

Key features of NTFS include the following:

· Recoverability: The ability to recover from system crashes and disk failures. 

· Security: NTFS uses the Windows NT object model to enforce security.

· Large disks and large files: NTFS supports very large disks and very large files more efficiently that most other fie systems, including FAT.

· Multiple data streams: The actual contents of a file are treated as streams of example of the utility of this feature. It allows Windows NT to be used by remote Macintosh systems to store and retrieve files. 

· General indexing facility:  NTFS associates a collection of attributes with each file.

NTFS makes use three disk storage concepts they are:

· Sector: the smallest physical storage unit on the disk. The data size in bytes is a power of 2 and is almost always 512 bytes.

· Cluster: one or more contiguous (next to each other on the same track) sectors. The cluster size in sectors is a power of 2.

· Volume: a logical partition on a disk consisting of one or more clusters and used by a file system to allocate space.

NTFS makes it possible to recover the file system to a consistent state following a system crash or disk failure. The key elements that support recoverability are I/O manager that includes the NTFS driver, which handles the basic open, close, read, and write functions of NTFS. The Log file service that maintains a log of disk writes. The log file is used to recover an NTFS-formatted volume in the case of a system failure. The Cache manager that is responsible for caching file reads and writes to enhance performance. It optimizes disk I/O by using the lazy write and lazy commit techniques. Virtual memory manager that I mentioned before, the NTFS accesses cached files by mapping file references to virtual memory references and reading and writing virtual memory. Figure 06 shows the major components of Windows NTFS system:
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It is important to note that the recovery procedures used by NTFS are designed to recover file system data, not file contents. Thus, the user should never lose a volume or the directory/file structure of an application because of a crash. However, user data are not guaranteed by the file system. Providing full recoverability, including user data, would make for a much more elaborate and resource-consuming recovery facility.

The essence of the NTFS recovery capability is logging. Each operation that alters a file system is treated as a transaction. Each sub operation of a transaction that alters important file system data structures is recorded in a log file before being recoded on the disk volume. Using the log, a partially completed transaction at the time of a crash can later be redone or undone when the system recovers.

Security:

Window 2000 offers significant security improvements over its ancestors, but still has to prove itself in the e-commerce world [1]. The Windows 2000 Security subsystem is the key feature used to be responsible for protecting system resources. This Security subsystem maintains a database of user and group account information. It services requests from the Secure Logon Process and authenticates all entities requesting access. It also assigns a SID to each user or process. This SID is included in an access token, which is used to authenticate the user or process when accessing protected resources. In a typical access mask, the least significant 16 bit specify access rights that apply to a particular type of object. For example, bit 0 for a file object is File_Read_Data access and bit 0 for an event object is Event_Query_Status access. The most significant 16 bits of the mask contains bits that apply to all types of objects. There are five standard access types: Synchronize, Write_Owner, Write_DAC, Read_Control and Delete. The high-order half of the ACE also contains the four generic access types. These bits provide a convenient way to set specific access types in a number of different object types. The generic bits affect the standard access types. The remaining two bits in the ACE have special meanings. The Access_System_Security bit allows modifying audit and alarm control for this object. The Maximum_Allowed bit is not really an access bit, but a bit that modifies Windows’ algorithm for scanning the DACL for the SID. Figure 07 shows this Access Mask. 


Components of the Security subsystem include the Local Security Authority, the Security Accounts Manager, and the Logon Process [6]. Figure 08 shows a security processing flow of Windows 2000.  
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Figure 08: Windows 2000 security processing flow

Another widely published security improvement is the inclusion of the Kerberos authentication system, which allows users and systems to verify each other’s identities. Kerberos has substantial advantages over other authentication systems, including the NTLM protocol used in NT 4.0. For example, it supports Single Sign On, enabling users to access all resources, for which they have been granted permission via a single log-on procedure, without having to undergo additional checks during the course of a session. This is achieved by using temporary tickets that last for the duration of a session only, avoiding the need for the authentication process to be repeated whenever the user accesses a new application or server. Efficiency is boosted through support for delegated authentication, avoiding the need for the user’s system to present a ticket. Kerberos also allows users to authenticate, which is increasingly important in large complex networks where the validity of a service cannot be taken for granted.

So far, we have seen that Windows 2000 has most of the right features. But its security has yet to undergo the prolonged exposure to real-world applications that Unix or Linux has in its major versions. The security of Windows 2000 also relies on correct configuration. In order to maintain backward compatibility, some of the earlier, weaker security mechanisms have been maintained as options. That causes some security weaknesses. The major weakness is the Active/X component technology used for many applications as an alternative to Java. The concern is the resent Love Bug. The Love Bug virus would have been intercepted within a pure Java environment, but Java can provide some additional protection to prevent certain applets being run.  That way, maybe the whole Active/X trust model needs revising.

Also the love bug virus was specific to Microsoft Outlook Express clients. Microsoft fixed this problem simply by an update to the Outlook 98 and Outlook 2000 e-mail software. What about the latest Naked Wife virus? It’s a strong executable program used to destroy Windows. 

Another important security concern is the stack overflow attach by hackers. For example hacker exploit the fact that Internet search engines have input fields that have a specified maximum length. In some cases, if a data string greater than this length is entered, the extra characters overwrite part of the system stack in the host computer where executable utilities may be held. If the additional characters contain program code, this can be made to execute on the target system. 

To protect the Internet from hackers, Windows 2000 uses the Security Configuration Tool, which defines policies to govern users’ access rights to programs, files and parts of the network. With the designed application it discards all data in fields that are too long and requests the user to try again is the only way to provide absolute protection against attack, if the application fails to do this, the operating system can do little to help. 

Kerberos authentication system also has a potential weakness in its reliance on a single server to hold details of users. It only addresses the authentication requirements of the network, and does not facilitate non-repudiation, which is essential for many e-commerce applications to prove that a transaction actually took place. Therefore, Kerberos on its own is of no use for external environments such as the Internet, where users are not automatically known to the system. To cater for this, Microsoft has developed Certificate Services for Windows 2000, based on a public key infrastructure, which will facilitate secure Internet applications with the option of using smart cards, or some other devices owned by the user, to provide an additional level of protection on top of passwords or pin numbers.

There are still a lot of security problems within the Windows 2000 operating system facing the current Internet demand. We are looking forward seeing the real tough security system in the near future.

So far, we have gone through the Architecture, Kernel, Thread and States, Active directory, Virtual memory, File system and Security issues of Windows 2000. We can see the new operating system has significant improvement over its ancestors. Now let’s take a look at the similarities and differences between W2K and Windows 9x.

Compare to Windows 9x:

Some of the similarities among Windows 95, Windows 98, Windows 98 Second Edition, and Windows 2000 include [2]: 

· Windows 95, Windows 98, Windows 98 Second Edition, and Windows 2000 support the FAT16 file system

· Windows 95 OEM Service Release 2 (OSR2), Windows 98, Windows 98 Second Edition, and Windows 2000 support the FAT32 file system

· Universal Serial Bus (USB) 1.1 support

· Accelerated Graphics Port (AGP) support

· File and printer sharing

· Plug and Play support

· Windows 98, Windows 98 Second Edition, and Windows 2000 support multiple monitors

· Windows 98 Second Edition and Windows 2000 support Internet Connection Sharing

· Windows 98, Windows 98 Second Edition, and Windows 2000 support FireWire 1394

· Long file Name Support

· Dial-Up Networking

· Windows 98, Windows 98 Second Edition, and Windows 2000 support DVD

Some of the Windows 2000 features not supported by Windows 95, Windows 98, or Windows 98 Second Edition include: 

· The NTFS file system

· Multiple processors

· Windows 2000 Professional supports dual processors

· Windows 2000 Server supports four processors

· Security: one can apply file permissions at the file and/or folder level

· Built-in policies: one can use these for system configuration and security

· The Windows File Protection feature: this prevents designated system files from being over written by programs

· Driver signing

· Enhanced power management and Plug and Play capabilities for Advanced Configuration and Power Interface (ACPI) computers

· Fewer reboots: fewer reboots are required after you make system changes such as changing your computer's IP address

Conclusion:

In most cases, Windows 2000 is best suited for business environments in which high system security is a must, or if you have programs that require the power of dual processors. It supports Internet-enabled applications. It has improved dial-up networking that can do multiple setups well. It centralized desktop and server manageability and optimized for new hardware devices. The company has upgraded its Windows Services for Unix 2.0 [4], which is designed to bridge the gap between Window 2000 and Unix-based network environments. It is aimed to attracting most of the Unix customers to do academic tasks. 

However, concerns of its stability may slow down the upgrading to the new operating system. Security is still a big concern over other features. As I mentioned before, the Active/X model needs revising. It also needs complementing with measures at the network and applications level and policies to restrict users’ access to systems. 

Since it was based on Windows NT, it is an operating system intended for use in corporate or academic settings. If you use your PC mainly for Web surfing, computer games, 16-bit programs, or MS-DOS-based programs, you should consider staying with Windows 95, Windows 98, or Windows 98 Second Edition. These operating systems offer compatibility with the latest software, hardware, and PC games. Windows 95, Windows 98, and Windows 98 Second Edition also support some earlier ("legacy") hardware and software, including an MS-DOS-based, 16-bit program that is not supported in Windows 2000. Windows ME is designed for home use. It is an upgrade from Window 98 that major focuses on enhanced feature, such as video editing and digital music. However, it fails to address the basic problems in Windows 98 that really needs a renovation of its rickety foundation.

So, does the Windows 2000 represent the future of computing? Let’s leave this question for the future.
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Figure 03: Windows 200 Process and Its Resources











Figure 07: Access Mask








