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Introduction

Public-key cryptography is a key technology for e-commerce, intranets, extranets and other web-enabled applications. However, to garner the benefits of public-key cryptography, a supporting infrastructure is needed. This paper describes the fundamentals of public-key security systems, including what benefits they offer and what components are required to implement them.  Public-key cryptography is crucial for ecommerce, internet, intranet and other applications that require distributed security—security in which the participants are not part of the same network and have no common security credentials. Public-key cryptography provides the best, most efficient way to do this.

Cryptography Concepts

Symmetric-Key Encryption: One Key

Symmetric-key encryption, also called shared-key encryption or secret-key cryptography, uses a single key that both the sender and recipient possess. This key, used for both encryption and decryption, is called a secret key (also referred to as a symmetric key or session key). Symmetric-key encryption is an efficient method for encrypting large amounts of data.

Many algorithms exist for symmetric-key encryption, but all have the same purpose—the reversible transformation of plaintext (unencrypted data, also called cleartext) into ciphertext. Ciphertext is scrambled using an encryption key and is meaningless to anyone who does not have the decryption key. Because symmetric key cryptography uses the same key for both encryption and decryption, the security of this process depends on no unauthorized person obtaining the symmetric key. This is why it is also called secret key cryptography. Parties wishing to communicate using symmetric key cryptography must securely exchange the key before they can exchange encrypted data.

The primary yardstick for the strength of a symmetric algorithm is its key size. The bigger the key size, the more keys must be tested to find the correct key to decrypt the data. The more keys needed, the more difficult it is to break the algorithm. With a good cryptographic algorithm and an adequate key size, it is computationally unfeasible for someone to reverse the transformation process and derive the plaintext data from the ciphertext in a practical amount of time.

Public-Key Encryption: Two Keys

Two keys—a public key and a private key, which are mathematically related—are used in public-key encryption. To contrast it with symmetric-key encryption, public-key encryption is also sometimes called asymmetric-key encryption. In public-key encryption, the public key can be passed openly between the parties or published in a public repository, but the related private key remains private. Data encrypted with the public key can be decrypted only using the private key. Data encrypted with the private key can be decrypted only using the public key.  In Figure 1, a sender has the receiver's public key and uses it to encrypt a message, but only the receiver has the related private key used to decrypt the message.  
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Figure 1. Public-key encryption requires both a public and a private key.

Like symmetric-key cryptography, public-key cryptography also has a number of types of algorithms. However, symmetric key and public-key algorithms are not designed in similar ways. You can substitute one symmetric algorithm for another within a program with no or minimal changes because they work in the same manner. Different public-key algorithms, on the other hand, work in very dissimilar ways and are therefore not interchangeable.

Public-key algorithms are complex mathematical equations using very large numbers. Their primary limitation is that they provide relatively slow forms of cryptography. In practice, they are typically used only at critical points, such as for exchanging a symmetric key between entities or for signing a hash of a message (a hash is a fixed-size result obtained by applying a one-way mathematical function, called a hash algorithm, to data). Using other forms of cryptography, such as symmetric-key cryptography, in combination with public-key cryptography optimizes performance. Public-key encryption provides an efficient method to send someone the secret key that was used when a symmetric encryption operation was performed on a large amount of data. You can also combine public-key encryption with hash algorithms to produce a digital signature.

For more about combining public-key encryption with either symmetric-key encryption or with a hash algorithm, see the later sections “Digital Signature: Combine Public Key with Hash” and “Key Exchange: Combine Symmetric Key with Public Key.”

Using Public-Key Encryption for Digital Signatures

A digital signature is a means for originators of a message, file, or other digitally encoded information to bind their identity to—that is, provide a signature for—the information. The process of digitally signing information entails transforming the information, together with some secret information held by the sender, into a tag called a signature. Digital signatures are used in public key environments to help secure electronic commerce transactions by providing verification that the individual sending the message really is who he or she claims to be, and by confirming that the message received is identical to the message sent. 

Frequently, digital signatures are used when data is distributed in cleartext, such as with e-mail. In this case, while the sensitivity of the message itself may not warrant encryption, it can be important to ensure that the data is in its original form and has not been sent by an impostor.

To find out how a public key is used in conjunction with a hash to create a digital signature, see the later section “Digital Signature: Combine Public Key with Hash.”

One-Way Hash Algorithms

A hash—also referred to as a hash value or a message digest—is a different type of data transformation from key-based cryptography (whether symmetric key or public key). A hash is the conversion of a piece of data of any length into a non-reversible fixed-length number by applying a one-way mathematical function called a hash algorithm to the data. The length of the resulting hash value is large enough to make the chances of finding two pieces of data with the same hash value insignificant. The sender generates a hash of the message, encrypts it, and sends it with the message itself. The recipient then decrypts both the message and the hash, produces another hash from the received message, and compares the two hashes. If they are the same, there is an extremely high probability that the message was transmitted intact.

Digital Signature: Combine Public Key with Hash

You can use public-key technology in conjunction with hash algorithms to create a digital signature. A digital signature acts as a data integrity check and provides proof of possession of the private key.

The steps for signing and verifying data (performed by PKI-enabled applications such as Microsoft Outlook) are the following:

· The sender applies a hash algorithm to the data, generating a hash value.

· Using a private key, the sender transforms the hash value into a digital signature.

· The sender then sends the data, signature, and the sender’s certificate to the recipient.

· The recipient applies the hash algorithm to the received data and generates a hash value.

· The recipient uses the signer's public key and the newly generated hash value to verify the signature.

· This process is transparent to the user.

Hash algorithms can process data much faster than public-key algorithms. Hashing the data also reduces the size of the data to be signed and thus speeds the signing process. When creating or verifying the signature, the public-key algorithm has to transform only the hash value (128 or 160 bits of data). The details of signature creation and signature verification are dependent on the public-key algorithm used.

Key Exchange: Combine Symmetric Key with Public Key

Symmetric-key algorithms are excellent for quickly and securely encrypting data. However, the requirement that sender and receiver must exchange a secret key before data can be exchanged is their weakness. Combining symmetric algorithms to encrypt the data with public-key algorithms to exchange the secret key yields a solution that is both fast and scalable.

The steps involved in a public-key–based key exchange are the following:

· The sender obtains the public key of the recipient.

· The sender creates a random secret key (the single key used in symmetric-key encryption). In Windows 2000, CryptoAPI
 is used to create the secret key. (For more about CryptoAPI, see the later section "Error! Reference source not found..")

· The sender uses the secret key with a symmetric algorithm to convert the plaintext data into ciphertext data.

· The sender uses the recipient’s public key to transform the secret key into ciphertext secret key.

· The sender sends the ciphertext data and ciphertext secret key to the recipient.

· The recipient converts the ciphertext secret key into plaintext using the private key of the recipient.

· The recipient converts the ciphertext data into plaintext using the plaintext secret key.

· Again, these steps are performed by PKI-enabled applications such as Microsoft Outlook and are transparent to the user.

What is a Public-Key Infrastructure?

Now that you understand what public-key cryptography is and why it’s valuable, we can define what a PKI is. A PKI is the set of operating system and application services that make it easy and convenient to use public-key cryptography.

The term public key infrastructure (PKI) is used to describe the policies, standards, and software that regulate or manipulate certificates and public and private keys. In practice, PKI refers to a system of digital certificates, certification authorities (CAs), and other registration authorities that verify and authenticate the validity of each party involved in an electronic transaction. Standards for PKI are still evolving, even as they are being widely implemented as a necessary element of electronic commerce.

This section will help you understand what a PKI is and what services are required to build a PKI. These PKI concepts are discussed in the following subsections:

· Certificate

· Certification authority (CA)

· Registration

· Certificate enrollment

· Certificate revocation

Certificate

A public key certificate, often referred to simply as a certificate, is used for authentication and secure exchange of information on the Internet, extranets, and intranets. The issuer and signer of the certificate is known as a certification authority (CA), described in the next section. The entity being issued the certificate is the subject of the certificate.

A public key certificate is a digitally signed statement that binds the value of a public key to the identity of the subject (person, device, or service) that holds the corresponding private key. By signing the certificate, the CA attests that the private key associated with the public key in the certificate is in the possession of the subject named in the certificate.

Certificates also contain the following information:

· The dates between which the certificate is valid.

· The certificate’s serial number, which is guaranteed by the CA to be unique.

· The name of the CA that issued the certificate and the key that was used to sign the certificate.

· An identifier of the policy that the CA followed to establish that the subject is who it says it is (more about CA policy later).

· The uses of the key-pair (the public key and the associated private key) identified in the certificate.

Certification Authority

A certification authority (CA) is an entity trusted to issue certificates to an individual, a computer, or any other requesting entity. A CA accepts a certificate request, verifies the requester's information according to the policy of the CA, and then uses its private key to apply its digital signature to the certificate. The CA then issues the certificate to the subject of the certificate for use as a security credential within a PKI. Because different CAs use different methods to verify the binding between the public key and subject, it is important to understand the policies of the CA (explained next) before choosing to trust that authority.

Registration

Registration is the process by which subjects make themselves known to a CA. Registration can be implicit in the act of making the request for a certificate, or accomplished through another trusted entity (such as a smart card enrollment station) vouching for the subject, or done as a result information received from a trusted source (such as a domain administrator). Once registered with the CA, a certificate is issued to the subject, provided that the certificate is in compliance with the criteria established by the CA policy.

Certificate Enrollment

Certificate enrollment is the procedure that an end entity follows to request and receive a certificate from a CA. The certificate request provides identity information to the CA; this information then becomes part of the issued certificate. The CA processes the request based on a set of criteria that may require non-automatic authentication that takes place offline (out-of-band authentication). If the request is successfully processed, the CA then issues the certificate to the user.

Certificate Revocation

Certificates have a specified lifetime, but CAs can reduce this lifetime by the process known as certificate revocation. The CA publishes a certificate revocation list (CRL) that lists serial numbers of certificates that it considers no longer usable. The specified lifetime of CRLs is typically much shorter than that of a certificate. The CA may also include in the CRL the reason why the certificate has been revoked. It also includes a date from which this change of status is understood to apply.

Do you need a PKI ? 

Clearly, putting a PKI into place will take considerable effort, time and money. So is it worth the investment? Maybe. The real question you need to consider is, "What are our business requirements for increased security, and can a PKI help address them?"

Most of your users won't have an opinion, for now, but management might - especially if it is concerned about the impact a security breach could have on the bottom line. Getting management to buy into the idea of a PKI is crucial, so you will need to learn their thoughts early in the process. 

Some services stand out as immediate candidates for PKI support: e-mail, secure file transfer, document management services, remote access, e-commerce and Web-based transaction services.  The aspect of PKI that is expected to have the largest impact on the e-business marketplace is creating and validating digital signatures for non-repudiate transactions. A non-repudiate transaction is a secure transaction that carries full legal weight. Digital signatures use PKI technology to create legally binding proof of signature for online transactions or contracts. Then there are wireless networks and virtual private networks, in which encryption is pretty much essential as a guarantee of confidentiality.

Summary

Cryptography protects users by providing functionality for the encryption of data and authentication of other users. This technology lets the receiver of an electronic message verify the sender, ensures that a message can be read only by the intended person, and assures the recipient that a message has not be altered in transit. This paper describes the cryptographic concepts of symmetric-key encryption, public-key encryption, hash algorithms, digital signatures, and key exchange.

A public key infrastructure (PKI) encompasses the techniques and standards used to manage certificates and public and private keys in order to authenticate the validity of each party involved in an electronic transaction. This paper explains the PKI concepts of certificate, certification authority, rooted CA hierarchies, registration, certificate enrollment, certificate revocation, and certificate chain validation.







