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Glossary

Active Directory 

“A directory service from Microsoft Corporation, similar in concept to Novell Netware Directory Services (NDS), that also integrates with the user organization’s DNS structure and is interoperable with LDAP. Active Directory is included in Windows 2000” 4.

Virus

“A computer program that is designed to replicate itself by copying itself into the other programs stored in a computer. It may be benign or have a negative effect, such as causing a program to operate incorrectly or corrupting a computer's memory”4.
Chapter 1

Introduction

Patch management is a process of updating computer systems with the newest updates for software for example office 2000, windows 2000 operating system, and or Internet explorer.  With any complex piece of software there are problems with vulnerabilities, bugs, and functionality.  Instead of companies creating and selling versions with minimal functional upgrades from previous versions, they create updates to fulfill customer requirements.  Customers are unwilling or unable to pay for upgrades that have no significant improvements.  Updates enable a customer to keep software up to date with minimal costs.

“The following are some areas to consider when determining the potential financial impact of poor patch management: downtime, remediation time, questionable data integrity, lost credibility, negative public relations, legal defenses, and stolen intellectual property” 2.  The right patch management solution is one that blends both functional and financial requirements seamlessly.  The wrong solution can create more problems than it solves.  But again a patch solution implemented at worst is better than no solution.

One must consider the downtime and the costs associated with downtime.  Can the business afford to loose money while their computers are down or when a shotgun solution is implemented?  Manual implementation of a patch solution can take 5 –30 minutes per machine.  Multiply that by the number of machines an organization has, the total will be the downtime for the organization for a single update. 

Patch management is also integral to virus and worm protection.  Many administrators remember to implement a network wide layered virus defense.  Many have routers/firewalls that have built in virus protection.  All computers managed by the administrator usually have some form of virus protection.  But this only protects from old or known viruses.  Virus and worms exploit loopholes or bugs within a program.  Patches can minimize these loopholes.  Therefore a good patched network infrastructure is much more effective in protecting against virus and worms.  

This paper will discuss, evaluate, and review patch management solutions for a company size of 500 computers.  The 3 pieces of software are PatchLink, Shavlik, and Microsoft SUS.  Within the discussion the 2 different types of patch management solutions that are available scan and client based patch management will be assessed and see which is more appropriate.  

Chapter 2

MICROSOFT’S SOFTWARE UPDATE SERVICES

Microsoft has created a free solution to manage patch management over a network environment.  That solution is called Microsoft SUS (Software Update Services).  This is based off of the windows update services used by single machines to update not only the operating system but Internet explorer, hardware, and other applications created by Microsoft.  Windows Update can be located by opening up Internet explorer and clicking on tools then windows update this will take you to a site called what else Windows Update at http://v4.windowsupdate.microsoft.com/en/default.asp.  Windows Update will allows a user with local administration rights to view installation history and choose with updates or patches can be installed on their machines.  SUS takes windows update to the next level by allowing network wide management of patches.  Administrators can lock down the windows update services through active directory, thus disabling the users ability to install patches that could cause more problems that it solves.   Administrators must test out patches in a test environment that has comparable software installed. Once patches have been installed and tested then and only then will patches be disseminated throughout the entire organization. 
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SUS is the best and only solution for a cash strapped organization.  SUS is free but it has many downfalls as compared to 3rd party vendor solutions.   SUS does not have any true real time data for the computers it is updating.  It does not know whether the patch is installed properly or simply crashed.  “SUS cannot push service packs, cannot patch windows NT 4 systems, cannot deploy custom patches for third party software, no reporting tools, nor does it allow the administrator to scan the network for missing patches. 3 “  Another limitation is the inability true bandwidth management.  An example of this limitation would the deployment of windows 2000 Service Pack 4.   SP4 is extremely large 132 MB at this size not only the pipe for most companies a T1 will be completely overwhelmed but the server itself from all the requests.  The only solution that Microsoft has offered is to have SUS SERVER deployed into multiple locations thus allowing physical bandwidth throttling.  In active directory administrators can make changes to how the patches take place.  For example administrators can force a reboot after a patch or cause the process not to reboot thereby not affecting user productivity.   Administrators can specify which group a computer will be located in this ability helps in bandwidth management in your wide area network.

What SUS can do is “chained installations”3 where patches that are not dependent upon one another and patches that require a reboot can be installed at the same time.  SUS has an element of bandwidth throttling, known as Intelligent Transfer Service (BITS) 3.     This BITS uses unused bandwidth to transfer the data from server to pc.  Thus allowing the user to work with Internet and local intranet applications without much overhead.  

Chapter 3

Shavlik

Founded in 1993 Shavlik has become  a premier security products provider to many companies5.  Their product HFNetChk Pro provides dramatic changes in the way administrators patch their networks as compared to Microsoft SUS.  This is a third party solution that many companies have implemented as a cost effective solution for patch management.  It is a scan based technology comparable to SUS but is more functional than SUS.  Scan based technologies do not require agents to be installed within client machines.  The server in which HFNetChk Pro is installed scans the network for computers with missing patches and installs the patches as required by administrator.
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Its much more user friendly and its user interface are color-coded enabling administrators to quickly determine a course of action.  “The administrator can push patches to a wider products which include Windows NT, XP, 2000, Windows Server 2003, Exchange, SQL Server, Outlook, Microsoft Office, Java Virtual Machine and more” 5.

The additional functions of the Shavlik product allow the administrator to scan for existing computers within the network. It also has a database that stores the patches for subsequent patch installs.  This database is very important because the Microsoft Update site can be bogged down at times of high infection.  So when an administrator who does not have this feature is trying to get to the Microsoft site to resolve a problem is unable to do so do to the number of users trying the same thing.
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Chapter 4

PatchLink

“PatchLink corporation was founded in 1991 with 2 goals make life easier for network administrators and provide the right tools and solutions to automate critical processes” 6. PatchLink Update 6 is the newest incarnation from PatchLink where this software is based upon client server relationship.   PatchLink once installed on the server requires agents to be installed within computers that it will manage.  Agent based technology is superior to scan based technology because the server  is not dependent upon access to the managed computer.  It has a database that it builds keep information such as hardware and software installed within the computer system.  This information is automatically refreshed on a scheduled basis.  




“PatchLink has many features that enable an administrator to easily monitor his/her network.  PatchLink monitors and maintains patch compliance throughout” 6.  This enables the administrator to know if computers within their network are up to standards.  Example windows 2000 SP4 are the minimum service pack requirements for the administrators network.  If a machine without that service pack is connected, the admin will immediately know that a machine is out of compliance, and thus take immediate steps to rectify it.  

Deploying patches is extremely difficult and time consuming done manually.  PatchLink cuts down on the difficulty and time consumption of patch management by being integrated into Active directory.  This allows admin to push patches to groups of computers for example in Human Resources rather than to Finance since a particular patch has been known to crash financial computer programs.    

PatchLink also has created a function within their program to allow “rollback.”  Rollback is the ability of a computer to go before the patch was installed.  This rollback feature is an excellent way in preventing problems with newer untested patches.
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Chapter 5

Comparison

	 
	Microsoft’s SUS
	Shavlik HFNetChkPro
	PatchLink

	Scan Based
	X
	x
	 

	Agent Based
	 
	 
	X

	Cost
Calculated on the basis of:
4 Techs
500 Computers
	Free
	9000
	13000

	Limitations
	1000 PCs
	400 PC’s
	10,000 PCs

	Roll Back
	NO
	NO
	YES

	Web Interface
	YES
	YES
	YES

	Active Directory  Integration
	NO
	NO
	YES

	Cached Patches
	YES
	YES
	YES

	Built In Reports
	NO
	YES
	YES

	Percentage of Computers Successfully Patched
	80%
	93%
	99%

	Test Environment 
	NO
	NO
	YES

	Multiplatform Support

Windows, UNIX, Mac, etc..
	NO

Windows only
	NO

Windows only
	YES

Windows, Unix, Sun…

	
	
	
	


When considering a patch solution for your company, one must factor in cost, functionality, and user friendliness.  If cost is the main factor with minimal functionality and minimal user friendliness than Microsoft’s SUS is a perfect fit for your organization. If cost is somewhat a factor and but your company requires more functionality and more user friendliness than Shavlik program is perfect.  For the IT shop that must have the best, cost is no option but functionality and user friendliness is key than PatchLink has to be the choice.  Agent based patch management solution is the only method for networks with anything greater than 100 computers.  Scan based technologies are just too inconsistent missing a lot of computers on the network.  Also scan based patch systems require A LOT of computer and bandwidth resources.  Use of such resources can cause a network to practically crawl.   

Shavlik gui interface is the best out of all three tested patch solutions.  Shavlik is highly intuitive and user friendly.  Microsoft SUS although simplistic it is too simplistic and is a “dumb” version of Shavlik.  PatchLink interface is very technical while being somewhat user friendly.

Chapter 6

Summary

Patch management is an essential part of network security.  All software created for computers and even the operating system themselves isn’t perfect, thus requiring updates.  Patch management done manually i.e. one at a time is time consuming and costly.  There are 2 different types of patch management scanning and agent based.  Microsoft’s SUS and Shavlik are scan-based technologies, while PatchLink uses agent-basted technology.  After 2 weeks of extensive testing all three pieces of software.  Agent based technology provides better patch management overall.  There was a higher percentage in complete patches done.  Reporting features found within PatchLink help management better understand the health of the computer network.  PatchLink also provides real-time data of the network as a whole as compared to scan-based technologies. 
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