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Network Management

An Abstract: 

Network management, in general, is a service that employs a variety of tools, applications, and devices to assist human network managers in monitoring and maintaining networks. Network management has grown from simple to more complexed  issues that demands network managers to master a large amount of technical knowledge as well as human relations skills. 

Overall, network managers carry out the following fundamental responsibilities such as: understand the system; maintain backups; maintain security; maintain the system log; manage printing; monitor all network functions for maximum efficiency; evaluate and maintain applications and keep abreast of changes and updates in the industry. Thus, network management at a basic level, falls into five functional areas: configuration management, fault management, security management, performance management, and accounting management.

Outline of Network Management:
         1)  Introduction

         2) Performance Management

         3) Configuration Management

         4)  Accounting Management

         5)  Fault  Management

         6)  Security Management

         7) Conclusion.



INTRODUCTION:  Network Management is the process of controlling a complex data network to 


                        maximize its efficiency and productivity. Or in a very simple explanation,                                                



            Network management is a service that employs a variety of tools, applications, 



            and devices to assist human  network managers in monitoring and maintaining



            networks. 



            The International Organization for Standard (ISO) forum for network management

                                     divided network management into five functional areas: [www.networkmagazine.




com]



            1) Fault Management



            2) Configuration Management 



           3) Security Management



           4)  Performance Management



           5) Accounting Management

Fault Management:  Fault management tools provide an audit trail, or historic overview, of a network's




error and alarm characteristics. These types of tools show a network the number,




types, times, and locations of network errors. These errors might be dropped packets




and retransmissions ( on an  ethernet) or lost token (on a Token Ring). Fault 




management is  perhaps the most widely implemented of the ISO network




management elements. It involves first determining symptoms and isolating the




problem. Then the problem is fixed and the solution is tested on all-important




subsystems. Finally, the detection and resolution of the problem is recorded.

Configuration Management:  Configuration management applications deal with installing, initializing, 




booting, modifying and tracking the configuration parameters or options of network 




hardware and software. Each network device has a variety of version information 




associated with it. Configuration Management subsystems store this information in a 




database for easy access. When a problem occurs, this database can be searched for 




clues that may help solve the problem.

Security Management: Security management tools allow the network manager to restrict access to various




resources, from the applications and files to the entire network itself; these generally 




offer password- protection schemes that give users different levels of access to 




different resources. For instance, a user in marketing could be allowed to view, or




read a data file in accounting but could not be permitted to change or write to it.




Security management is also important in managing the entire network itself- for 




instance, only certain individuals ( such as network administrators) should be 




permitted to change configuration settings on a server or other key network devices.

Performance Mangement: Performance management tools produce real-time and historical statistical




information about the network's operation: how many packets are being transmitted




at a given moment, the number of users logged into a specific server, and utilization




of  internetwork lines. This type of information can help network administrators 




pin-point areas  or network segments that pose potential problems.




Performance management tools generally allow polling individual network




devices for component-specific information. A communications server might




provide information on throughput for each serial port, while a file server might




report the number of users logged in, what applications they are using, and the 




number of active files. This information can be studied to determine which 




gateways, servers, or routers are being used heavily and may need added 




capabilities in the future.

Accounting Management:  Accounting management applications help their user allocate the costs of




various network resources- a public data network gateway, access to a mainframe 




session, or printer time - to those using them. Measurement of  resource use can 




yield billing information as well as information used to assess continued fair




 and optimal resource utilization.

Goals of Network Management:






           When you have implemented any network design the important aspect is to maintain



            it so that it will be up and running all the time. That important  aspect of maintenance



            is in hands of the Network Manager or the Administrator. The goals of the network




management are as follows: [ Udupa,D.K....1996]

· Higher network availability: This involves improving the operational efficiency,

which means reducing system and network downtime and improving response times.

Problems in a network should be responded to as quickly as possible. In many cases,




it should be possible to rectify the problems unattended.

· Reduce network operational cost: Ultimately, cost reduction is one of the primary motives behind network management. Because the technology changes rapidly, management of enterprise systems and multiple protocols is desirable.

· Reduce network bottlenceks: In some cases, network administration can be

performed from a central site. Under these circumstances, it may be preferable

to centrally monitor and control the activity of a  network. In other cases, this activity may be distributed.

· Increase flexibility of operation and interation: Network technologies are changing at a fast rate to cater to changing requirements and needs. As new

applications are used, protocols used in networking are also changing. It should be possible to absorb new technologies with the least cost. Also, there

should not be major problems in migrating from one release of network

management software to another version.

· Ease of Use: End-user interfaces are critical for the success of any product. User interfaces based on object-oriented principles and technology are 

helpful for network management applications.

· Security: Some network management functions may need security features.

Our focus will be on the security of network management functions.

Network Management Platform:



This is software package that provides the basic functionality of network 




management for many  different network components. The goal of 




this platform is to provide generic functionality for managing a variety of network




devices such as; modems, multiplexers, hubs, bridges, routers and other types of 




network components. Some of the basic functionality includes:[Leinwand...1996]

· Graphic user interface (GUI)
The GUI is useful for variety of reasons including giving the user easier access to 

the features of the platform. The GUI should conform to a common look-and - feel standard, such as Microsoft windows, sun microsystems  openlook.

· The Map: is useful for nearly every area of network management. Fault 

management tools can help isolate the cause of the fault, using colors on the map.

Configuration management tools can show the physical and logical configuration

of the network pictorially.

· Database management system; helps in many network management tasks. 

Applications can use the database for information storage. Relationships can be built between data items, which help in network diagnosis and maintenance.

Many database management systems allow users to generate customized reports

and automated backup..

· An event Log: This log records each network event chronologically in a 

readable format. The platform writes information to the log about any known

network events and generate its own network events Also, network devices may

send asynchronous message that could be interpreted as network event. Regardless of how the platform learns of network events, it should provide an event log to help the network engineer keep abreast of network conditions.

Network Management Architecture:



The network management platform can use various architectures to provide 




functionality. The three most common architectures are: Centralized; Hierarchical;




and Distributed architectures.

· Centralized Architecture: Has the network management on one computer 

system at a location that is responsible for all network management duties. The

system uses a single centralized database; for full redundancy, this system is 

backed up to anther system at regular intervals.

· Hierarchical Architecture: This architecture uses multiple systems, with one 

system acting as a central server and the others working as clients. Some of the functions of the network management platform reside within the server; other

run on the clients. For example , network engineers could configure separate

client systems to monitor and poll different portions of the network. It has the

following features:

1) not dependent on a single system.

2) distribution of network management tasks

3) network monitoring distributed throughout the network

4) Centralized information storage.




The hierarchical approach helps to alleviate one of the problems in a centralized 




approach by distributing network management tasks between the central system 




and the clients.

· Distributed Architecture: This architecture combines the centralized and 

distributed approaches. instead of having one centralized platform or a hierarchy

of central/client platform, the distributed approach uses multiple peer platforms.

Because the distrubuted platform combines the centralized and hierarchical

approaches, it also has the advantages of both, including;

1) Single location for all network information, alerts and events.

2) Single location to access all management applications.

3) Not dependent on a single system.

4) Distribution of network management tasks.

5) Distribution of network monitoring throughout the network.

What are Network Administrators Responsibilities: 




Network managers carry out the following fundamental responsibilities with




regards to the network. They must:

· Understand the system.

· Maintain backups

· maintain security

· maintain the system log

· manage printing

· monitor all network functions for maximum efficiency

· evaluate and maintain applications

· keep abreast of changes and updates in the industry.

Understand the system: Network manager requires two things: knowledge of  the

networks technical features, which comes from formal training, and knowledge of

its real-world performance, which comes from day - to- day practice.

Maintain Backups: Making reliable Data backups is arguably the most important

job a network administrator has. If you lose your data and have no backup, you are either out of business or starting over from scratch. A network manager has

to make careful decisions about what to back up, when to backup, and where to 

store the backed-up data.

Most local area networks use an automated system to make backups at regularly

scheduled intervals. It makes sense to use an automated system because of the

large amounts of data that are typically stored on a network. There are three types

of backups: 

Full Backup: In a full backup, all your critical data is backed up. Advantage is 

that all the most recent versions of your data files are conveniently stored

together. The disadvantage is that the process takes a very long time and requires

largest amount of storage space.

Incremental Backup: This backup system reads file attributes to determine which files were added or modified since the last backup. Only the modified files are actually backed up.

Differential Backup: This system falls in between the first two. It reads the data file date attributes, and backs up only those files that were added or changed after

last full backup.

Maintaining the System Log:  The purpose of the system log is to provide a detailed history of all your network's hardware, software, and configuration features. It is your most valuable resource when troubleshooting problems.

Hardware specifications; keep lists of all your server and workstation hardware.

The list include make and model names, serial number, internal network numbers,

warranty information, name of manufacturer, vendor and installer. The hardware

include disk drives, network interface cards, monitors, printers, modems and so on. A good system log can save you time and money when problems arise.

Boot Files: Keep printouts of all server and workstation boot files; for example AUTOEXEC.BAT and  CONFIG.SYS, etc.

Directory Structure: Keep dated printout of the directory structure. Add a new 

Printout each time you update the structure. Include volume and directory name,

Attributes, access rights.

Evaluate Applications: The workstation represents your network to your users,

therefore it is important to keep the workstation as consistent and easy to use as possible. A network  manager can accomplish this by loading applications that are

used by everyone.

 Security:  As a network Manager the security of the network resources is paramount in your day- to- day operations. Keep a written policy regarding procedures and access rights for new and current users. Include such things

as when passwords must be changed, and limitations on the types of passwords

you have configured the system to accept.

With increase demand for remote access to networks over the Internet, security

becomes more complicated. The object of firewall security is to allow public access to some parts of your system and prevent access to other parts. A firewall

is a security system selectively denies all access to designated portions of your network, based on how the network is accessed. For example, if someone were to

access a workstation by modem, only designated files and directories would be visible.

Maintenance Tracking: Is related to fault detection and isolation. It is accomplished through a database that accumulates trouble ticket information. A

trouble ticket notes the date and time a problem occurred, the specific devices and facilities involved, and the vendor from which it was purchased or leased. It

includes the name of the network management system operator who responded

to the alarm and summarizes short-term actions taken to resolve the problem.

Maintenance tracking also involves scheduling preventive maintenance activities

and keeping maintenance records.

As a network manager, you can use a comprehensive trouble ticket database for

long-term planning and decision support. You can also call up reports on all 

outstanding trouble tickets, such as those involving a specific type of device or

vendor, or those that have not been resolved within a specific time frame and to

be escalated. 

This information can be used in a variety of ways. By categorizing trouble 

tickets by network segments, for example, you can find out which segments seem

to be experiencing the most problems. The problems can then be categorized to 

determine the most likely cause of a persistent problem so that an appropriate solution can be applied. If the problem can not be isolated to a specific segment

but appears multiple segments that share a common equipment type, use that information to help the vendor isolate a hardware or software problem and fix it

with a replacement component or a software patch.

User Benefits of network management: A number of benefits flow from the

Widespread adoption of standards in network management, including:[Fitchett.]

Integrated Management control:

Increased Productivity

Network Flexibility

Reduced training costs

Reduced procurement costs.

Integrated management systems enable users to exercise effective inventory 

Control over whole networks, thereby reducing redundant equipment and 

Achieving corresponding cost savings.

Integrated management control:  This is by taking information from a disparate

set of management systems and combine them to understand what is happening

in the network.

Increased Productivity: Standardized methods of describing the network and its

management processes are enabling suppliers to offer software packages ( such as 

network configuration and fault management systems) that support the network managers, increase their productivity and that of the network.

Network Flexibility: “Standards will benefit companies who wish to avoid the “lock in” so often associated will proprietary solutions. As network management network services appear with standardized management interfaces, users will be able to choose and integrate the appropriate solution. Option will not be barred

due to an inability to integrate with the rest of the network’s management.”

[ Fitchett…..1992]

Reduced Training Costs:  Training and retraining costs associated with each new piece of network technology can be significantly reduced by the implementation

of standardized management features. The acquisition of people with appropriate

skills will be made easier as skills have wider applicability and are not limited to

a single manufacture’s products.

Reduced Procurement Costs: “ The economies of scale associated with a single,

uniform approach to network management are significant. A competitive market

will develop, allowing users to choose from a broader range of product offerings. 

Users adopting a standard-oriented approach to network management will minimize the risks involved with their investment. Products complying with

standards will carry a lower risk of obsolescence and be easier to integrate into

the business.” [Fitchett…1992]
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