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HCC Introduction

Hillcrest community college (HCC), currently computers are operating on Windows 95 and will be incorporating Windows 2000 Professional and Windows 2000 Servers over the next year. Remote access between campus locations is through dial-up through a local Internet Service Provider (ISP). A fifteen-station Internet lab connected with R.J 45 was introduced in 2000, and since that time there are 70+ computers connected throughout each building and newer security policies will be applied . 

We feel that to properly incorporate newer technology into the current design and expand each network in the various campus locations to a secured WAN; faculty members or employees will need to be trained in the use of the new hardware and software and engaged in learning and performance assessment. The staff development and learning components of are vital to the success and improvement plans over the next several years. 

While there is strong evidence of the commitment of the Board, to advance technology, the age of the building is always a consideration; physical limitations and constraints of construction must continually be dealt with. My associates have the responsibility to coordinate requests, redeploy equipment, and purchase/dispose of all computer-related hardware and software, always attentive of space allotments, duplication, and feasibility within the building structure. Also keeping in mind with networking most security issues and policies will have to be modified.

Project Goal

The goal of this project is to incorporate a Wide-area network, with high-bandwidth between the three campus locations; Washington DC, Alexandria VA, and Lanham MD. The introduction of new hardware and software are mandatory to the success and completion for the new design. Implementation of the WAN will increase security and connectivity between campus sites.

Remote Access between Campus Sites


There are two major ways the administrators for HCC can establish secured remote access for its network.  One is by using virtual private networks (VPN’s), remote users can access their network over the Internet for a small part of the cost of customary remote access solutions. VPN is a private network that is like a tunnel through a larger network, like the internet that is restricted to designated known users.(VPN is highly secure). 


The system administrator can configure virtual private network (VPN) user settings that significantly tighten security measures, such as required levels of data and password encryption and authentication. These necessities can be applied to individual users, or to a collection of similar users. For example, the system administrator can configure remote access dial-in settings to define a collection of users who are assigned to that profile are required to authenticate by using the Extensible Authentication Protocol (EAP) and encrypt their data by using strong data encryption. Just as it is more cost effective to make use of the phone company's massive switching system, rather than setting up a telephone line and investing in a switch, dialing the Internet provider or remote access server makes use of the physical base of routers of the Internet, ATM switches, and digital and analog lines, without sacrificing security.


Another solution is Remote Access Server (RAS). Remote access permissions are granted based on the dial-in settings of the user account and remote access policies. By assigning a user to the group profile, these security measures are automatically required when anyone in that group profile connects to the remote access server. Remote access policies are a set of conditions and connection settings that give network administrators more flexibility in granting remote access permissions and usage. If the settings of your connection do not match at least one of the remote access policies that apply to your connection, the connection attempt is rejected, regardless of your dial-in settings. This could be done through Regular dial in with authentication or through a service called, Call back. Call back is another security feature that calls back a known user after a dial in attempt was previously made to finally authenticate the user.

There is a service called Remote Authentication Dial-In Service (RADIUS), a protocol and service set up on one RAS or VPN server. When there are multiple RAS or VPN servers RADUIS is used to coordinate authentication and to keep track of remote dial-in statistics for all RAS and VPN servers. There are several other ways the administrator could use, with various third party solutions and software.

DESIGN:

Technical Goals

	Tech. Goals
	Percentage (%)

	Scalability
	10

	Availability
	15

	Network Performance
	16

	Security
	25

	Manageability
	7

	Usability
	7

	Adaptability
	5

	Affordability
	15

	Total
	100


HCC User Communities

	User Community Name
	Size of Community

(Number of  Users)
	Location of

Community
	Application(s) Used by community

	Users in computing center
	30,will grow to 40
	1st floor of library
	Homework, email, web surfing, library card-catalog

	Library patrons
	15
	Floors 1 – 3 of Library
	Email, Web surfing, library card-catalog

	Business/Social Sciences users
	16 Planned
	Business and social Sciences building
	Homework, email, web surfing, library card-catalog

	Arts/Humanities Users
	30 planned
	Arts and Humanities building
	Library card-catalogue, graphics upload, Homework, email, web surfing

	Math/Science Users
	15, will grow to 24
	Math and Sciences Building
	Homework, email, web surfing, Library card-catalogue, weather modeling, telescope monitoring, distance learning pilot

	Administration Users
	15, will grow to 24
	Administration building
	Email, web surfing, Library card-catalogue, College Management system

	Outside Users
	Unknown
	Internet
	HCC website


Data Stores

	Data Store
	Location
	Applications
	Used by User Communities

	Library Card-Catalog

Windows NT server
	Computing Center
	Library card-catalog
	All

	Windows NT file/print server
	Computing Center
	Homework
	Users in the Computing Center and, in the future PC’s in other buildings

	Windows NT Web/Email server
	Computing Center
	Email, Web surfing(hosts the HCC website)
	Users in the Computing Center and Administration, in the future all users (also includes outside users accessing the HCC Website)

	College Management System Windows NT server
	Computing Center
	College Management system
	Administration

	Upstream
	State community College Network System
	Email
	Campus email server sends and receives email to this server

	
	
	
	


Network Applications

	
	Name of Application
	Type of Traffic Flow
	Protocol(s) Used by Application
	User Communities that use Application

	1
	Homework
	Client/Server
	SMB/NetBT

SMB/NetBT over TCP

SMB/NetBT over TCP

SMB/NetBT over TCP
	users in Computing Center

users in Business/Social Sciences

users in Arts/Humanities

users in Math/Science

	2
	Email
	Client/Server

Server/Server
	SMTP and POP

SMTP/POP over TCP
	users in Computing Center

Library Patrons

PC users in Business/Social Sciences

Mac and PC users in Arts/Humanities

users in Math/Science

Administration

Windows NT Web/Email server

	3
	Web Surfing
	Client Server
	HTTP over TCP
	users in Computing Center

Library Patrons

users in Business/Social Sciences

users in Arts/Humanities


Installation


An IT team of specialist will be responsible for the installation and deployment of the new system. The IT team will be made up currently working IT professors (employees) and outside contractors. IT teams will be selected from various departments that will engage in training to bring them up to speed to handle the task at hand. Training will take place on the 1st floor in the conference room at each site (since all site buildings have the same structure and design) with the necessary equipment. An outside staff will be hired for the training procedures, which will be oriented by staff managers to meet the requirements of the organization. The whole IT team will be made up of 30 people (Including the outside contractors). 


Installation of a Primary domain controller (PDC) which is responsible for validating logons and retaining user information includes a unique security identifier. Along with the installation of a Backup domain controller (BDC) to offload some of the PDC activity, and incase the PDC fails due to unforeseen circumstances. The main protocol of the network will be Transmission Control Protocol/Internet Protocol (TCP/IP) which I strongly feel is suitable and efficient, along with the configuration of the DHCP. 

The network will be a 10BaseT network, using the RJ-45 category 5 cabling. RJ-45 will be the widely used medium for the networks. Wireless mediums will also be installed in required locations for laptops and mobile docking stations. 


An Uninterruptible Power Supply (UPS) and surge protectors is a necessity on a network server or a computer used for mission-critical applications. It's almost a necessity for every computer, even if the entire organization won't halt if a particular computer goes down. 
Existing Topology

Computer Clients:

· 233 MHz Pentium Class computers

· 16X CD-ROM

· 64MB of RAM

· 3 GB disk drive

· 14” SVGA Monitors

Computer Servers:

· 350 MHz Pentium II Class computers

· 24X CD-ROM

· 128MB of RAM

· 10 GB disk drive

· 14” SVGA Monitors

Network Hardware:

· Hub’s

· Switches

· Bridge

· Mostly Bus Topologies

Media:

· Rj-45 cabling

· Coaxial cabling

Software:

· Windows 95 

· Windows NT Workstation/Server

· Office 97

· Microsoft Visual Studio 4

· Various Graphic developmental and Multimedia Tools
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New Topology
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New hardware & software purchase list:

Workstations:

· 350 MHz Pentium Class computers

· 40X CD-ROM

· 128MB of RAM

· 6 GB disk drive

· 14” SVGA Monitors

Servers:

· 500 MHz Pentium II Class computers

· Microsoft Exchange 2000 Enterprise Server

· 40X CD-ROM

· 256MB of RAM

· 30 GB disk drive

· 17” SVGA Monitors

Network Hardware:

· Hub’s

· Switches

· Wireless Access Point + Bridge (where needed)

· Wireless Access Point Router + Switch (where needed)

· Bridge

· Firewall

· Router

· Network Interface Cards(NIC)

· Wireless Network Interface Cards

· Wireless PC Cards (where needed)

Network Media:

· RJ-45 cabling (Cat 5. STP)

Software:

· Windows 2000 (Workstation Clients) 

· Windows 2000 Advanced Server (Server Clients)

· Office XP Professional (Word 2002, Excel 2002, Power Point 2002, Access 2002)

· Microsoft Visual Studio 6 (development tools for building reusable applications in Microsoft Visual Basic 6.0, Visual C++ 6.0, Visual J++6.0, or Visual FoxPro 6.0. Visual InterDev 6.0 integration with the Internet and a full Web page authoring environment)
· Various Graphic developmental and Multimedia Tools

· Accounting Software 

· Marketing Software 

· Computer Aided Design (CAD) Software

Backup:

· UPS

· Surge protectors

Testing and Deployment


The system administrators at each site, who are responsible for configuring and maintaining the network, will use Dynamic Host Configuration Protocol (DHCP) to assign unique IP addresses to computers. Although most of this will be done in installation, necessary tweaking and testing will be necessary.


Communication between sites will also have to be established, with a trusting relationship between domains. So, one can log on to a domain from any trusted domain in the organization, even if the person doesn't have an account in the current domain. The sites will communicate through the internet using VPN.  RAS server will also be installed for direct connections.

More Security Measures to adhere and Apply

Displaying a Legal Notice Before/After the Log-On 
Windows 200 can display a message box with the caption and text of your choice before a user logs on. Many organizations, businesses and schools use this message box to display a warning message that notifies potential users that they can be held legally liable if they attempt to use the computer without having been properly authorized to do so. The absence of such a notice could be construed as an invitation, without restriction, to enter and browse the system.

A perfect example would be the log-on process in the NVCC lab. A window pops up after the authentication, listing rules and regulations to follow while using a particular workstation in the NVCC lab.

Restricting Anonymous network access to prevent the lookup of account names and network shares

Anonymous logon users can list domain user names and enumerate share names. Customers who want enhanced security have requested the ability to optionally restrict this functionality. Microsoft provides a Windows 2000 Service Pack 3 and a hotfix for Windows 2000 mechanism for administrators to restrict the ability for anonymous logon users to list account names and enumerate share names. 

Restricting Anonymous network access to Registry

Windows 2000 station service  includes a security enhancement that restricts anonymous logons when they try to access a specific named pipe including the one for the Registry.

Allowing Only Locally Logged-On Users to Shut Down the Computer

A user can shut down a computer running Windows 2000station without logging on by choosing Shutdown in the Logon dialog box. This is appropriate where users can access the computer's operational switches; otherwise, they might tend to turn off the computer's power or reset it without properly shutting down Windows 2000workstion However, this can be changed in the settings. 

Restricting the Boot Process

Personal computers today can start a number of different operating systems. For example, even if you normally start Windows 200 on the c drive: some one cold start another drive, including a floppy drive or CD-ROM drive. If this happens, security precautions you have taken within your normal version of Windows might short down.             

In general, one should install only those operating systems that you want to be used on the computer you are setting up. For a highly secure system, this will probably mean installing one version of Windows 2000 however, must  be protected  physically to ensure that no other operating system is loaded. 

 Install Latest Service Pack and applicable hot-fixes

Installing the latest recommended Microsoft Service Pack for the operating system may be expensive so be installed, generally not all hot-fixes are required. Also the order in which hot-fixes are installed is very important, as later hot-fixes sometimes take over from earlier hot-fixes.

Renaming Administrative Accounts

It is a good idea to rename the built-in Administrator account to something less obvious. This powerful account is the one account that can never be locked out due to repeated failed log on attempts, and consequently is attractive to hackers who try to break in by repeatedly guessing passwords. By renaming the account, you force hackers to guess the account name as well as the password.

Disabling Guest Accounts

 Disabling Guest accounts and removing all rights, with Internet Information Server then ensure that web user account has permission to access appropriate directories and the right to "LOG ON IN THE NEIGHBORHOOD"

Limited access can be permitted for casual users through the built-in Guest account. If the computer is for public use, the Guest account can be used for public log-ons. Prohibit Guest from writing or deleting any files, directories, or registry keys with the possible exception of a directory where information can be left.

Logging Off or Locking the Workstation

Users should either log off or lock the workstation if they will be away from the computer for any length of time. Logging off allows other users to log on, if they know the password to an account; locking the workstation does not. The workstation can be set to lock automatically if it is not used for a set period of time, by using any 32-bit screen saver with the Password Protected option

Hiding the Last User Name

By default, Windows 200 laces the user name of the last user to log on the computer in the User name text box of the Logon dialog box. This makes it more convenient for the most frequent user to log on. To help keep user names secret, you can prevent Windows  from displaying the user name from the last log on. This is especially important if a computer that is generally accessible is being used for the (renamed) built-in Administrator account.

 Eliminating Weak Passwords

Windows 2000 Service Pack 2 and later includes a password filter DLL file (Passfilt.dll) that lets you enforce stronger password requirements for users. Passfilt.dll provides enhanced security against "password guessing" or "dictionary attacks" by outside intruders.

These requirements are hard-coded in the Passfilt.dll file and cannot be changed through the user interface or registry. If you wish to raise or lower these requirements, you may write your own .Dill and implement it in the same fashion as the Microsoft version that is available with Windows Service Pack 2.

Disabling LAN Manager Password Hash Support

Windows NT supports the following two types of challenge/response authentication:

· LAN Manager (LM) challenge/response 

· Windows 2000 challenge/response

To allow access to servers that only support LM authentication, Windows clients currently send both authentication types. Microsoft developed a patch that allows clients to be configured to send only Windows 2000 authentication. This removes the use of LM challenge/response messages from the network.

Wiping the System Page File during clean system shutdown

Virtual Memory support of Windows 2000 uses a system page file to swap pages from memory of different processes onto disk when they are not being actively used. On a running system, this page file is opened exclusively by the operating system and hence is well-protected. However, systems that are configured to allow booting to other operating systems, may want to ensure that system page file is wiped clean when Windows 2000 shuts down. This ensures that sensitive information from process memory that may have made into the page file is not available to a snooping user. This can be achieved by setting up the following key:

Protecting the Registry

All the initialization and configuration information used by Windows 2000 is stored in the registry. Normally, the keys in the registry are changed indirectly, through the administrative tools such as the Control Panel. This method is recommended. The registry can also be altered directly, with the Registry Editor; some keys can be altered in no other way.

The Registry Editor supports remote access to the Windows 2000 registry. To restrict network access to the registry, the key in the registry has to be edited

The security permissions set on this key define which users or groups can connect to the system for remote registry access. The default Windows 2000 Workstation installation does not define this key and does not restrict remote access to the registry. Windows 2000 Server permits only administrators remote access to the registry

Secure Event Log Viewing

Default configuration allows guests and null log-ons ability to view event logs (system, and application logs). Security log is protected from guest access by default, it is viewable by users who have "Manage Audit Logs" user right. The Event log services use the following key to restrict guest access to these logs

TCP/IP Security in window 2000

Windows 2000 has a built in TCP/IP security functionality that most people do not use or know about. This functionality enables you to control the types of network traffic that can reach your 2000 servers. Access can be allowed or denied based on specific TCP ports, UDP ports, and IP protocols. This type of security is normally applied to servers connected directly to the Internet, which is not recommended.

It is very important to choose which ports and what access permissions you would like to assign to those ports

Conclusion

The goal of this project is to incorporate a Newer Security Majored, Wide-area network, with high-bandwidth between the three campus locations; Washington DC, Alexandria VA, and Lanham MD. The introduction of new hardware and software are mandatory to the success and completion for the new design 
Windows 2000 provides strong user authentication for anyone trying to logon on to the serve. Although Windows 2000 is a good network operating system; However, like similar Network Operating system, if the Administrator doesn’t take Security seriously the whole system could be compromised in different ways. If all these security measure are followed and closely monitored on the system, will make it very difficult for potential hackers, or roaming eyes to access resources they do not have access to. The strength of the system will not be easily compromised.

Reference:

Top – Network Design: A systems analysis approach to enterprise network design by Priscilla Oppenheimer

http://www.microsoft.com
http://www.synenergy-computing.com
http://www.ibm.com
http://www.software.ibm.com
Securing Windows NT/2000 Servers for Internet. by Stefan Noberg

 [image: image4.png]



PAGE  
2

