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      Abstract: This paper presents basic knowledge about network protocol model, router structure and functions as well as basic routing application.

1. OSI model

           The most commonly protocol model, the OSI (Open System Interconnect) model, was developed by the International Organization for Standardization to provide “common ground” when describing any network protocol. 

           It consists of senen layers. Each layer performs a specfic function and then passes the results on to another layer. Each protocol at each layer underneath the Application layer performes it owns calculation and appends its own information to the data sent from the layer above it. At the receiving station, the process happens in reverse. 
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           Although network security happens at all seven layers of OSI model,

routing and logical network addressing are most important  functions of Network layer that concerns packet filtering.

1-1 Logical network addressing: Each Network Interface Card(NIC) of
Physical layer has an unique Access Control (MAC) address of 12-digit hexadecimal number at Data link layer. MAC address is the Data link layer physical address, and the protocol addressing scheme at the Network layer defines the logical address.

1-2  Routing is the process of  moving data throughout a network, passing

through several network segments using devices called router that can

select the path the data takes. Router gets information about which paths to take from files on the router called routing tables. There tables contain information on in order to send it to a particular network segment.

1-3 No matter how many routers in a network, there is one that have to be

configured to be default gateway to which all packets are sent when eorkstation doesn’t know where the ststion is or can’t fing it on the local segment.                                                               

1-4  Router structure:                                
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CPU is directly related to the processing power of the router, executing instructions that make up the router’s operating system.

RAM is used to perform packet buffering, provide memory for the router’s configuration file, hold routing tables, and provide an area for the queuing of packets when they cannot be directly output due to traffic congestion.

Nonvolatile RAM stores the router’s configuration file.

ROM stores boot-up program for router OS, similar to the power-on self-test that PCs perform.

Flash Momory holds router OS image. It’s erasable and reprogrammable type of ROM, subject to upgrade without replacing or removing chips. 

           Input/Output Ports through which packets enter and exit a router.  

Media-specific converts, which provide the physical interface to specific types of medis, are connect to each I/O ports.

           1-5 A router network example:                                     
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           System B broadcast a route request query to system F. Router1 acts as
           System B’s only destination and adds its own MAC address as source 

           only destination and adds its own MAC address as source address and 
           puts Router2’s MAC adress in its destination field.

           Strips off the header and trailer of the previous data beacause new 

           destination address and new CRC have been applied to the original data.

   2. IP addressing
           Every computer that communicates over the Internet is assigned an IP      

           address that uniquely identifies the device and distinguishes it from other 
           computers on the Internet. An IP address consists of 32 bits, often shown 
           as 4 octets of numbers from 0-255 represented in decimal form instead of 
           binary  form.   

           An IP address consists of two parts, one identifying the network and one 

           identifying the node, or host. The Class of the address determines which 

           part belongs to the network address and which part belongs to the node 

           address. All nodes on a given network share the same network prefix but

           must have a unique host number.

           Class A Network -- binary address start with 0, therefore the decimal 

           number can be anywhere from 1 to 126. The first 8 bits (the first octet) 

           identify the network and the remaining 24 bits indicate the host within the 

           network.

           Class B Network -- binary addresses start with 10, therefore the decimal 

           number can be anywhere from 128 to 191. (The number 127 is reserved

           for loopback and is used for internal testing on the local machine.) The

           first 16 bits (the first two octets) identify the network and the remaining 16 

           bits indicate the host within the network.

           Class C Network -- binary addresses start with 110, therefore the decimal 

           number can be anywhere from 192 to 223. The first 24 bits (the first three

           octets) identify the network and the remaining 8 bits indicate the host 

           within the network.

           2-1 Differentiation between network portion and host position depends on 

           the class of the address and the subnet mask assigned with the address. 

           A subnet mask is also a dotted-decimal number. If a subnet mask 

           contains 255 in a position, the corresponding part of the IP address is the      

            network address.

   3. Packet

           A packet is a unit of information transmitted as a whole from one device to

           another on a network. With data divided into packets, individual 

           transmissions are speeded up so that every computer on the network will 

           have more opportunities to transmit and receive data. At target computer, 

           the packets are collected and reassembled in the proper order to from the 

           original data.

            Packet consists of three components: Header, Data, Trailer.

     The header includes an alter signal to indicate that the packet is being 

            transmitted; the source and destination address; clock information to 

           synchronize transmission.   

            synchronize transmission.     

            Data: actual data must be broken into chunks to fit into packet.

            Trailer usually contains checking component called CRC(Cyclical 

            Redundancy Check).

   4. Port Scanning

           A Port is a place where information goes into and out of a computer, port

           scanning identifies open doors to a computer. Port scanning has

           legitimate uses in managing networks, but port scanning also can be

           malicious in nature if someone is looking for a weakened access point to 

           break into computer.
   5. Packet filtering

          Packet filtering is most commonly used as a first line of defense against

          attacks from machines outside a LAN. Since most routing devices have

          built-in filtering capabilities, packet filtering has become a common and

          inexpensive method of security. It allows explicitly restrict or allow

          packets by machine, port, or machine and port.
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          5-1 Static packet filtering:  Controlling access to a network by analyzing the 

          incoming and outgoing packets and letting them pass or halting them.

          based on the IP addresses of the source and destination.

          5-1-1 Router table A:

Rule    Direction   Type    SrcAddr      DstAddr    DstPort   Action

A       in          TCP     external     internal   25        permit

B       out         TCP     internal     external   >=1024    permit

C       out         TCP     internal     external   25        permit

D       in          TCP     external     internal   >=1024    permit

E       either      any     any          any        any       deny

                   Router table B:

 Rule    Direction   Type   SrcAddr    DstAddr    SrcPort    DstPort   Action

 A       in          TCP    external   internal   >=1024     25         permit

B       out         TCP    internal   external   25         >=1024     permit

C       out         TCP    internal   external   >=1024     25         permit

D       in          TCP    external   internal   25         >=1024      permit

E       either      any    any        any        any        any              deny

          Router table A: while rules A and B together do what you want and rules C and D together   

          do what you want, rules B and D together allow all connections between internal and

          external hosts where both ends of the connection are on a port number above 1024.

          Router table B: all the rules are firmly anchored to port 25 (the well-known port number for 

           SMTP) at one end or the other, one end of the connection has to be at port 25.                   

5-2 Stateful Inspection: Also referred to as dynamic packet filtering. Stateful inspection is a firewall architecture that works at the network layer. Unlike static packet filtering, which examines a packet based on the information in its header, stateful inspection tracks each connection traversing all interfaces of the firewall and makes sure they are valid. An example of a stateful firewall may examine not just the header information but also the contents of the packet up through the application layer in order to determine more about the packet than just information about its source and destination. A stateful inspection firewall also monitors the state of the connection and compiles the information in a state table. Because of this, filtering decisions are based not only on administrator-defined rules (as in static packet filtering) but also on context that has been established by prior packets that have passed through the firewall. 

As an added security measure against port scanning, stateful inspection firewalls close off ports until connection to the specific port is requested.

   6. Conclusion: 

          For static packet filtering, since it is based on source IP address, a certain denied

          IP source address can use dynimic IP addressing to bypass a router .

          For statefull inspection firewall filtering, since it may examine the contents of a packet as    

well, the words contents can be converted into graphics to avoid router filtering.  
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