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1. What are the Basic Components of a computer?

· Processor (CPU)

· Main Memory (aka real memory, aka primary memory)

· I/O modules (I/O controllers, I/O channels, I/O processors...)

· Hardware (with registers called I/O ports) that moves data between cpu and peripherals like:

· Secondary memory devices (eg: hard disks)

· Keyboard, display... 

· Communications equipment

· System interconnection (ie: Buses)

· Communication among processors, memory, and I/O modules
2. What are the Examples of Control & Status Registers?

· Program Counter (PC)

· Contains the address of the next instruction to be fetched

· Instruction Register (IR)

· Contains the instruction most recently fetched

· Program Status Word (PSW)

· A register or group of registers containing:

· Condition codes and status info bits

· Interrupt enable/disable bit

· Supervisor (OS)/user mode bit

3. What is Cache Memory?
· Small cache of expensive but very fast memory interacting with slower but much larger memory

· Invisible to OS and user programs but interact with other memory management hardware

· Processor first checks if word referenced to is in cache

· If not found in cache, a block of memory containing the word is moved to the cache

4. What Services does the OS provide?


· Facilities for Program creation

· Editors, compilers, linkers, and debuggers

· Program execution

· Loading in memory, I/O and file initialization

· Access to I/O and files

· Deals with the specifics of I/O and file formats

· System access

· Protection in access to resources and data

· Resolves conflicts for resource contention

· Error Detection

· Internal and external hardware errors

· memory error

· device failure

· Software errors

· Arithmetic overflow

· Access forbidden memory locations

· Inability of OS to grant request of application

5. What are the Requirements for Multiprogramming?

· Hardware support:

· I/O interrupts and (possibly) DMA

· in order to execute instructions while I/O device is busy

· Memory management

· Several ready-to-run jobs must be kept in memory

· Memory protection (data and programs)

· Software support from the OS:

· Scheduling (which program is to be run next)

· To manage resource contention

6. What is the Microkernel architecture?

· Only a few essential functions in the kernel

· Primitive memory management (address space)

· Interprocess communication (IPC)

· basic scheduling 

· Other OS services are provided by processes running in user mode (servers)

· Device drivers, file system, virtual memory…

· More flexibility, extensibility, portability…

· A performance penalty by replacing service calls with message exchanges between process...

 7. What is SMP? And how does it help?

· Symmetric Multiprocessing (SMP)

· A computer with multiple processors

· Each processor can perform the same functions and share same main memory and I/O facilities (symmetric)

· The OS schedule processes/threads across all the processors (real parallelism)

· Existence of multiple processors is transparent to the user.

· Incremental growth: just add another CPU!

· Robustness: a single CPU failure does not halt the system only the performance is reduced. 

8. What are the objectives of Dispatcher? 

(Short-term scheduler)
· Is an OS program that moves the processor from one process to another

· It prevents a single process from monopolizing processor time

· It decides who goes next according to a scheduling algorithm (chap 9)

· The CPU will always execute instructions from dispatcher while switching from process A to process B

9. What are the Reasons for Process Termination?
· Normal completion

· Time limit exceeded

· Memory unavailable

· Memory bounds violation

· Protection error

· Example: write to read-only file

· Arithmetic error

· Time overrun

· Process waited longer than a specified maximum for an event

· I/O failure

· Invalid instruction

· Happens when try to execute data

· Privileged instruction

· Operating system intervention

· such as when deadlock occurs

· Parent request to terminate one offspring

· Parent terminates so child processes terminate

10. Describe the Five-state Process Model.

11. What is Process Image? And what are the elements of PCB?

· User program

· User data

· Stack(s)

· For procedure calls and parameter passing

· Process Control Block (execution context)

· Data needed (process attributes) by the OS to control the process. This includes:

· Process identification information

· Processor state information

· Process control information

12. What are the difference between a process and a thread?
· Process is Unit of Resource Ownership or Task

· Thread is unit of dispatching or lightweight Process

· Thread has no suspend state

13. What are the Benefits of Threads vs Processes?

· Takes less time to create a new thread than a process

· Less time to terminate a thread than a process

· Less time to switch between two threads within the same process

14. What is an inconsistent view of data? When does it happen?

· 3 variables: A, B, C which are shared by thread T1 and thread T2

· T1 computes C = A+B

· T2 transfers amount X from A to B

· T2 must do: A = A -X and B = B+X (so that A+B is unchanged)

· But if T1 computes A+B after T2 has done A = A-X but before B = B+X

· then T1 will not obtain the correct result for C = A + B

15. What are uniqness of ULT and KLT?

User-Level Threads (ULT) 

· The kernel is not aware of the existence of threads

· All thread management is done by the application by using a thread library

· Thread switching does not require kernel mode privileges (no mode switch)

· Scheduling is application specific

Kernel-Level Threads (KLT)

· All thread management is done by kernel

· No thread library but an API to the kernel thread facility

· Kernel maintains context information for the process and the threads

· Switching between threads requires the kernel

· Scheduling on a thread basis

· Ex: Windows NT and OS/2

16. What is the critical section problem?

· When a process executes code that manipulates shared data (or resource), we say that the process is in it’s critical section (CS) (for that shared data) 

· The execution of critical sections must be mutually exclusive: at any time, only one process is allowed to execute in its critical section (even with multiple CPUs)

· Then each process must request the permission to enter it’s critical section (CS)

· The section of code implementing this request is called the entry section
· The critical section (CS) might be followed by an exit section
· The remaining code is the remainder section
· The critical section problem is to design a protocol that the processes can use so that their action will not depend on the order in which their execution is interleaved (possibly on many processors)

17. What are the Requirements for a valid solution to the critical section problem?

· Mutual Exclusion

· At any time, at most one process can be in its critical section (CS)

· Progress

· If no process is executing in its CS while some processes wish to enter, only processes that are not in their RS can participate in the decision of which will enter its CS next. This selection cannot be postponed indefinitely

· Bounded Waiting

· After a process has made a request to enter it’s CS, there is a bound on the number of times that the other processes are allowed to enter their CS 

· Otherwise the process will suffer from starvation

18. what are the Types of solutions for the CS Problems?

· Software solutions

· Algorithms who’s correctness does not rely on any other assumptions (see framework)

· Hardware solutions

· Rely on some special machine instructions

· Operation System solutions

· Provide some functions and data structures to the programmer

19. What is a problem with the following Algorithm?
  Process Pi:

   repeat

     flag[i]:=true;  

     while(flag[j]){};

       CS

     flag[i]:=false;

       RS

    forever

What is the Drawbacks of software solutions to CS problem?

· Processes that are requesting to enter in their critical section are busy waiting (consuming processor time needlessly)

· If CSs are long, it would be more efficient to block processes that are waiting...

20. What are Semaphores? And what are they used for?

· Synchronization tool (provided by the OS) that do not require busy waiting

· A semaphore S is an integer variable that, apart from initialization, can only be accessed through 2 atomic and mutally exclusive operations:

· wait(S)

· signal(S)

· To avoid busy waiting: when a process has to wait, it will be put in a blocked queue of processes waiting for the same event
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Mutual Exclusion is satisfied but not the progress requirement


If we have the sequence:


T0: flag[0]:=true


T1: flag[1]:=true


Both process will wait forever to enter their CS: we have a deadlock 





Error Response


Simply report error to the application


Retry the operation


Abort the application


Accounting


Collect statistics on resource usage


Monitor performance (eg: response time)


Used for system parameter tuning to improve performance


Useful for anticipating future enhancements


Used for billing users (on multi-user systems)
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