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STRAYER UNIVERSITY

Advanced Network Security Design – CIS 534
Course Syllabus

Quarter:  Fall 2005, Arlington Campus

Instructor: Prof. Mort Anvari (202) 294-4230 – morteza@anvari.net 

Class Web Sites: http://www.anvari.net/os.htm 
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I. Couse Description
CIS 534, Advanced Network Security Design
Prerequisite: CIS 450 or equivalent
Covers strategies for designing networking security. Actual design scenarios are used in developing strategies on how to design and implement security systems. Focuses are made on methods of defense, distributed systems security, policy, and security administration. This course is one of the requirements for the Executive Graduate Certificate in Computer Information Systems.

II. Learning Objectives

The purpose of this course is to help students understand the fundamentals of securing a network infrastructure. Whether you already have a fundamental knowledge of security or are completely new to the topic, this course offers a detailed look at designing and implementing a secure corporate infrastructure. After completing this course, you will have a thorough understanding of basic cryptography, the most widely deployed security technologies, and the newly emerging security technologies. You will be able to guide the architecture and implementation of a security policy for any corporate environment by understanding the steps required for risk management and the specific details needed. You will also be able to specify the features required in network infrastructure equipment to implement the given security policy.

III.
Instructional Materials: 

Corporate network security issues still very much fill the media today. Most books available on this subject today focus on hosts or firewall security problems, or provide a theoretical study of security technologies. In contrast, Designing Network Security offers a very practical approach to the implementation of secure network design, offering the additional bonus of Cisco specific perspectives and case studies. Designing Network Security demonstrates in a practical manner how to architect and implement a site security policy that translates to a secure corporate network environment. 
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Designing Network Security 2e
By Merike Kaeo
Publisher:   Cisco Press
Pub Date:   October 30, 2003
ISBN: 1-58705-117-6
Pages: 768
http://my.safaribooksonline.com/?XmlId=1587051176&a=278E636897BC4409A0513FCE1EC637A4 

IV. Reading assignments and Course Outline: 

	Date
	Topic
	Readings

	01 Oct 05 
	Objectives, Part I:  Security Fundamentals
Chapter 1.  Basic Cryptography
	Preface

Chapter 1

	08 Oct 05
	Part I:  Security Fundamentals  

Chapter 2.  Security Technologies
	Chapter 2

	15 Oct 05
	Part I:  Security Fundamentals 

Chapter 3.  Export Controls on Cryptography
	Chapter 3

	22 Oct 05
	Part II:  The Corporate Security Policy
Chapter 4.  Threats in an Enterprise Network
	Chapter 4

	29 Oct 05
	Student Project Papers / Topic Review

Mid-term Examination
	Covers 1- 4

	5 Nov 05
	Part II:  The Corporate Security Policy
Chapter 5.  Considerations for a Site Security Policy
	Chapter 5

	12 Nov 05
	Part II:  The Corporate Security Policy
Chapter 6.  Design and Implementation of the Corporate Security Policy
	Chapter 6

	19 Nov 05
	Part II:  The Corporate Security Policy
Chapter 7.  Incident Handling
	Chapter 7

	26 Nov 05
	Part III:  Practical Implementation
Chapter 8.  Securing the Corporate Network Infrastructure
	Chapter 8

	3 Dec 05
	Part III:  Practical Implementation
Chapter 9. Securing Internet Access
	Chapter 9

	10 Dec 05
	Part III:  Practical Implementation
Chapter 10. Securing Dial-In Access
	Chapter 10

	17 Dec 05
	Student Project Papers / Presentations 

Final Examination
	Covers 5-10


V- Final Grade:   

Midterm Exam 35%, Final Exam 35%, and Homework and Project 30%

Attendance Policy

Attendance will be taken at every scheduled class meeting.  Regular class attendance is necessary in order for you to receive the maximum benefit from your education as well as developing professional work habits, such as being responsible and self-reliant, which are skills that are valued highly by today’s employers.  If your absences are equivalent to one week of instructional time, you will receive written notification from the academic center; two weeks equivalent time, you will receive final warning by written notification; and three weeks equivalent time, you will receive dismissal notification and a grade award of W or WF depending on the last date of attendance.  Although attendance alone cannot be graded, poor attendance may negatively impact your grade for class participation. Tardiness is also noted.  Your instructor will provide you with information on the tardiness policy in effect at this campus.

Policy on Assignment Due Dates

Strayer University’s academic philosophy is to provide each adult student with an opportunity to actively learn and demonstrate competencies needed in today’s high performance workplace.  Opportunities will be made available for you to reach your maximum learning potential.  Just as in the workplace, it is expected that you will complete all assignments and assessments by the due date.  You instructor may deduct credit for assignments turned in after the due date.

Academic Integrity Policy

Strayer University holds its students to high standards of academic integrity and will not tolerate acts of falsification, misrepresentation, or deception.  Such acts of intellectual dishonesty include, but are not limited to, cheating or copying, fabricating data or citations, stealing examinations, unauthorized use of instructor editions of textbooks, taking an exam for another, tampering with the academic work of another student, submitting another’s work as one’s own, facilitating other students’ acts of academic dishonesty, using Internet sources without citation, or any other form of plagiarism.

For more details on Strayer University’s Academic Integrity Policy, please contact your Campus Academics Office.

Learning Resources / Library

Learning resources to help students succeed academically are available through the Strayer University Library.  Each campus Learning Resources Center (LRC) offers print resources, books, and periodicals for research.  Circulating books located at any LRC may be requested for use through the LRC Specialist.  

Library resources are also available online, and can be accessed from any computer connected to the Resource tab located on eCollege course web pages.  The online search tool EBSCO Host and other LRC resources can be accessed through the university’s website at http://studentserver.strayer.edu/CONT_STD/LIBS/libs2.htm.  They provide thousands of full text periodicals, over 25,000 electronic books, radio and TV transcripts, the complete Encyclopedia Britannica, access to the Strayer library catalog, online tutorials, and useful links to Internet resources.  A tour of the LRC is highly recommended and can be scheduled through your LRC Specialist.

Tutoring Assistance

You will be required to attend tutoring if your instructor determines, at any time during the quarter, that you need additional help in order to progress successfully in the course.  With tutoring assistance you will be able to receive additional help to address deficiencies, answer questions, and identify strategies to be successful in this course.  Your instructor will provide tutoring meeting times and place.
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