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STRAYER UNIVERSITYPRIVATE 

Network Security -- CIS450

Course Syllabus

Quarter:  Summer 2005
Instructor: Prof. Mort Anvari (202) 294-4230 Morteza@Anvari.net
Class Web Site: http://www.anvari.net 
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I.
COURSE DESCRIPTION:

This course provides the essential concepts and methods for network security.  Topics covered include physical/logical security and different methods of implementation, and data encryption/decryption.  A survey of commercial products to implement firewalls is also conducted.

II.
EXPECTED LEARNING OUTCOMES:

Upon successful completion of this course, the student will be able to:

a. Describe the importance of physical computer security.

b. Define the role of user authentication.

c. Describe the use of encryption in user authentication.  

d. Define at least alternative methods of user authentication not involving the use of passwords.

e. Describe the tradeoff of simple versus complex passwords.

f. Describe at least 3 commercial firewall products and identify their strengths and weaknesses.


The course instructor will provide additional learning outcomes.

III.
INSTRUCTIONAL MATERIALS:  


Cole, Eric, Hackers Beware: the Ultimate Guide to Network Security.  1st edition.  New Riders, 2002. http://www.securityhaven.com/hb.html 

           Schiffman, Pennington, Polling, O’Donnell Hacker’s Challenge 2: Test Your Network Security and Forensic Skills. 2nd edition. McGraw-Hill Osborne Media, 2002

IV.   TEACHING STRATEGIES:


This course is conducted with lectures based on the text and exercises.  

V.
COURSE OUTLINE:
    Weeks
     MATERIAL COVERED
	1
	Cole – Chapter 1 - Is there a security problem in Computing

	
	Cole - Chapter 2 – Basic Encryption and Decryption

	2
	Cole – Chapter 3- Secure Encryption Systems

	
	Schiffman – Chapter 1 – Forced Byzantine Failure

	3
	Cole – Chapter 4 –  Using Encryption: Protocols and Practices

	
	Schiffman – Chapter 2 – Ssssh! Don’t Tell Mom My Software is Insecure

	4
	Cole – Chapter 5 – Program Security

	
	Schiffman – Chapter 3 – The Man with one Red Antenna

	
	

	5
	MID-TERM EXAMINATION        30 July 2005

	
	

	6
	Cole – Chapter 6 – Protection in General Purpose

	
	Schiffman – Chapter 4 – The Postman Always Sends Extra Long Filenames

	7
	Cole – Chapter 7 – Designing Trusted Operating Systems

	
	Schiffman – Chapter 5 –My Cup Runneth Over

	8
	Cole – Chapter 8 – Database Security

	
	Schiffman – Chapter 6 – The Kids Aren’t Alright

	9
	Cole – Chapter 9 – Security in Networks and Distributed Systems

	
	Schiffman – Chapter 7 – Policy Predicament

	
	

	10
	Student’s Project Presentations    3 September 2005

	
	

	11
	FINAL EXAMINATION                   10 September 2005


VI.
COURSE REQUIREMENTS:

1.  Mid-term examination


2.  Final examination


3.  Completion of all assignments and Active class participation

4.  Regular class attendance

VII.
EVALUATION METHODS:

Midterm Exam 30%, Final Exam 30%, Homework and Project 30%, and Class Participation 10%

VIII.    BIBLIOGRAPHY:

Bruce, Glen and Dempsey. Security in Distributed Computing​​​​​​. Prentice Hall, 1997.


McCarthy, Linda.  Intranet Security.  Prentice Hall, 1998.

          Stallings, William.  Cryptography and Network Security. Prentice Hall, 1999.

Attendance Policy

Attendance will be taken at every scheduled class meeting.  Regular class attendance is necessary in order for you to receive the maximum benefit from your education as well as developing professional work habits, such as being responsible and self-reliant, which are skills that are valued highly by today’s employers.  If your absences are equivalent to one week of instructional time, you will receive written notification from the academic center; two weeks equivalent time, you will receive final warning by written notification; and three weeks equivalent time, you will receive dismissal notification and a grade award of W or WF depending on the last date of attendance.  Although attendance alone cannot be graded, poor attendance may negatively impact your grade for class participation. Tardiness is also noted.  Your instructor will provide you with information on the tardiness policy in effect at this campus.

Policy on Assignment Due Dates

Strayer University’s academic philosophy is to provide each adult student with an opportunity to actively learn and demonstrate competencies needed in today’s high performance workplace.  Opportunities will be made available for you to reach your maximum learning potential.  Just as in the workplace, it is expected that you will complete all assignments and assessments by the due date.  You instructor may deduct credit for assignments turned in after the due date.

Academic Integrity Policy

Strayer University holds its students to high standards of academic integrity and will not tolerate acts of falsification, misrepresentation, or deception.  Such acts of intellectual dishonesty include, but are not limited to, cheating or copying, fabricating data or citations, stealing examinations, unauthorized use of instructor editions of textbooks, taking an exam for another, tampering with the academic work of another student, submitting another’s work as one’s own, facilitating other students’ acts of academic dishonesty, using Internet sources without citation, or any other form of plagiarism.

For more details on Strayer University’s Academic Integrity Policy, please contact your Campus Academics Office.

Learning Resources / Library

Learning resources to help students succeed academically are available through the Strayer University Library.  Each campus Learning Resources Center (LRC) offers print resources, books, and periodicals for research.  Circulating books located at any LRC may be requested for use through the LRC Specialist.  

Library resources are also available online, and can be accessed from any computer connected to the Resource tab located on eCollege course web pages.  The online search tool EBSCO Host and other LRC resources can be accessed through the university’s website at http://studentserver.strayer.edu/CONT_STD/LIBS/libs2.htm .  They provide thousands of full text periodicals, over 25,000 electronic books, radio and TV transcripts, the complete Encyclopedia Britannica, access to the Strayer library catalog, online tutorials, and useful links to Internet resources.  A tour of the LRC is highly recommended and can be scheduled through your LRC Specialist.

Tutoring Assistance

You will be required to attend tutoring if your instructor determines, at any time during the quarter, that you need additional help in order to progress successfully in the course.  With tutoring assistance you will be able to receive additional help to address deficiencies, answer questions, and identify strategies to be successful in this course.  Your instructor will provide tutoring meeting times and place. 
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